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1
Introduction

The purpose of this multi-SSID feature, hereinafter referred to as mSSID, is to facilitate many SSPNs to be hosted on a single BSS/BSSID.  This normative-text proposal addresses requirement R13N3 in 11-05-0822/r13 and provides for up to 32 different SSPNs on a single AP.
The deployment scenario provided by this text is one in which each directly connected SSPN is assigned or connected on a particular VLAN on the DS.  Similarly, each of these SSPNs has its own SSID defined on a radio interface.  The AP is then responsible for bridging frames to/from each SSPN’s VLAN on the DS to the proper SSID.  These SSIDs all share a common BSSID.  

In general, STAs receiving over-the-air transmissions from APs use their own MAC address to filter frames not addressed to them and use the  BSSID to filter all broadcast and multicast frames except for the BSSID to which they belong.  In the case of mSSID, since multiple VLANs are bridged to a single BSSID, separation of the VLAN broadcast domains is not possible unless another method is provided.
For mSSID, cryptographic separation of the VLAN broadcast domains is utilized.  A non-AP STA joins a BSS using an Association Request which includes the SSID to which it desires to associate.  Upon successful authentication, a GTK is delivered to the STA via the 4-way handshake.  mSSID supports multiple GTKs in BSSID by providing a unique GTK for each SSID in the BSSID.  STAs associating to the same SSID receive the same GTK.

In order to support multiple GTKs in a BSSID, the GTK ID is extended by 5 bits by using 5 reserved bits in the Key ID octet in the CCMP header.  By using the GTK ID, TGu-capable STAs can filter broadcast and multicast frames received having a matching BSSID, but a non-matching GTK ID.
Normally, the BSS’s SSID is advertised in the Beacon.  However, with mSSID, if all the SSIDs were advertised in the beacon, beacon bloat could occur.  Worst case, up to 32 SSIDs could be defined on a BSSID and with up to 34 octets in the SSID IE, this could expand the beacon size by as much as 1344 octets.  In order to avoid this beacon bloat, mSSIDs are not advertised in the beacon.  Rather they are advertised using Native Generic Advertising Service—a new protocol herein defined which builds on top of Generic Advertising Service (GAS) which is already part of the TGu draft amendment.

GAS functionality, as defined in the TGu draft amendment, enables a STA to identify the availability and information related to desired network services, e.g. information about available SSPNs located in the DS.  Whilst STAs are in state 1 they can request via GAS, information about internetworking services of the DS.  In response, the AP will proxy the request to a server in the DS and return the response.  However, in GAS Native, the AP responds directly without the need to query a server in the DS.  This is because the nature of information provided by GAS Native is configuration information immediately known to the AP.

GAS Native protocol is a mandatory feature to be supported on a TGu-capable AP and is signaled on an AP by inclusion in the Beacon of an Advertising Protocol IE specifying GAS Native Advertisement Protocol.  To use GAS Native protocol, a non-AP STA uses GAS Query/Response procedures already defined in the TGu draft.  This normative text provides initially for two GAS Native queries/responses as well as the basic protocol infrastructure and flexibility to support additional ones in the future.

Non-AP STAs discover supported SSIDs in an mSSID BSS using GAS Native protocol.  Since the SSIDS in a BSS configured for mSSID operation are not broadcast in a Beacon, there needs to be some information which assures that a candidate AP to which a STA may roam supports the same SSID.  This assurance is the ESSID IE.  By definition, all BSSs identified by the same ESSID support identical SSIDs and therefore SSPN networks.
In order to provide more flexibility in the security configuration, each SSID in the mSSID List can have its own RSN IE.  This provides SSPNs sharing an AP to configure security per their own policies whilst sharing the configuration of other parameters defined in the BSS.
This normative text is based on 802.11ma-d9 and 802.11u-D0.02.

3. Definitions

Default SSID: The SSID contained in the SSID IE transmitted in a Beacon management frame.
SSIDC IE: SSID container information element.
5. General description
5.9 Generic Advertisement Services

5.9.1 Pre-association information services

There are a number of reasons why providing this information pre-association is beneficial:

· The information is available earlier to support more informed decision about which AP to associate with. This prevents a less efficient style of operation where the STA has to associate with an AP before discovering the information and then decide whether to stay associated or not.

· It is possible to query multiple networks in parallel.

· The STA can discover information about APs that are not part of the same management group as the AP to which it is currently associated.  For example, supporting the selection of an AP belonging to a different hotspot with an appropriate roaming agreement in place.
· A STA can use GAS Native protocol to determine the supported SSIDs in a BSS configured with mSSID capability.
7.
Frame formats
7.1
MAC frame formats
7.2
Format of individual frame types

7.2.3
Management frames

7.2.3.8
Beacon frame format

Add the following to the contents of Table 8 as shown below:

Table 8—Beacon frame body 

	Order
	Information
	Notes

	25
	Interworking Capability
	Interworking Capability shall be present if dot11InterwokingEnabled is true.

	26
	Generic Advertisement Service Capability
	Advertisement Service Capability shall be present if dot11AdvertisementServiceEnabled is true.

	27
	Generic Advertising Service Traffic Indication Map
	Present in Beacon if any of the supported Advertisement Protocols are configured for multicast delivery.

	28
	ESSID
	ESSID shall be present if dot11InterworkingEnabled is present

	29
	Default Emergency Services Realm
	Optional (present if configured)


7.2.3.8
Probe Request frame format

Add the following to the contents of Table 14 as shown:

Table 14—Probe Request frame body 
	Order
	Information
	Notes

	5
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingCapabilityEnabled is true.

	6
	Default Emergency Services Realm
	Optional (present if configured)

	7
	SSID Container IE
	Optional (shall be present if “Use SSIDC IE in Probes” bit is set to 1 and the SSID being actively scanned is not the default SSID.)


7.2.3.9 Probe Response frame format

Add the following to the contents of Table 15 as shown:

Table 15—Probe Response frame body 
	Order
	Information
	Notes

	23
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingCapabilityEnabled is true.

	24
	Generic Advertisement Service Capability
	Advertisement Service Capability shall be present if dot11AdvertisementServiceEnabled is true.

	25
	ESSID
	ESSID shall be present if dot11InterworkingEnabled is present

	26
	SSID Container IE
	Optional (shall be present if “Use SSIDC IE in Probes” bit is set to 1 and the SSID in the corresponding Probe Request is not the default SSID.)


7.3 Management frame body components
7.3.1 Fields that are not information elements

7.3.1.9 Status Code field

Insert the following to the contents of Table 23 as shown:

Table 23—Status Codes

	Status Code
	Meaning

	52
	No outstanding GAS request

	53
	GAS Query Protocol(s) not supported

	54
	GAS Response not received from backend network

	55
	Requested delivery method not supported for this GAS Query protocol

	56
	GAS Query Response frame received from DS is  larger than 802.11 MSDU size limit

	57
	GAS Query Response larger than permitted per configured AP policy

	58
	Requested information is not configured for this BSS

	59-65535
	Reserved


7.3.2 Information elements
Insert the following to the contents of Table 26 as shown below:

Table 26—Element IDs

	Information Element
	Element ID

	Interworking Capability
	x

	GAS Capability
	x+1

	Advertisement Protocol
	x+2

	GAS Request
	x+3

	GAS Response
	x+4

	GAS Traffic Indication Map
	x+5

	GAS Comeback Delay
	x+6

	ESSID
	x+7

	QoS Map Set
	x+8

	Expedited bandwidth request element
	x+9

	SSPN Interface element
	x+10

	SSID Container element
	x+11

	Reserved
	x+12 -, 220


[Editorial Note: x will be defined.]

7.3.2.6 TIM
Editor: Insert the following paragraph at the end of the TIM section
When multiple SSIDs are supported, the Partial virtual bitmap of the TIM element is interpreted differently by stations associated with an AP configured for multiple SSIDs. There are two cases for mSSID operation—that when mBSSID is not simultaneously configured and that when mBSSID is simultaneously configured.  For the case where multiple BSSIDs are not simultaneously configured, the bits from 1 to m of the bitmap are used as broadcast/multicast bits for each SSID, where m is the number of SSIDs included in the mSSID List.  A broadcast/multicast bit corresponding to the Index of a non-default SSID (cf. clause 7.3.2.48) is set to 1 when the DTIM Count field is 0 and one or more broadcast/multicast frames are buffered at the AP for this SSID.  The AIDs from 1 to m are not allocated to any of the stations. For the case where multiple BSSIDs are simultaneously configured, the bits from 2n to 2n +m-1 of the bitmap are used as broadcast/multicast bits for each non-default SSID where 2n is the maximum number of BSSIDs supported and m is the total number of non-default SSIDs (i.e., SSIDs in the mSSID List) in both transmitted and non-transmitted BSSIDs. Broadcast/multicast bit number N (2n <= N <= (2n + m-1) is set to 0 when the DTIM count field is 0 and there are no broadcast or multicast frames from the SSID whose index is N is buffered at the AP. If one or more broadcast/multicast frames from that SSID are buffered at the AP, then bit number N in the traffic-indication virtual bitmap is set to 1 when the DTIM count field is 0. The AIDs from 2n to (2n + m - 1) are not allocated to any of the stations. The remainder of the bitmap is to indicate the unicast traffic buffered for the stations which are associated with the AP. 
The Partial Virtual Bitmap field consists of octets numbered 0 through N2 of the traffic indication virtual bitmap, where N2 is the smallest number such that bits numbered (N2 + 1) × 8 through 2007 in the bitmap are all 0. In the case of multiple SSID operation, the Bitmap Offset subfield value always contains the number 0, and the Length field will be set to N2 + 4.
7.3.2.36 Interworking Capability Information Element

The Interworking Capability Information element contains information about the interworking service capabilities of a STA as shown in Figure u13. 

	
	
	
	

	
	Element ID
	Length
	Interworking Capabilities

	Octets:
	1
	1
	2


Figure u1—Interworking Capability Information element format
The Element ID field is equal to the Interworking Capability value in Table 26.

The Length field is the length of the Interworking Capabilities field. The value of the Length field is 2.

The Interworking Capabilities field is a bit field indicating the advertised interworking capabilities of the STA. The Interworking Capabilities field is shown in Figure u2.

	
	B0
	B1
	B2
	B3
	B4
	B15

	
	QoS Map
	Expedited Bandwidth Request
	Emergency Services Only
	Use SSIDC IE
in Probes
	Reserved

	Bits:
	1
	1
	1
	1
	13


Figure u2—Interworking Capabilities field
· The QoS Map Service capability bit set to 1 indicates the AP supports QoS Map Service.  The QoS Map Service capability bit set to 0 indicates the STA does not support QoS Map Service.

· The Expedited Bandwidth Request Service capability bit set to 1 indicates the STA supports Expedited Bandwidth Request Service.  The Expedited Bandwidth Request Service capability bit set to 0 indicates the STA does not support Expedited Bandwidth Request Service.

· The ESO (Emergency Services Only on this SSID) capability set to 1 indicates higher layer emergency call services are reachable via the default SSID.  The ESO capability set to 0 indicates other means are necessary to determine if higher layer emergency call services are reachable via the default SSID.  This bit shall only be set to 1 if all the following conditions are true:

· The default SSID is configured for open authentication and used exclusively for providing emergency services

· dot11QosOptionImplemented is true

· Expedited Bandwidth Request Service capability bit is set to 1

· 802.11k or 802.11v location information capability is enabled on AP if AP is located in a regulatory domain that requires this.

· DS supports end-to-end QoS from STA to all APs in ESS to PSAP

· The Use SSID Container (SSIDC) IE in Probes bit signals to STAs whether or not this IE shall be included in Probe Requests and Probe Responses as follows:
· When B3 is set to 1 

· TGu-capable non-AP STAs shall use the default SSID in Probe Requests and include an SSIDC IE containing the SSID which is being actively scanned; if the desired SSID is the default SSID, then TGu-capable STAs shall not include an SSIDC IE in Probe Requests.

· APs receiving Probe Requests with an SSIDC IE shall use the default SSID and include an SSIDC IE containing the requested SSID and optional RSN IE in Probe Responses

· APs receiving a Probe Request without an SSIDC IE shall not include an SSIDC IE in the Probe Response.

· When B3 is set to 0

· TGu-capable non-AP STAs shall not include the SSIDC IE in Probe Requests; rather they shall include the SSID IE specifying the desired SSID to actively scan whether or not that SSID is in the mSSID List.

· APs shall not include an SSIDC IE in a Probe Response.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of an Interworking Capability element shall be interpreted as the STA having no advertised Interworking Capabilities. 

7.3.2.38 Advertising Protocol Information element

The Advertising Protocol Information element contains information which identifies a particular advertisement protocol and its delivery method(s) as shown in Figure u7.

	
	
	
	
	

	
	Element ID
	Length
	Delivery Method
	Advertisement Protocol ID

	Octets:
	1
	1
	1
	variable


Figure u7—Advertisement Protocol Information element format

The Element ID field is equal to the Advertisement Protocol value in Table 26 or the Vendor Specific Element ID.

The Length field is the length of the Advertisement Protocol Information element. The Length field is determined by the Advertisement Protocol ID.

The Delivery Method field is a 1-octet field which specifies multicast or unicast delivery method.  The format of this field is shown in Figure u8.

The Advertisement Protocol ID is a variable length field. If the first octet of this field is the vendor specific Advertising Protocol ID as provided in Table u1, then this field contains the Vendor Specific Information Element per clause 7.3.2.26.  If this first octet of this field is not the vendor specific Advertising Protocol ID, then its length is 1 octet and its value is per Table u1a.

	
	B0
	B1
	B2
	B7

	
	Multicast Delivery
	Unicast Delivery
	Reserved

	Bits:
	1
	1
	6


Figure u8—Delivery Method field
A STA using the Advertisement Protocol Information element requests the desired delivery method of advertisement protocol by setting either Bit0 or Bit1 as appropriate.

· Bit 0 is set to 1 if the STA supports multicast delivery as described in clause11.11.1.  Bit 0 is set to 0 if the STA does not support multicast delivery for this Advertisement Protocol IE.

· Bit 1 is set to 1 if the STA supports unicast delivery as described in clause 11.11.2.  Bit 1 is set to 1 if the STA does not support unicast delivery for this Advertisement Protocol IE.

The STA shall either support multicast delivery or unicast delivery.  Optionally, an STA may support both delivery methods.
Table u1—Advertisement Protocol ID definitions
	Name
	Value

	Native Query Protocol
	0

	MIH Information Service
	1

	MIH Command and Event Services Capability Discovery
	2

	Reserved
	3-220

	Vendor Specific
	221

	Reserved
	222 – 255


· Native Query Protocol in Table u1 is a mechanism to query the AP for locally known data (i.e., the AP can directly respond to queries without proxying the query to a server in the DS).

· MIH Information Service in Table u1 is a mechanism defined in IEEE 802.21 to support information retrieval from an information repository in the DS. 
· MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 to support discovering capabilities of command service and event service entities in the DS. 
· Advertisement Protocol ID is reserved for a Vendor Specific protocol which shall have the format defined in clause 7.3.2.26.

Note: after approval of this amendment, Advertisement Protocol IDs will be managed by 802.11 Assigned Numbers Authority.
7.3.2.48
SSID Container Information element

The SSID Container Information element is used to contain an Index field, an SSID IE and optional RSN IE for use by Interworking-capable STAs in accordance with the scanning procedures defined in clause 11.1.3.  The format of the SSID Container information element is shown in Figure u19a.

	
	Element
ID
	Length
	Index
	SSID IE
	RSN IE
(optional)

	Octets:
	1
	1
	1
	variable
	variable


Figure u19a—SSID Container (SSIDC) element description
When multiple BSSIDs are not supported, Index is a value between 1 and m, where m is the number of SSIDs included in the mSSID List. If multiple BSSIDs are supported and the maximum supported number of BSSIDs is 2n, the Index should be a value between 2n and (2n + m - 1).
7.3.2.49
Native Query Information element

The Native Query information element is used by the GAS protocol using the procedures defined in clause 11.10.2.  The format of the Native Query information element is provided in Figure u19b.
	
	Element ID
(0)
	Length
	Native Query
Info

	Octets:
	1
	1
	variable


Figure u19b—Native Query IE
Table u2—Native Query Info ID definitions
	Info Name
	Info ID
	Native Info Element (clause)

	Capability List
	0
	7.3.2.51

	mSSID List
	1
	7.3.2.52

	Emergency Networks List
	2
	7.3.2.53

	Reserved
	3 – 255
	


The Element ID field is equal to 0 for Native Query IE.

The Length field is the length of the Native Query Information element and is determined by the number of 1-octet values in the Native Query Info field.
The Native Query Info field is a list one-octet values which are chosen from Table u2 corresponding to the information a non-AP STA is querying from an AP.
7.3.2.50
Native Query Response Information element

The Native Query Response information element is used by the GAS protocol using the procedures defined in clause 11.10.2.  The format of the Native Query information element is provided in Figure u19c.

	
	Element ID
(1)
	Length
	Native Info
IE #1
	Native Info
IE #2
(Optional)
	…
	Native Info
IE #N
(Optional)

	Octets:
	1
	2
	variable
	variable
	…
	variable


Figure u19c—Native Query Response Information element format

The Element ID field is equal to 1 for Native Query IE.

The Length field is the length of the Native Query Information element and is determined by the determined by the number and size of the Native Info IEs.
Each Native Info IE is one of the Native Info elements identified by the Info IDs in Table u2.

7.3.2.51
Native Info Capabilities List element

The Native Info Capabilities List element provides a list of information/capabilities that has been configured on an AP.  This IE may be returned in response to a GAS Native Query Request.  The format of the Native Info Capabilities List element is provided in Figure u19d.
	
	Info ID
(0)
	Length
	Status Code
	Info ID #1
(0)
	Info ID #2
(Optional)
	…
	Info ID #N
(Optional)

	Octets:
	1
	2
	2
	1
	1
	…
	1


Figure u19d—Native Info Capabilities List element format

The Info ID field is equal to 0, which corresponds to the Capabilities List element per Table u2.

The Length field is the length of the Capabilities List element and is equal to the number of Info IDs present plus 2.
The Status Code is a 2-octet field whose value is drawn from Table 23.
Each Info ID included in the Capabilities List element declares that the corresponding capability is either configured or supported in the BSS.  In other words, a Native query for that Info ID would return a non-trivial response (i.e., a trivial response being a response with status code indicating failure).  Each Info ID returned must be a member of the Info IDs in Table u2.

7.3.2.52
Native Info mSSID List element

The Native Info mSSID List element provides a list of non-default SSID(s) that have been configured on an AP.  This IE may be returned in response to a GAS Native Query Request.  The format of the Native Info mSSID List element is provided in Figure u19e.

	
	Info ID
(1)
	Length
	Status Code
	SSIDC
IE #1
(optional)
	SSIDC
IE #2
(optional)
	…
	SSIDC
IE #N
(optional)

	Octets:
	1
	2
	2
	variable
	variable
	…
	variable


Figure u19e—Native Info mSSID List element format

The Info ID field is equal to 1, which corresponds to the mSSID List element per Table u2.

The Length field is the length of the mSSID List element and is the determined by the number and size of the SSIDC IEs.

The Status Code is a 2-octet field whose value is drawn from Table 23.

Each SSIDC IE in the mSSID List provides information for one of the non-default SSIDs defined in the BSS.
7.3.2.53
Native Info Emergency Networks List element

The Native Info Emergency Networks List element provides network information which provide emergency services.  This IE may be returned in response to a GAS Native Query Request.  The format of the Emergency Networks List element is provided in Figure u19f.

	
	Info ID
(2)
	Length
	Status Code
	ESO capability
	SSID IE
(conditionally optional)
	Default Emergency Services Realm IE (optional)
	SSID IE
(conditionally optional)

	Octets:
	1
	2
	2
	1
	variable
	variable
	variable


Figure u19f—Native Info Emergency Networks List element format

The Info ID field is equal to 2, which corresponds to the Emergency Networks List element per Table u2.

The Length field is the length of the Emergency Networks List element and is the determined by the number and size of the following IEs.

The Status Code is a 2-octet field whose value is drawn from Table 23.

Each SSIDC IEs in the mSSID List provides information for one of the non-default SSIDs defined in the BSS.
The ESO capability is required in this list and its format is provided in Figure u19f.  The Emergency Services Only bit (bit 0) is defined in clause 7.3.2.36.
The SSID IE immediately following the ESO element is required only if the ESO bit in the ESO element is set to 1.  If present the SSID IE must contain an SSID from the mSSID List.  This SSID IE, if present, contains the SSID on which emergency services are reachable.
The Default Emergency Services Realm IE is only present if this information has been configured on the AP.  The definition of the Default Emergency Services Realm IE is provided in clause 7.3.2.44.
The SSID IE immediately following the Default Emergency Services Realm IE is present only if the Default Emergency Services Realm IE is present; if present the SSID IE may contain either the default SSID or an SSID from the mSSID List.  This SSID IE, if present, contains the SSID on which the default emergency services realm is reachable.
	
	B0
	B1
	B7

	
	Emergency Services Only
	Reserved

	Bits:
	1
	7


Figure u19f—ESO capability format
8
Security

8.3
RSNA data confidentiality protocols

8.3.3
CTR with CBC-MAC Protocol (CCMP)
8.3.3.1
CCMP overview
8.3.3.2
CCMP MPDU format
CCMP processing expands the original MPDU size by 16 octets, 8 octets for the CCMP Header field and 8 octets for the MIC field. The CCMP Header field is constructed from the PN, ExtIV, Key ID and Ext Key ID subfields. PN is a 48-bit PN represented as an array of 6 octets. PN5 is the most significant octet of the PN, and PN0 is the least significant. Note that CCMP does not use the WEP ICV.

The ExtIV subfield (bit 5) of the Key ID octet signals that the CCMP Header field extends the MPDU header by a total of 8 octets, compared to the 4 octets added to the MPDU header when WEP is used. The ExtIV bit (bit 5) is always set to 1 for CCMP.

Bits 6–7 of the Key ID octet are for the Key ID subfield. Bits 0-4 of the Key ID octet are for the Extended Key ID subfield.
The reserved bits shall be set to 0 and shall be ignored on reception.
8.3.3.3
CCMP cryptographic encapsulation

8.3.3.3.1
PN Processing

8.3.3.3.2
Construct AAD

8.3.3.3.3
Construct CCM nonce

8.3.3.3.4
Construct CCMP header

The format of the 8-octet CCMP header is given in 8.3.3.2. The header encodes the PN, Key ID, Ext Key ID and ExtIVfield values used to encrypt the MPDU.
8.4
RSNA security association management
8.4.1
Security associations

8.4.1.1
Security association definitions
8.4.1.1.1
PMKSA

8.4.1.1.2
PTKSA

8.4.1.1.3
GTKSA

The GTKSA results from a successful 4-Way Handshake or the Group Key Handshake and is unidirectional. In an ESS, there is one GTKSA, unless mSSID is configured on an AP in which case there may be multiple GTKSAs, one for each SSID.  The GTKSA is used exclusively for encrypting broadcast/multicast MPDUs that are transmitted by the AP and for decrypting broadcast/multicast transmissions that are received by the STAs. In an IBSS, each STA defines its own GTKSA, which is used to encrypt its broadcast/multicast transmissions, and stores a separate GTKSA for each peer STA so that encrypted broadcast/multicast traffic received from other STAs may be decrypted. A GTKSA is created by the Supplicant’s SME when Message 3 of the 4-Way Handshake is received or when Message 1 of the Group Key Handshake is received. The GTKSA is created by the Authenticator’s SME when the SME changes the GTK and has sent the GTK to all STAs with which it has a PTKSA. A GTKSA consists of the following elements:

—
Direction vector (whether the GTK is used for transmit or receive).

—
Group cipher suite selector.

—
GTK.

—
Authenticator MAC address.

—
All authorization parameters specified by local configuration. This can include parameters such as the STA’s authorized SSID.

—
GTK extended key ID used to identify the GTK in multi-SSID mode.
When the GTK is used to encrypt unicast traffic (the selectable cipher suite is “Use group key”), the GTKSA

is bidirectional.
8.5
Keys and key distribution
8.5.1
Key hierarchy

8.5.1.1
PRF
8.5.1.2
Pairwise key hierarchy
8.5.1.3
Group key hierarchy
The GTK shall be a random number.

Any group master key (GMK) may be reinitialized at a time interval configured into the AP to reduce the

exposure of data if the GMK is ever compromised.

The Authenticator can update the GTK for a number of reasons:

a)
The Authenticator may change the GTK on disassociation or deauthentication of a STA.

b)
An event within the STA’s SME can trigger a Group Key Handshake.

Figure 139 depicts an example of a relationship among the keys of the group key hierarchy. In this model, the group key hierarchy takes a GMK and generates a GTK. When mSSID is used, a different GMK is derived for each SSID. The GTK is partitioned into temporal keys used by the MAC to protect broadcast/multicast communication. GTKs are used between a single Authenticator and all Supplicants authenticated to that Authenticator. The Authenticator derives new GTKs when it wants to update the GTKs.

In this example, the following assumptions apply:

a)
Group nonce (GNonce) is a random or pseudo-random value contributed by the IEEE 802.1X Authenticator.

b)
The GTK for a particular SSID is derived from the GMK for that SSID by

c)
GTK ← PRF-X(GMK, “Group key expansion” || AA || GNonce)

d)
TKIP uses X = 256, CCMP uses X = 128 and WEP use X = 40 or X = 104. AA is represented as an IEEE 802 address and GNonce as a bit string as defined in 7.1.1.

e)
The temporal key (TK) is bit 0–39, bits 0–103, bits 0–127, or bits 0–255 of the GTK:
TK ← L(GTK, 0, 40) or
TK ← L(GTK, 0, 104) or
TK ← L(GTK, 0, 128) or
TK ← L(GTK, 0, 256)

f)
The EAPOL-Key state machines (see 8.5.5 and 8.5.6) configure the temporal key into IEEE 802.11 via the MLME-SETKEYS.request primitive, and IEEE 802.11 uses this key. Its interpretation is cipher-suite-specific.
8.5.2
EAPOL-Key frames

Insert the following text after table 62 (802.11ma-d9):
STAs shall ignore any information elements and KDEs they do not understand.

If the Encrypted Key Data subfield (of the Key Information field) is set, the entire Key Data field shall be encrypted. If the Key Data field uses the NIST AES key wrap, then the Key Data field shall be padded before encrypting if the key data length is less than 16 octets or if it is not a multiple of 8. The padding consists of appending a single octet 0xdd followed by zero or more 0x00 octets. When processing a received EAPOL-Key message, the receiver shall ignore this trailing padding. Key Data fields that are encrypted, but do not contain the GroupKey or SMK KDE, shall be accepted.

If the GroupKey or SMK KDE is included in the Key Data field, but the Key Data field is not encrypted, the EAPOL-Key frames shall be ignored.

The format of the GTK KDE is shown in Figure 144. 

	KeyID (0,1,2, or 3) 
	Tx 
	Reserved (0)
Ext ID
	Reserved (0) 
	GTK 

	bits 0–1 
	bit 2 
	bit 3–7 
	1 octet 
	(Length – 6) octets 


Figure 144—GTK KDE format
If the value of the Tx field is 1, then the IEEE 802.1X component shall configure the temporal key derived from this KDE into its IEEE 802.11 STA for both transmission and reception.

If the value of the Tx field is 0, then the IEEE 802.1X component shall configure the temporal key derived from this KDE into its IEEE 802.11 STA for reception only.

The EXT ID field is used to identify the key when mSSID is used.

10 Layer management

10.3 MLME SAP Interface

10.3.33 Emergency Networks management
Four primitives will be added which will enable a non-AP STA to retrieve information on Emergency Networks from an AP and make it available to the SME.  Once the SME has the information on Emergency Networks, it will be able to choose the desired SSID with which to authenticate and associate  in a MLME-AUTHENTICATE.request and MLME-ASSOCIATE.request respectively.
The primitives defined are: MLME-EmergencyNetworks.request, MLME-EmergencyNetworks.confirm, MLME-EmergencyNetworks.indication, MLME-EmergencyNetworks.response.

Table u10 below shows the usage of these primitives:

Table u2—Supported Emergency Networks primitives
	Primitive
	Request
	Confirm
	Indication
	Response

	EmergencyNetworks
	Non-AP STA
	Non-AP STA
	AP
	AP


10.3.33.1 MLME-EmergencyNetworks.request

10.3.33.1.1 Function

This primitive requests the information of Emergency Networks from the network. It is valid at the non-AP STA and requests the AP to provide Emergency Networks information.

10.3.33.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EmergencyNetworks.request 
(
DialogToken
)

10.3.33.1.3 When generated

This primitive is generated by the SME at a non-AP STA to request information on available Emergency Networks.
10.3.33.1.4 Effect of receipt

The non-AP STA transmits a GAS Native Query for Emergency Networks List according to the procedures defined in clause 11.10.2.
10.3.33.2 MLME-EmergencyNetworks.confirm

10.3.33.2.1 Function

This primitive reports the Emergency Networks information sent from the AP to the non-AP STA.

10.3.33.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EmergencyNetworks.confirm 
(
ResultCode
DialogToken,
Emergency Services Only SSID (optional)
Default Emergency Services Realm (optional)
SSID (optional)
)
	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS or NOT SUPPORTED
	Reports the outcome of a request to determine if Emergency Networks are available on this BSS.

	Dialog Token
	Integer
	0–255
	The dialog token to identify the GAS request.

	Emergency Services Only SSID
	Octet string
	1–32 octets
	If present, indicates higher layer emergency call services are reachable via this SSID.

	Default Emergency Services Realm
	Octet string
	1-255
	If present, the Default Emergency Service Realm (realm portion of the NAI per RFC-4282) where the realm identifies the default provider of emergency services for the BSS.

	SSID
	Octet string
	1–32 octets
	If present, indicates the SSID on which the Default Emergency Services Realm is defined.


10.3.33.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-EmergencyNetworks.request primitive indicating the result of that request.

The primitive is generated when the non-AP STA receives a response in the form of an GAS Native Info Query frame containing the Emergency Networks List from the AP.  The SME of the non-AP STA should use the information to decide proper actions. For example, STA could decide to associate with a particular SSID in order to place an emergency call.
10.3.33.2.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.10.2.
10.3.33.3 MLME-EmergencyNetworks.indication

10.3.33.3.1 Function

This primitive reports to the AP SME the request for Emergency Networks information.

10.3.33.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EmergencyNetworks.request 
(
DialogToken,
Non-APSTAAddress
)

10.3.33.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a request for the Emergency Networks information from a non-AP STA in the form of a GAS Native query for the Emergency Networks List.
10.3.33.3.4 Effect of receipt

The AP is notified of the request from the non-AP STA.

This primitive solicits an MLME-EmergencyNetworks.response primitive from the SME that contains the corresponding Emergency Networks information  The SME should operate according to the procedures defined in 11.10.2. The SME generates an MLME-EmergencyNetworks.response primitive within a dot11EmergencyNetworksResponseTimeout.

10.3.33.4 MLME-EmergencyNetworks.response

10.3.33.4.1 Function

This primitive responds to the request for a Emergency Networks by a specified non-AP STA MAC entity.
10.3.33.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EmergencyNetworks.request 
(
ResultCode
Non-APSTAAddress
DialogToken,
Emergency Services Only SSID (optional)
Default Emergency Services Realm (optional)
SSID (optional)
)
	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS or NOT SUPPORTED
	Reports the outcome of a request to determine if Emergency Networks are available on this BSS.

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the Emergency Networks List is sent.

	Dialog Token
	Integer
	0–255
	The dialog token to identify the GAS request.

	Emergency Services Only SSID
	Octet string
	1–32 octets
	If present, indicates higher layer emergency call services are reachable via this SSID.

	Default Emergency Services Realm
	Octet string
	1-255
	If present, the Default Emergency Service Realm (realm portion of the NAI per RFC-4282) where the realm identifies the default provider of emergency services for the BSS.

	SSID
	Octet string
	1–32 octets
	If present, indicates the SSID on which the Default Emergency Services Realm is defined.


10.3.33.4.3 When generated

This primitive is generated by the SME at the AP as a result of an MLME-EmergencyNetworks.indication primitive.

10.3.33.4.4 Effect of receipt

The primitive causes the MAC entity at the AP to send a GAS Native Query Response with an Emergency Networks List element.
11.
MLME

11.1
Synchronization

11.1.1
Basic approach
11.1.2
Maintaining synchronization
11.1.3
Acquiring synchronization, scanning
A STA shall operate in either a Passive Scanning mode or an Active Scanning mode depending on the current value of the ScanMode parameter of the MLME-SCAN.request primitive. 

Active scanning is prohibited in some frequency bands and regulatory domains. The MAC of a STA receiving an MLME-SCAN.request shall use the regulatory domain information it has to process the request and shall return a result code of NOT_SUPPORTED to a request for an active scan if regulatory domain information indicates an active scan is illegal.

Upon receipt of the MLME-SCAN.request primitive, a STA shall perform scanning. The SSID parameter indicates the SSID for which to scan. To become a member of a particular ESS using passive scanning, a STA shall scan for Beacon frames containing that ESS’s default SSID, returning all Beacon frames matching the desired SSID in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirm primitive with the appropriate bits in the Capabilities Information field indicating whether the beacon came from an infrastructure BSS or IBSS. However, if the passively scanned beacon contains the Interworking Capability element, the STA shall use GAS Native protocol to determine if the desired SSID is in the mSSID List, if configured as well as the ESSID from the corresponding Beacon frame.  Then the STA shall scan for all Beacon frames containing that ESSID, returning all Beacon frames matching the desired ESSID in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirm primitive.
To actively scan, the STA shall transmit Probe request frames containing the desired SSID. Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the BSS information received.

Upon receipt of an MLME-JOIN.request, the STA shall use the synchronization procedure described in 11.1.3.4.

Upon receipt of an MLME-SCAN.request with the SSID parameter set to the wildcard SSID, the STA shall passively scan for any Beacon frames, or actively transmit Probe request frames containing the wildcard SSID, as appropriate depending upon the value of ScanMode. Upon receiving a Beacon frame or a Probe response frame which contains the Interworking Capability element, the STA shall determine if GAS Native protocol is supported.  If so, the STA shall use GAS Native Query protocol to determine if there are SSIDs present in the mSSID List.  Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the BSS information received.

If a STA’s scanning does not result in finding a BSS with the desired SSID and of the desired type, or does not result in finding any BSS, the STA may start an IBSS upon receipt of the MLME-START.request. The MAC of a STA receiving an MLME-START.request shall use the regulatory domain information it has to process the request and shall return a result code of NOT_SUPPORTED to the request if regulatory domain information indicates starting the IBSS is illegal.

When a STA starts a BSS, that STA shall determine the BSSID of the BSS. If the BSSType indicates an infrastructure BSS, then the STA shall start an infrastructure BSS and the BSSID shall be equal to the STA’s dot11StationID. The value of the BSSID shall remain unchanged, even if the value of dot11StationID is changed after the completion of the MLME-START.request. If the BSSType indicates an IBSS, the STA shall start an IBSS, and the BSSID shall be an individual locally administered IEEE MAC address as defined in 5.2 of IEEE Std 802-1990. The remaining 46 bits of that MAC address shall be a number selected in a manner that minimizes the probability of STAs generating the same number, even when those STAs are subjected to the same initial conditions. The value SSID parameter shall be used as the SSID of the new BSS. It is important that designers recognize the need for statistical independence among the random number streams among STAs.

11.1.3.1
Passive scanning

If the ScanType parameter indicates a passive scan, the STA shall listen to each channel scanned for no longer than a maximum duration defined by the MaxChannelTime parameter.

11.1.3.2
Active scanning

Active scanning involves the generation of Probe request frames and the subsequent processing of received Probe Response frames. The details of the active scanning procedures are as specified in the following subclauses.
STAs having dot11InterworkingEnabled set to true support mSSID operation, which supports many SSIDs within one BSSID.  In order to prevent active scanning operations within non TGu-capable STAs from being confused by receiving Probe response frames from a given BSSID, each having a possibly different SSID, procedures in the proceeding paragraphs are incorporated.
When non TGu-capable STAs are present in a BSS, Probe responses always contain the default SSID in the SSID Information element and an SSIDC Information element containing the desired SSID (the SSID in the Probe request frame).  Non TGu-capable STAs, not understanding the SSIDC Information element will discard it; TGu-capable STAs will know that the default SSID is present only to avoid confusing non-TGu capable STAs and will instead look inside the SSIDC Information element to find the requested SSID.
As time goes on, the number of non TGu-capable STAs will diminish and, in order to reduce the Probe request/response frames’ size, it will be desirable to have Probe responses no longer contain an SSIDC Information element.  Thus, when a BSS only has TGu-capable STAs, they will not be confused by receiving Probe response frames from a given BSSID, each having a possibly different SSID.  The “Use SSIDC IE in Probes” bit in the Interworking Capability information element is used for this purpose.  When the “Use SSIDC IE in Probes” bit is set to one, it signifies that non TGu-capable STAs are associated or actively scanning the BSS.  When the “Use SSIDC IE in Probes” bit is set to zero, it signifies that no Probe request frames from non TGu-capable STAs have been received for at least 60 seconds.  Thus, when the “Use SSIDC IE in Probes” bit is set to zero, TGu-capable STAs shall transmit Probe request frames with only the SSID Information element which may contain the default SSID or an SSID from the mSSID List; it shall not contain an SSIDC Information element.  Similarly, when the “Use SSIDC IE in Probes” bit is set to one, TGu-capable STAs shall transmit Probe request frames containing the default SSID in the SSID Information element and, if the desired SSID is not the default SSID, the desired SSID in an SSIDC Information element.
When an AP with its “Use SSIDC IE in Probes” bit set to zero receives a Probe request frame from a non TGu-capable STA, it shall set its “Use SSIDC IE in Probes” bit to zero within 1 second.

When a TGu-capable STA is initially searching for a wireless network, it may not know the state of the “Use SSIDC IE in Probes” bit.  If the STA transmits a Probe request frame containing a wildcard SSID, the resulting Probe response frame from a TGu-capable AP with dot11InterworkingEnabled set to true will contain an SSID Information element containing the default SSID and an Interworking Capability Information element (which contains the “Use SSIDC IE in Probes” bit).  Consequently, the TGu-capable STA will know how to format subsequent Probe request frames to search for a specific SSID.
11.1.3.2.1 Sending a probe response

STAs, subject to criteria below, receiving Probe Request frames shall respond with a probe response only if:

a)
the SSID in the probe request is the wildcard SSID or the default SSID of the STA,

b)
the BSSID field in the probe request is the wildcard BSSID or the BSSID of the STA, and

c)
the DA field in the probe request is the broadcast address or the specific MAC address of the STA.

STAs receiving a Probe Request frame with a specific SSID which is not the default SSID nor an SSID in the mSSID List shall not respond with a Probe Response frame.

STAs receiving a Probe Request frame with an SSID which is in the mSSID List but without an Interworking Capability Information element shall not respond with a Probe Response frame.

When dot11InterworkingEnabled is false, STAs transmitting Probe response frames shall include the default SSID and not include an SSIDC Information element.
When dot11InterworkingEnabled is true, STAs transmitting Probe response frames shall include an SSID Information element and optionally an SSIDC Information element as follows:
a)
If “Use SSIDC IE in Probes in the Interworking Capability information element is set to one (cf. clause 7.3.2.36):
1)
APs receiving Probe request frames containing an SSIDC Information element shall transmit a Probe response frame containing the default SSID in the SSID Information element and SSIDC Information element with the requested SSID and corresponding RSN Information element (if configured).

2)
APs receive Probe request frames not containing an SSIDC Information element shall not include an SSIDC Information element in the Probe response frame.
b)
If “Use SSIDC IE in Probes in the Interworking Capability information element is set to zero, APs receiving a Probe request frame shall transmit a Probe response frame containing the requested SSID in the SSID Information element (whether or not the SSID is the default SSID or an SSID in the mSSID List) and not containing an SSIDC Information element.

Probe Response frames shall be sent as directed frames to the address of the STA that generated the probe request. The probe response shall be sent using normal frame transmission rules. An AP shall respond to all probe requests meeting the above criteria. In an IBSS, the STA that generated the last beacon shall be the STA that responds to a probe request.

Only APs and STAs in an IBSS respond to probe requests. The procedures defined in this subclause ensure that in each BSS there is at least one STA that is awake at any given time to receive and respond to probe requests. A STA that sent a beacon shall remain in the Awake state and shall respond to probe requests, subject to criteria in the next paragraph, until a Beacon frame with the current BSSID is received. If the STA is an AP, it shall always remain in the Awake state and always respond to probe requests, subject to criteria in the next paragraph. There may be more than one STA in an IBSS that responds to any given probe request, particularly in cases where more than one STA transmitted a Beacon frame following the most recent TBTT, either due to not receiving successfully a previous beacon or due to collisions between beacon transmissions.

STAs receiving Probe Request frames shall respond with a probe response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA. Probe Response frames shall be sent as directed frames to the address of the STA that generated the probe request. The probe response shall be sent using normal frame transmission rules. An AP shall respond to all probe requests meeting the above criteria. In an IBSS, the STA that generated the last beacon shall be the STA that responds to a probe request.

11.1.3.2.2 Active scanning procedure

Upon receipt of the MLME-SCAN.request with ScanType indicating an active scan, a STA shall use the

following procedure:

For each channel to be scanned,

a)
Wait until the ProbeDelay time has expired or a PHYRxStart.indication has been received;

b)
Perform the Basic Access procedure as defined in 9.2.5.1;

c)
Send a probe request to the broadcast destination address, with the SSID and BSSID from the MLME-SCAN.request primitive;

d)
Clear and start a ProbeTimer;

e)
If PHY-CCA.indication (busy) has not been detected before the ProbeTimer reaches MinChannel-Time, then clear NAV and scan the next channel, else when ProbeTimer reaches MaxChannelTime, process all received probe responses;

f)
Clear NAV and scan the next channel.

11.10
WLAN Interworking with External Networks Procedures

11.10.1 Interworking Procedures: Generic Advertisement Services

11.10.2
GAS Native Protocol
GAS Native protocol shall be supported by a STA whenever dot11InteworkingEnabled is true.  APs shall provide both unicast and multicast delivery methods for GAS Native protocol.  A non-AP STA may use GAS Native protocol to discover the supported services.  A non-AP STA accomplishes this by transmitting a Native query in a GAS Initial Request frame.  The AP responds to the query using GAS Initial Response frames (GAS Comeback Response frames are not used for GAS Native protocol).
Non-AP STAs discover supported SSIDs in an mSSID BSS using GAS Native protocol.  A non-AP STA accomplishes this by transmitting a GAS Initial Request action frame containing a Native Query information element specifying the mSSID List.  In response, the AP transmits the mSSID List (if configured) in an GAS Initial Response action frame
Since the SSIDs in a BSS configured for mSSID operation are not broadcast in a Beacon, there needs to be some information which assures that a candidate AP, to which a STA may roam, supports the same SSIDs.  This assurance is the ESSID Information element.  By definition, all BSSs identified by the same ESSID support identical SSIDs.

In order to provide more flexibility in security configurations, each SSID in the mSSID List can have its own RSN IE.  This provides SSPs sharing an AP the capability to configure security per their own policies whilst sharing the configuration of other parameters in the same BSS.
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Abstract


The TGu requirements document 11-05/0822r13 has a requirement (R13N3) to facilitate authentication with multiple SSPNs through a single AP.  Further comments in the document state that it’s not acceptable to require a separate “virtual” AP for each SSPN.  This document provides normative text to support a multi-SSID feature wherein each SSPN may be bound to an SSID and multiple SSIDs are bound to a single BSSID.





This proposal is based on P802.11u-d0.02, P802.11v-d0.07 and P802.11ma-d9.
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