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Draft Ammendment to Standard for Information Technology – Telecommunications and Information Exchange Between Systems – LAN/MAN Specific Requirements - Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY) specifications Ammendment-w: Protected Management Frames
This amendment is based on IEEE Std 802.11TM, 2005 (based on 802.11ma D5.2), as amended by 802.11eTM-2005, 802.11k-(based on D2.0). {ednote: to be updated}

The editing instructions contained in this amendment define how to merge the material contained herein into the existing base standard to form the new comprehensive standard.

The editing instructions are shown in bold italic. Three editing instructions are used: change, delete, and insert. Change is used to make small corrections in existing text or tables. The editing instruction specifies the location of the change and describes what is being changed either by using strikethrough (to remove old material) or underscore (to add new material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in the editing instructions.

NOTE - Editorial notes (indicated by the word “ednote”) are present throughout this document. These will be added and changed at the discretion of the Editor. These will be deleted at the discretion of the Editor when the Editor feels the issue identified in the note has been adequately addressed. Editorial notes will not be carried over into the final document.

2. Normative references

Delete the following Normative reference in Clause 2:

IETF RFC 1750, Randomness Recommendations for Security, December 1994.

Insert the following Normative reference in Clause 2:

IETF RFC 4086, Randomness Recommendations for Security, June 2005.

Insert the following Normative reference  in Clause 2:
FIPS SP800-38B - Dworkin, M., "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication", May 2005, <http://csrc.nist.gov/CryptoToolkit/modes/800-38_Series_Publications/SP800-38B.pdf>.

3. Definitions

Insert the following definition in Clause 3:
Robust Management Frame
A management frame that is eligible for protection by the protected management traffic service

4. Abbreviations and acronyms

Insert the following new abbreviations and acronyms in alphabetical order:

BIP
Broadcast/Multicast Integrity Protocol



HCIE
Header Clone Information Element

IGTK
Integrity GTK

MMIE
Management MIC Information Element

5. General description

5.2.3.2 RSNA

Change Clause 5.2.3.2 as follows:

An RSNA defines a number of security features in addition to wired equivalent privacy (WEP) and IEEE 802.11 authentication. These features include the following:

Enhanced authentication mechanisms for STAs

Key management algorithms

Cryptographic key establishment

An enhanced data cryptographic encapsulation mechanism, called Counter mode with Cipher-block chaining with Message authentication code Protocol (CCMP), and, optionally, Temporal Key Integrity Protocol (TKIP).

Protection mechanisms for robust unicast and broadcast/multicast management frames
5.3 Logical Service Interfaces

Change the list of architectural services in Clause 5.3 as follows:

Authentication

Association

Deauthentication

Disassociation

Distribution

Integration

Data confidentiality

Reassociation

MSDU delivery

DFS

TPC

Unicast management frame confidentiality and integrity

Broadcast/Multicast management frame integrity

5.3.1 Station Services (SS)

Change the list of station services in Clause 5.3.1 as follows:

Authentication

Deauthentication

Data confidentiality

MSDU delivery

DFS

TPC

Unicast management frame confidentiality and integrity
Broadcast/Multicast management frame integrity

5.4.3.2 Deauthentication

Change the 2nd paragraph of Clause 5.4.3.2 as follows:

In an ESS, because authentication is a prerequisite for association, the act of deauthentication shall cause the station to be disassociated. The deauthentication service may be invoked by either authenticated party AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused by either party except when management frame protection is enabled and the deauthentication message integrity check fails. When an associated STA accepts a deauthentication notice, the association shall also be deemed terminated.
Replace the 4th paragraph of Clause 5.4.3.2 with the following text:

In an RSNA, deauthentication also destroys any related PTKSA, group temporal key security association (GTKS), STAKey security associations (STAKeySAs)station to station link master key security association (SMKSA), and station to station link transient key security association (STKSA), and integrity group temporal key security association (IGTKSA) that exist in the STA and closes the associated IEEE 802.1X Controlled Port.
5.4.3.5 Data origin authenticity

Change the text of Clause 5.4.3.5 as follows:

The data origin authenticity mechanism defines a means by which a STA that receives a data or robust management frame can determine which STA transmitted the MAC protocol data unit (MPDU) or MAC management protocol data unit (MMPDU). This feature is required in an RSNA to prevent one STA from masquerading as a different STA. This mechanism is provided for STAs that use CCMP or TKIP.

Data origin authenticity is only applicable to unicast data frames or unicast robust management frames. The protocols do not guarantee data origin authenticity for broadcast/multicast data frames, as this cannot be accomplished using symmetric keys and public key methods are too computationally expensive.

5.4.3.6 Replay detection

Change the text of Clause 5.4.3.6 as follows:

The replay detection mechanism defines a means by which a STA that receives a data or robust management frame from another STA can detect whether the received  frame is an unauthorized retransmission. This mechanism is provided for STAs that use CCMP or TKIP.

Insert a new Clause 5.4.3.7 as follows:

5.4.3.7 Robust Management frame protection
Management frame protection is required in an RSNA to protect against forgery, and eavesdropping on robust unicast management frames, and to protect against forgery attacks on robust broadcast/multicast management frames.

Management frame protection uniformly extends only the CCMP data frame protection protocol to provide data confidentiality, replay protection, and data origin authenticity for robust unicast management frames traffic, including action frames, disassociate and deauthenticate frames.  
Forgery protection for robust broadcast/multicast management action frames and broadcast disassociate and deauthenticate frames is provided through the Broadcast/Multicast Integrity Protocol (BIP), using AES-128-CMAC for message integrity.  For robust broadcast/multicast management frames the protocol provides replay protection, and specifies a mechanism for providing protection against forgery by an authenticated station (insider attacks). 
Management frame protection protocols apply to robust management frames after the RSNA PTK key establishment for protection of unicast frames is completed and after the IGTK to protect broadcast/multicast frames have been delivered.   All management frames sent or received by a STA before keys are installed shall be unprotected.
5.8.2.1 AKM operations with AS

Change the text following Figure 12 as follows:

A 4-Way Handshake utilizing EAPOL-Key frames is initiated by the Authenticator to do the following:
Confirm that a live peer holds the PMK.

Confirm that the PMK is current.

Derive a fresh pairwise transient key (PTK) from the PMK.

Install the pairwise encryption and integrity keys into IEEE 802.11.

Transport the group temporal key (GTK) and GTK sequence number from Authenticator to Supplicant and install the GTK and GTK sequence number in the STA and, if not already installed, in the AP.

If protection for Robust management frames is enabled, transport the integrity GTK (IGTK) and the IGTK sequence number from Authenticator to the Supplicant and install these values in the STA and, if not already installed, in the AP.

Confirm the RSN capabilities

Confirm the cipher suite selection.

Add the following paragraph at the end of Clause 5.8.2.1 :
When Robust Management Frame protection is enabled, the Authenticator shall also use the Group Key Handshake with all associated STAs to change the IGTK. The Authenticator shall encrypt the GTK and IGTK values in the EAPOL-Key frame as described in Clause 8.5. 
Replace Figure 14 with the following figure:
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Figure 14 – Establishing pairwise and groupwise keys

Replace Figure 15 with the following figure
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Figure 15. – Delivery of subsequent group keys

5.8.2.2 Operations with PSK

Change the third item in Clause 5.8.2.2 as follows;

The GTK and GTK sequence number, IGTK, and GTK associated sequence numbers are sent from the Authenticator to the Supplicant just as in the AS case. See Figure 14 and Figure 15.
Insert new Clause 5.8.6 as follows:

5.8.6 Protection of robust broadcast and multicast management action frames

If protected management frame support has been is enabled then all robust broadcast/multicast management action frames and broadcast disassociate and broadcast deauthenticate frames that are transmitted are protected by BIP.
When protected management frame support has been enabled all robust broadcast/multicast management frames are submitted for encapsulation to the management frame broadcast/multicast protection service as described in Clause 11.7. This service shall protect the frame using BIP.

6.1.2 Security services

Change the text of Clause 6.1.2 as follows:

Security services in IEEE 802.11 are provided by the authentication service and by WEP, TKIP, and CCMP, and BIP. The scope of the security services provided is limited to station-to-station data exchange and robust management frame exchanges. The data confidentiality service offered by an IEEE 802.11 WEP, TKIP, and CCMP implementation is the protection of the MSDU.  When CCMP is used, the data confidentiality service is also provided for the MMPDU. For the purposes of this standard, WEP, TKIP, and CCMP, and BIP are viewed as logical services located within the MAC sublayer as shown in the reference model, Figure 11 (in 5.9). Actual implementations of the WEP, TKIP, and CCMP, and BIP services are transparent to the LLC and other layers above the MAC sublayer.
The security services provided by WEP, TKIP, and CCMP, and BIP in IEEE 802.11 are as follows:

Confidentiality;

Authentication; and

Access control in conjunction with layer management.
Robust broadcast/multicast management frame integrity 
BIP provides authentication (integrity) and access control for robust management frames.

During the authentication exchange, both parties exchange authentication information as described in Clause 8.
The MAC sublayer security services provided by WEP, TKIP, and CCMP, and BIP rely on information from nonlayer-2 management or system entities. Management entities communicate information to WEP through a set of MIB attributes. Management entities communicate information to TKIP and CCMP and BIP through a set of MAC sublayer management entity (MLME) interfaces and MIB attributes; in particular, the decision tree for TKIP and CCMP TKIP, CCMP and BIP defined in Clause 8.7 is driven by MIB attributes.
7.1.3.1.9 Protected Frame field

Change the text of Clause 7.1.3.1.9 as follows:

The Protected Frame field is 1 bit in length. The Protected Frame field is set to 1 if the Frame Body field contains information that has been processed by a cryptographic encapsulation algorithm. The Protected Frame field shall be set to 1 only within data frames and within management frames of subtype Authentication and within unicast Robust management frames.
The Protected Frame field shall be set to 0 in all other frames. When the Protected Frame field is set to 1 in a data frame or in a unicast Robust management frame, the Frame Body field is protected utilizing the cryptographic encapsulation algorithm and expanded as defined in Clause 8. Only WEP is allowed as the cryptographic encapsulation algorithm for management frames of subtype Authentication.

7.3.1.7 Reason Code field

Change Table 19 as follows:

Table 19 – Reason codes
	Reason code
	Meaning

	0
	Reserved

	1
	Unspecified reason

	2
	Previous authentication no longer valid

	3
	Deauthenticated because sending station is leaving (or has left) IBSS or ESS

	4
	Disassociated due to inactivity

	5
	Disassociated because AP is unable to handle all currently associated stations

	6
	Class 2 frame received from nonauthenticated station

	7
	Class 3 frame received from nonassociated station

	8
	Disassociated because sending station is leaving (or has left) BSS

	9
	Station requesting (re)association is not authenticated with responding station

	10
	Disassociated because the information in the Power Capability element is unacceptable

	11
	Disassociated because the information in the Supported Channels element is unacceptable

	12
	Reserved

	13
	Invalid information element

	14
	Message integrity code (MIC)

	15
	4-Way Handshake timeout

	16
	Group Key Handshake timeout

	17
	Information element in 4-Way Handshake different from (Re)Association Request/Probe Response/Beacon frame

	18
	Invalid group data cipher

	19
	Invalid pairwise cipher

	20
	Invalid AKMP

	21
	Unsupported RSN information element version

	22
	Invalid RSN information element capabilities

	23
	IEEE 802.1X authentication

	24
	Cipher suite rejected because of the security policy

	TBD
	Invalid management group cipher

	TBD
	Robust management frame policy violation

	TBD–65 535
	Reserved


7.3.2 Information Elements

7.3.2.25 RSN Information element

Change the first paragraph of Clause 7.3.2.25as follows:

The RSN information element contains authentication and pairwise cipher suite selectors, a single group data cipher suite selector, an RSN Capabilities field, the PMK identifier (PMKID) count, and PMKID list, and a single management group cipher suite selector. See Figure 77.  All STAs implementing RSNA shall support this element.  The size of the RSN information element is limited by the size of an information element, which is 255 octets.  Therefore, the number of pairwise cipher suites, AKM suites, and PMKIDs is limited.
Replace Figure 77 as follows:
	
	Element ID
	Length
	Version
	Data Group Cipher Suite
	Pairwise Cipher Suite
	Pairwise Cipher Suite List
	AKM Suite Count
	AKM Suite List
	
…….

	Octets:
	1
	1
	2
	4
	2
	4*m
	2
	4*n
	

	
	
	
	
	
	
	
	
	
	

	
…….
	RSN Capabilities
	PMKID Count
	PMKID List
	Management Group Cipher Suite
	

	Octets:
	2
	2
	16*s
	4
	


Figure 77 RSN information element format

Insert the following text the end of Clause  7.3.2.25:

802.1X authentication, CCMP pairwise and group key cipher suites (neither WEP-40, WEP-104, nor TKIP are allowed), robust management frame protection allowed and enforced with AES-128-CMAC as the broadcast/multicast management suite selector.

30, // information element id, 48 expressed as Hex value

14, // length in octets, 20 expressed as Hex value

01 00, // Version 1

00 0F AC 04, // CCMP as the data group key cipher suite

01 00, // pairwise key cipher suite count

00 0F AC 04, // CCMP as pairwise key cipher suite

01 00, // authentication count

00 0F AC 01 // 802.1X authentication

03 40 // Management frame protection is enabled and enforced

00 00 // No PMKIDs

00 0F AC 06, // AES-128-CMAC as the broadcast/ multicast management cipher suite

7.3.2.25.1 Cipher suites

Change the first paragraph of Clause 7.3.2.25.1 as follows:

The Group Data Cipher Suite field contains the cipher suite selector used by the BSS to protect broadcast/multicast data traffic.
Change the third paragraph of Clause 7.3.2.25.1 as follows:

The Pairwise Cipher Suite List field contains a series of cipher suite selectors that indicate the pairwise cipher suites contained in the RSN information element. The Management Cipher Suite field contains the cipher suite selector used by the BSS to protect broadcast/multicast management traffic.
Change Table 28 as follows:

Table 28—Cipher suite selectors
	OUI
	Suite type
	Meaning

	00-0F-AC
	0
	Use group cipher suite

	00-0F-AC
	1
	WEP-40

	00-0F-AC
	2
	TKIP

	00-0F-AC
	3
	Reserved

	00-0F-AC
	4
	CCMP – default in an RSNA

	00-0F-AC
	5
	WEP-104

	00-0F-AC
	6
	AES-128-CMAC –default management cipher suite in a BIP enabled RSNA

	00-0F-AC
	67–255
	Reserved

	Vendor OUI
	Other Vendor
	specific

	Other
	Any
	Reserved


Change the paragraph  immediately prior to Table 29 as follows:

When protection of Robust management frames is enabled, a pairwise cipher suite shall be used to protect the unicast Robust management frames and the management group cipher suite shall be used to protect the broadcast/multicast Robust management frames. Use of AES-128-CMAC is only valid as a management group cipher suite. CCMP is the only valid pairwise cipher suite used to protect Robust management frames.
Table 29 indicates the circumstances under which each cipher suite shall be used.
Change Table 29 as follows:
Table 29—Cipher suite usage

	Cipher Suite Selector
	GTK
	PTK
	Enabled Robust Management Frame Protection

	
	
	
	Unicast Robust management frames
	Broadcast/Multicast Robust management frames

	Use group key
	No
	Yes
	No
	No

	WEP-40
	Yes
	No
	No
	No

	WEP-104
	Yes
	No
	No
	No

	TKIP
	Yes
	Yes
	No
	No

	CCMP
	Yes
	Yes
	Yes
	No

	AES-128-CMAC
	No
	No
	No
	Yes


7.3.2.25.3 RSN capabilities

Replace figure 79 in clause 7.3.2.25.3 as follows:

	B0
	B1
	B2 – B3
	B4 – B5
	B6
	B7 – B15

	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	Robust Management frame protection 
	Reserved


Figure 79 RSN Capabilities field  format

Change the last paragraph of Clause 7.3.2.25.3 as follows:

Bit 6: Robust management frame protection.  An AP and  STA with Robust management frame protection sets this bit to 1 to enable protection of management frames.  If an AP has set the dot11RSNAProtectedManagementFramesLegacySupported then that AP allows robust RSNA connections from non-AP STAs which do not provide Robust management frame protection.  

Bits 67–15: Reserved. The remaining subfields of the RSN Capabilities field are reserved and shall be set to 0 on transmission and ignored on reception.

Insert new subclause 7.3.2.27 as follows:

7.3.2.27 Management MIC information element (MMIE)

The Management MIC information element (MMIE) is used to protect robust broadcast/multicast management frames from forgery and replay. It provides message integrity for broadcast/multicast frames.  Figure 80a depicts the MMIE format.
	
	Element ID
	Length
	Key ID
	Replay
	MIC

	Octets
	1
	1
	2
	6
	8


Figure 80a(Management MIC IE (MMIE)

The value of the Element ID field shall be {edNOTE : TBD}.
The Length field denotes the number of octets in the information element and shall have a value of 16. 
The Key ID field identifies the broadcast/multicast key used to compute the MIC. Bits 0-11 shall define a value in the range 0-4095. Bits 12 - 15 shall be reserved and set to 0 on transmit and ignored on receipt. 
The Replay field value shall be 6 octets, interpreted as a 48-bit unsigned integer and used as a sequence number. 

The MIC field shall contain a message integrity code calculated over the robust management frame as specified in Clause 8.3.4.


8. Security

8.1 Framework

8.1.1 Security Methods

Insert the following sub-item at the end of Clause 8.1.1:

BIP, described in Clause 8.3.4

8.1.3 RSNA establishment

Insert sub item 7 at the end of the  first item as follows:

If protection of robust management frames is enabled, it programs the TK and pairwise cipher suite into the MAC for protection of robust unicast management frames. It also installs the IGTK and IGTK sequence counter.
Insert sub item 6 at the end of the second item as follows:

If protection of robust management frames is enabled, it protects the Robust management frames by programming the negotiated pairwise cipher suite and established PTK and the IGTK and IGTK sequence counter. 
8.3 RSNA data confidentiality protocols

Change the title of Clause 8.3 as follows:

8.3 RSNA data confidentiality and integrity protocols
Change the ist paragraph of Clause 8.3.1 as follows:

8.3.1 Overview

This standard defines two three RSNA data confidentiality and integrity protocols: TKIP, and CCMP and BIP. Implementation of CCMP shall be mandatory in all IEEE 802.11 devices claiming RSNA compliance. Implementation of TKIP is optional for an RSNA and used only for the protection of data frames. A design aim for TKIP was that the algorithm should be implementable within the capabilities of most devices supporting only WEP, so that many such devices would be field-upgradeable by the supplier to support TKIP.

BIP is a mechanism used only when protection of robust management frames is enabled and is used to protect Robust broadcast/multicast management frames.

8.3.3.1 CCMP overview

Insert the following paragraph at the end of Clause 8.3.3.1:

When CCMP is selected as the RSN pairwise cipher, robust unicast management frames shall be protected with CCMP by setting the management bit in the Nonce Flags Octet of the Nonce construction to 1.  A MAC implementation shall support CCMP for protecting management Frames if CCMP and Protected Robust Management Frames are both supported. In the following clauses, use of CCMP for protection of robust management frames is specified by replacing the word MPDU with MMPDU.

8.3.3.3.2 Construct AAD

Change the text immediately following Figure 102 as follows:

The AAD is constructed from the MPDU Header. The AAD does not include the header Duration field, because the Duration field value can change due to normal IEEE 802.11 operation (e.g. a rate change during retransmission). For similar reasons, several sub-fields in the Frame Control field are masked to zero. AAD construction is performed as follows:
FC – MPDU Frame Control field, with:

Subtype bits (bits 4 5 6) bits masked to 0 in a Data MPDU;

Retry bit (bit11) masked to 0;

PwrMgt bit (bit 12) masked to 0;

MoreData bit (bit 13) masked to 0 in a Data MPDU
The Protected Frame bit (bit 14) always set to 1.

A1 – MPDU Address 1 or MMPDU DA field

A2 – MPDU Address 2 or MMPDU SA field

A3 – MPDU Address 3 or MMPDU BSSID field
8.3.3.3.3 Construct CCM Nonce

Replace Figure 136 with the following figure:
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Replace the first bullet description in Caluse 8.3.3.3.3 with the following bullets:

     — The Priority field of the Nonce Flags Octet shall be set to the fixed value 0 (0x00) when there is no QC field present in the MPDU header. When the QC field is present, bits 0 to 3 of the Priority field shall be set to the value of the QC TID (bits 0 to 3 of the QC field).

     — The Management field of the Nonce Flags Octet shall be set to 1 if the Type field of the Frame Control field is 00 (Management frame).  The Management field of the Nonce Flags Octet shall be set to 0 if the Type field of the Frame Control field is 10 (Data frame).

     — Bits 5 to 7 of the Nonce Flags Octet field are reserved and shall be set to 0.

8.3.3.3.5 CCM originator processing

Insert the following at the end of Clause 8.3.3.3.5:

A CCMP protected robust unicast management frame shall use the same TK as a Data MPDU.

8.3.3.4 CCMP decapsulation
Replace Item ‘c’  with the following text:

The Nonce value is constructed from the A2, PN, and Nonce Field Octet fields.

Insert the following sentence at the end Clause 8.3.3.4:

When the received frame is a CCMP protected robust unicast management frame, contents of the MMPDU body after protection is removed shall be delivered to the SME rather than through the MA-UNITDATA.indication primitive.

8.3.3.4.1 CCM recipient processing

Insert the following at the end of Clause 8.3.3.4.1:

A CCMP protected robust unicast management frame shall use the same TK as a Data MPDU.

8.3.3.4.3 PN and replay detection

Replace  item e of Clause 8.3.3.4.3 with the following:

For each PTKSA, GTKSA, IGTKSA and STAKeySA, the recipient shall maintain a separate data frame replay counter for each IEEE 802.11 MSDU priority and shall use the PN recovered from a received data frame to detect replayed data frames, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 7.3.2.25).  A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU priority and frame type. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.
Insert the following bullet after (e) and renumber the subsequent bullets as appropriate:

        f) If management frame protection is enabled, the recipeient shall mantain a single management frame replay counter and shall use the PN recovered from a received management frame to detect replayed management frames.  A replayed frame occurs when the PN extracted from a received management frame is less than or equal to the current management frame replay counter value.  The transmitter shall not reorder protected management frames.

Insert a new Clause 8.3.4 as follows:

8.3.4 The Broadcast/Multicast Integrity Protocol (BIP)

BIP provides data integrity and replay protection for robust broadcast/multicast management frames.
8.3.4.1 BIP Overview

BIP provides data integrity and replay protection, using AES-128 in CMAC Mode. FIPS SP 800-38B defines the CMAC algorithm. All BIP processing uses AES with a 128-bit integrity key and a 128-bit block size, and a CMAC TLen Value of 64 (8 octets).
BIP uses the Integrity GTK (IGTK) to compute the MIC in broadcast/multicast MMPDUs. The Authenticator distributes a new IGTK and the IGTK sequence number whenever it distributes a new GTK. The IGTK is identified by the MAC address of the STA transmitting it, plus a non-zero 12-bit key identifier that is encoded in the MMIE Key ID field. 

8.3.4.2 BIP MMPDU Format

Figure 104a depicts the BIP MMPDU.

	IEEE 802.11 Header
	Management Frame Body
	Management MIC IE
	FCS


Figure 104a (BIP Base Mode Encapsulation

8.3.4.3 BIP AAD Construction

Like AES-CCMP, BIP uses an AAD. The AAD shall be constructed from the IEEE 802.11 MMPDU header. The Duration field in the AAD shall be masked to 0. The AAD construction shall use a copy of the IEEE 802.11 header for the MMPDU, with the following exceptions:
FC – MMPDU Frame Control field, with:

Retry bit (bit 11) masked to zero;

PwrMgt bit (bit 12) masked to zero;

MoreData bit (bit 13) masked to zero;

A1 – MMPDU DA

A2 – MMPDU SA

A3 – MMPDU BSSID

SC – MMPDU Sequence Control field, with the sequence number field (bits 4-15 of the Sequence Control field) masked to zero. The Fragment number bits are not modified.

Figure 104b depicts the format of the AAD. The length of the AAD is 22 octets.

	
	FC (bits 11, 12, 13 = 0)
	A1
	A2
	A3
	SC
(Bits 4-15 = 0)

	Octets:
	2
	6
	6
	6
	2


Figure 104b(AAD Construction

8.3.4.4 BIP Replay Protection



The MMIE Replay field represents a sequence number of length 6 octets.  
The transmitter shall insert a monotonically increasing value into the MMIE Replay field. The receiver shall maintain a 48-bit replay counter for each IGTK. The replay counter, provided in either the 4-way or Group Key handshakes, shall be set to the value provided by the Authenticator.  The receiver shall interpret the MMIE Replay field as a 48 bit integer. It shall then compare this integer value against the replay counter for the IGTK identified by the MMIE Key ID field. If the integer value from the received MMIE Replay Field is less than or equal to the replay counter value for the IGTK, the receiver shall silently discard the frame and increment the dot11RSNAStatsBIPReplays counter. 








8.3.4.5 BIP Transmission

When a STA wishes to transmit a protected robust broadcast/multicast management frame it shall:
Select the appropriate key (IGTK) for the frame and construct the MMIE with the MIC field muted to zero. Clause 7.3.2.26 defines the MMIE.
Compute AAD for this management frame, as specified in 8.3.4.3.

Compute AES-128-CMAC over the concatenation of (AAD || Management Frame Body || MMIE)

Truncate the result and insert the result into the MMIE MIC field.

Compose the broadcast/multicast protected management frame as the IEEE 802.11 header, Management Frame Body, and MMIE

Transmit the robust broadcast/multicast management frame.

8.3.4.6 BIP-Reception

When a STA receives a robust broadcast/multicast management frame protected by BIP, it shall
Identify the appropriate key and associated state based on the MMIE Length field.

Execute the appropriate replay filtering scheme defined in 8.3.4.4.

If the replay filtering scheme succeeds, the receiver shall compute AAD for this management frame, as specified in 8.3.4.3 and compute the AES-128-CMAC over the concatenation of  (AAD|| Management Frame Body|| MMIE)
If the result does not match the value in the MMIE, then the receiver shall silently discard the frame and increment the dot11RSNAStatsCMACICVErrors counter. If BIP is enabled, broadcast management frames that are received without BIP protection shall be dropped

8.4.1.1 Security association definitions

Change the second paragraph as follows:

A security association is a set of policy(ies) and key(s) used to protect information. The information in the security association is stored by each party of the security association, must be consistent among all parties, and must have an identity. The identity is a compact name of the key and other bits of security association information to fit into a table index or an MPDU. There are four five types of security associations supported by an RSN STA:

PMKSA: A result of a successful IEEE 802.lX exchange, preshared PMK information, or PMK cached via some other mechanism.

PTKSA: A result of a successful 4-Way Handshake.

GTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake.

IGTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake

SMKSA: A result of a successful SMK Handshake.
STKSA: A result of a successful 4-way STK Handshake following the initial SMK Handshake or subsequent rekeying
8.4.1.1.4 SMKSA

Insert a new Clause 8.4.1.1.3A as follows:
8.4.1.1.3A IGTKSA
The IGTKSA is created by the 4-way Handshake or the Group Key Handshake and is unidirectional. In an AP there is one IGTKSA, used for integrity/protection of transmitted MMPDUs. An IGTKSA is created by the Supplicant’s SME when Message 3 of the 4-Way Handshake is received or when Message 1 of the Group Key Handshake is received. The IGTKSA is created by the Authenticator’s SME when the Authenticator SME changes the IGTK and has sent the IGTK to all STAs with which it has a PTKSA.
An IGTKSA comprises the following elements:
Direction flag (whether the IGTK is used for transmit or receive)

For the Authenticator, the IGTK


Authenticator MAC address

8.4.1.2.1 Security association in an ESS

Change item 5 in Clause 8.4.1.2.1 as follows:

The last step is key management. The authentication process creates cryptographic keys shared between the IEEE 802.1X AS and the STA. The AS transfers these keys to the AP, and the AP and STA use one key confirmation handshake, called the 4-Way Handshake, to complete security association establishment. The key confirmation handshake indicates when the link has been secured by the keys and is ready to allow normal data traffic and protect Robust management frames.
Change the last paragraph of Clause 8.4.1.2.1 as follows:

The MLME-DELETEKEYS.request primitive destroys the temporal keys established for the security association so that they cannot be used to protect subsequent IEEE 802.11 traffic. A STA’s SME uses this primitive when it deletes a PTKSA, or GTKSA or IGTKSA.

8.4.3 RSNA policy selection in an ESS

Insert the following text at the end of Clause 8.4.3:

An RSNA-capable AP may choose to accept, as set in the policy variable dot11RSNAPRotectedManagementFramesLegacySupported, RSNA STAs with or without the capability for management frame protection set in the RSNIE. A STA may choose not to associate with an AP that does not advertise protection of Robust management frames in the RSN capabilities.  In case where an RSNA STA tries to associate without Robust management frame protection, the AP may reject the (re)association if the dot11RSNAPRotectedManagementFramesLegacySupported is   disabled; in this instance, the AP shall return a (re)association response with a status code of TBD.
Insert a new clause 8.4.4.2 as follows:

8.4.4.2 Robust Management Frame Policy Selection in an IBSS

Robust management frame protection is valid only if RSNA is selected to protect data messages.  For unicast messages, Robust management frames uses the same cipher suite as for unicast data.  In addition, the Management Group cipher suite advertised in the beacons and probe responses is also used.  The same Management Group cipher suite must be used by all STAs in the IBSS; a STA shall reject authentication or 4-way Handshake messages from a STA that advertises a different Management Group cipher suite from its own.  
If Bit 6 of the RSN Capabilities field is set in the Beacons and Probe Resopnses received from a peer STA, then the local STA shall examine the Management Group Cipher Suite field in the RSN IE.  An IBSS STA with Robust Management protection uses RSNA security association procedures, and in addition, includes the Management Group Cipher Suite field in the RSN IE, which is confirmed in the 4-Way Handshake.

Change  Clause 8.4.9 as follows:

8.4.9 RSNA key management in an IBSS

To establish a security association between two STAs in an IBSS, each STA’s SME must have an accompanying IEEE 802.1X Authenticator and Supplicant. Each STA’s SME initiates the 4-Way Handshake from the Authenticator to the peer STA’s Supplicant (see 8.4.7). Two separate 4-Way Handshakes are conducted.

The 4-Way Handshake is used to negotiate the pairwise cipher suites, as described in 8.4.4. The IEEE

802.11 SME configures the temporal key portion of the PTK into the IEEE 802.11 MAC. Each Authenticator uses the KCK and KEK portions of the PTK negotiated by the exchange it initiates to distribute its own GTK and if Robust management frames protection is enabled, its own IGTK. Each Authenticator generates its own GTK and if Robust management frames protection is enabled, its own IGTK, and uses either the 4-Way Handshake or the Group Key Handshake to transfer the GTK and if Robust management frames protection is enabled, the IGTK, to other STAs with whom it has completed a 4-Way Handshake. The pairwise key used between any two STAs shall be the pairwise key from the 4-Way Handshake initiated by the STA with the highest MAC address.

A STA joining an IBSS is required to adopt the security configuration of the IBSS, which includes the group cipher suite, pairwise cipher suite, AKMP, and if robust management frames protection is enabled, Group Management Cipher Suite (see 8.4.4). The STA shall not set up a security association with any STA having a different security configuration. The Beacon and Probe Response frames of the various

STAs within an IBSS must reflect a consistent security policy, as the beacon initiation rotates among the

STAs.

A STA joining an IBSS shall support and advertise in the Beacon frame the security configuration of the

IBSS, which includes the group cipher suite, advertised pairwise cipher suite, AKMP and if robust management frames protection is enabled, Group Management Cipher Suite (see 8.4.4). The STA may use the Probe Request frame to discover the security policy of a STA, including additional unicast cipher suites the STA supports. A STA shall ignore Beacon frames that advertise a different security policy.

8.4.10 RSNA security association termination

Change the first paragraph in Clause 8.4.10 as follows:

When a non-AP STA SME receives a successful MLME Association or Reassociation confirm primitive or receives or invokes an MLME Disassociation or Deauthentication primitive, it will delete some security associations.  Similarly, when an AP SME receives an MLME Association or Reassociation indication primitive, or receives or invokes an MLME Disassociation or Deauthentication primitive it will delete some security associations.  In the case of an ESS, the non-AP STA’s SME shall delete the PTKSA, GTKSA, IGTKSA, SMKSA and any STKSA and the AP’s SME shall delete the PTKSA and invoke an STSL Teardown for any of  its STKSAs.  In the case of an IBSS, the STA’s SME shall delete the PTKSA and the receive GTKSA.  Once the security associations have beeeen deleted, the SME then invokes MLME-DELETEKEYS.request primitive to delete all temporal keys associated with the deleted security associations.  The IEEE 802.1X Controllred Port returns to being blocked.  As a result, all data frames are unauthorized before invocation of an MLME-DELETEKEYS.request primitive.
Insert a new Clause 8.4.11 as follows:

8.4.11 Protection of unicast/broadcast/multicast management frames

When robust management frame protection is enabled, all transmissions of Robust management action frames shall be protected. Unicast action frames shall have integrity and confidentiality protection using pairwise keys. Multicast and broadcast action, disassociate and deauthenitcate frames (sent by the access point) shall be integrity protected using BIP. 
Note:  BIP does not provide protection against forgery by associated and authenticated non-AP STAs

Protection of broadcast/multicast management action frames shall be provided by a service in the MLME as described in Clause 11.7

8.5.1 Key hierarchy

Change the first paragraph of Clause 8.5.1 as follows:

RSNA defines two the following key hierarchies:
Pairwise key hierarchy, to protect unicast traffic

GTK, a hierarchy consisting of a single key to protect multicast and broadcast/multicast traffic

Integrity GTK (IGTK,) a hierarchy consisting of a single key to provide integrity protection for robust broadcast and multicast management frames


Insert a new Clause after 8.5.1.3 as follows:

8.5.1.4 Integrity Group Key Hierarchy

The IGTK shall be initialized with a random value.
The Authenticator may update the IGTK for reasons such as:
The Disassociation or Deauthenication of a STA.

An event within the STA’s SME which triggers a Group Key Handshake.

The EAPOL-Key state machines (Clause 8.5.6 and Clause 8.5.7) configure the IGTK via the MLME-SETKEYS.request primitive.
The IGTK sequence counter is used to provide replay protection.  
Note: a STA that has left the group can forge frames as an outsider until the IGTK is updated.












8.5.2 EAPOL-Key frames

Change table 35 as follows:

Table 35—KDE

	OUI
	Data type
	Meaning

	00-0F-AC
	0
	Reserved

	00-0F-AC
	1
	GTK KDE

	00-0F-AC
	2
	STAKey KDE

	00-0F-AC
	3
	MAC address KDE

	00-0F-AC
	4
	PMKID KDE

	
	
	

	00-0F-AC
	5
	IGTK KDE

	00-0F-AC
	56–255
	Reserved

	Vendor OUI
	Any
	Vendor specific

	Other
	Any
	Reserved


Insert the following text after Table 64 as follows:


	

	



The format of the IGTK KDE is shown in Figure 153. The Sequence Number (PN) corresponds to the last PN used by the broadcast/multicast transmitter, to be used by the receiver as the initial value for the BIP replay counter.

	KeyID
	PN
	IGTK

	2 octets
	6 octets
	16 octets


Figure 153 – IGTK KDE format

8.5.2.2 EAPOL-Key frame notation

Change the GTK notation in Clause 8.5.2.2 as follows:

GTK[NGTK]
is the GTK with key identifier field set to NGTK.  The key identifier specifies which index is used for this GTK.  Index 0 shall not be used for GTKs, except in mixed environments, as described in 8.5.1.

Add the following text after the “GTK[NGTK]” notation as follows:

IGTK[NIGTK]
is the IGTK with key identifier set to NIGTK.

PN
is the packet number provided by the IGTK KDE


8.5.4 Group Key Handshake

Change the text of the first 3 paragraphs of Clause 8.5.4 as follows:

The Authenticator uses the Group Key Handshake to send a new GTK and IGTK to the Supplicant. 
The Authenticator may initiate the exchange when a Supplicant is disassociated or deauthenticated.

Message 1: Authenticator → Supplicant: EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC, GTK[NGTK], IGTK[NIGTK])

Message 2:  Supplicant → Authenticator: EAPOL-Key(1,1,0,0,G,0,0,MIC,0,0,0)

Here, the following assumptions apply:

Key RSC denotes the last frame sequence number sent using the GTK.

GTK[NGTK] denotes the GTK encapsulated with its key identifier as defined in 8.5.2 using the KEK defined in 8.5.1.2 and associated IV.

IGTK[NIGTK] denotes the IGTK encapsulated with its key identifier as defined in 8.5.2 using the KEK defined in 8.5.1.2 and associated IV.


The MIC is computed over the body of the EAPOL-Key frame (with the MIC field zeroed for the computation) using the KCK defined in 8.5.1.2.

Change the 23rd line of Clause 8.5.4.1  as follows:

Key Data = encrypted, encapsulated 
GTK and the GTK’s key identifier (see 8.5.2)
IGTK, IGTK’s key identifier, and sequence number (see 8.5.2)


Change item c  of Clause 8.5.4.1  as follows:

Uses the MLME-SETKEYS.request primitive to configure the temporal GTK and IGTK into its IEEE 802.11 MAC.

Change the 2nd sentence in clause 8.5.4.4 as follows:
The state machines in 8.5.6 and 8.5.7 change the GTK and IGTK in use by the network. See Figure 154.
Change the last paragraph of clause 8.5.4.4 as follows:

The following steps occur:

The Authenticator generates a new GTK and IGTK. It encapsulates the GTK and  IGTK and sends an EAPOL-Key frame containing the GTK and IGTK (Message 1), along with the last sequence number used with the GTK (RSC) and the last sequence number used with the IGTK (PN).

On receiving the EAPOL-Key frame, the Supplicant validates the MIC, decapsulates the GTK and IGTK, and uses the MLME-SETKEYS.request primitive to configure the GTK, IGTK, RSC, and PN in its STA.

The Supplicant then constructs and sends an EAPOL-Key frame in acknowledgment to the Authenticator.

On receiving the EAPOL-Key frame, the Authenticator validates the MIC. If the GTK and IGTK are not already configured into IEEE 802.11 MAC, after the Authenticator has delivered the GTK and IGTK to all associated STAs, it uses the MLME-SETKEYS.request primitive to configure the GTK and IGTK into the IEEE 802.11 STA.
Replace Figure 154 in clause 8.5.4.4 with the following figure:
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8.5.6 RSNA Supplicant Key management state machine

Replace Figure 155 in Clause 8.5.6  with the following figure:
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8.5.6.2 Supplicant state machine variables

Add the following text after the “GTK[]” variable:

IGTK[] – This variable represents the current IGTKs for each management group key index.


Change Clause 8.5.6.3 as follows:
8.5.6.3 Supplicant state machine procedures
The following list summarizes the procedures used by the Supplicant state machine:

— STADisconnect – The Supplicant invokes this procedure to disassociate and deauthenticate its STA

from the AP.

— MIC(x) – The Supplicant invokes this procedure to compute a MIC of the data x.

— CheckMIC() – The Supplicant invokes this procedure to verify a MIC computed by the MIC()

function.

— StaProcessEAPOL-Key – The Supplicant invokes this procedure to process a received EAPOLKey

frame. The pseudo-code for this procedure is as follows:

StaProcessEAPOL-Key (S, M, A, I, K, RSC, ANonce, RSC, MIC, RSNIE, GTK[NGTK], IGTK[NIGTK​],PN)

TPTK ← PTK
TSNonce ← 0

PRSC ← 0

UpdatePTK ← 0

State ← UNKNOWN

if M = 1 then

if Check MIC(PTK, EAPOL-Key frame) fails then

State ← FAILED

else

State ← MICOK

endif

endif

if K = P then

if State ≠ FAILED then

if PSK exists then – PSK is a preshared key

PMK ← PSK

else
PMK ← L(MSK, 0, 256)

endif

TSNonce ← SNonce

if ANonce ≠ PreANonce then

TPTK ← Calc PTK(PMK, ANonce, TSNonce)

PreANonce ← ANonce

endif

if  State = MICOK then

PTK ← TPTK

UpdatePTK ← I

if UpdatePTK = 1 then

if no GTK then

PRSC ← RSC

endif

if MLME-SETKEYS.request(0, TRUE, PRSC, PTK) fails hen

invoke MLME-DEAUTHENTICATE.request

endif

MLME.SETPROTECTION.request(TA, Rx)

endif

if GTK then

if (GTK[NGTK] ← Decrypt GTK) succeeds then

if MLME-SETKEYS.request(NGTK, 0, RSC, GTK[NGTK]) fails then

invoke MLME-DEAUTHENTICATE.request

endif

else

State ← FAILED

endif

endif
if IGTK then

if (IGTK[NIGTK] ← Decrypt IGTK) succeeds then

if MLME-SETKEYS.request(NIGTK, 0, PN, IGTK[NIGTK]) fails then

invoke MLME-DEAUTHENTICATE.request

endif

else

State ← FAILED

endif

endif










endif

endif

else if KeyData = GTK then

if State = MICOK then

if (GTK[NGTK] ← Decrypt GTK) succeeds then

if MLME-SETKEYS.request(NGTK, T, RSC, GTK[NGTK]) fails then

invoke MLME-DEAUTHENTICATE request

endif

else

State ← FAILED

endif
if (IGTK[NIGTK] ← Decrypt IGTK) succeeds then

if MLME-SETKEYS.request(NIGTK, T, PN, IGTK[NIGTK]) fails then

invoke MLME-DEAUTHENTICATE request

endif

else

State ← FAILED

endif








else

State ← FAILED

endif
Here UNKNOWN, MICOK, and FAILED are values of the variable State used in the Supplicant pseudo-code. State is used to decide how to do the key processing. MICOK is set when the MIC of the EAPOL-Key has been checked and is valid. FAILED is used when a failure has occurred in processing the EAPOL-Key frame. UNKNOWN is the initial value of the variable State.
When processing 4-Way Handshake Message 3, the GTK and IGTK are is decrypted from the EAPOL-Key frame and installed. The PTK shall be installed before the GTK and IGTK.
The Key Replay Counter field used by the Supplicant for EAPOL-Key frames that are sent in response to a received EAPOL-Key frame shall be the received Key Replay Counter field.  Invalid EAPOL-Key frames such as invalid MIC, GTK without a MIC, etc., shall be ignored.

NOTE 1 – TPTK is used to stop attackers changing the PTK on the Supplicant by sending the first message of the 4-Way Handshake.  An attacker can still affect the 4-Way Handshake while the 4-Way Handshake is being carried out.

NOTE 2 – The PMK will be supplied by the authentication method used with the IEEE 802.1X if preshared mode is not used.

NOTE 3 – A PTK is configured into the encryption/integrity engine depending on the Tx/Rx bit, but if configured, is always a transmit key.  A GTK is configured into the encryption/integrity engine independent of the state of the Tx/Rx bit, but whether the GTK is used as a transmit key is dependent on the state of the Tx/Rx bit.

— CalcGTK(x) – Generates the GTK.

— DecryptGTK(x) – Decrypt the GTK from the EAPOL-Key frame.
— DecryptIGTK(x) – Decrypt the IGTK from the EAPOL-Key frame.


8.5.7 RSNA Authenticator Key management state machine

Replace Figure 155 in Clause 8.5.7  with the following figure:


[image: image7.emf]TimeoutCtr++

PTKSTART

Send EAPOL(1,1,1,Pair,P,0,RSC,Anonce,MIC(PTK),RSNIE,GTK[GN],IGTK[IN],DHV)

TimeoutCtr++

PTKINITNEGOTIATING

TimeoutEvt

EAPOLKeyReceived&&

!Request&&K== Pairwise

Anonce = Counter++

ReAuthenticationRequest = FALSE

AUTHENTICATION2

PMK=

L(AAA Key, 0, 

256)

INITPMK

! PSK&&

802.1X::keyRun

if Pair

==

TRUE

MLME-SetKeys.Request (0, Tx/Rx, PTK)

MLME-SetProtection.Request (TA, Tx, Rx)

.

if IBSS==

TRUE then

keycount++

if keycount==2then

802.1X::PortValid = TRUE

else

802.1X::PortValid = TRUE

endif

802.1X::keyDone = TRUE

PTKINITDONE

EAPOLKeyReceived

&&!Request

&&K== Pairwise

&& MICVerified

TimeoutEvt

PMK=PSK

INITPSK

PSK&&

802.1X::keyRun

TimeoutCtr>N

GNoStations++

PTK = 0

802.1X::portControl = Auto

802.1X::portEnable = TRUE

AuthenticationRequest = FALSE

AUTHENTICATION

AuthenticationRequest

UCT

ReAuthenticationRequest

! 802.1X::keyAvailable

802.1X::keyAvailable

TimeoutCtr>N

PTK= Calc PTK(ANonce,SNonce)

PTKCALCNEGOTIATING

MICVerified

EAPOLKeyReceived&&

!Request&&K== Pairwise

802.1X::keyAvailable

to  DISCONNECT

to  DISCONNECT

to  KEYERROR

TimeoutCtr=0

PTKCALCNEGOTIATING2

TimeoutEvt

UCT

Send EAPOL( 0, 0, 1, 0, P, 0, 0, Anonce, 0, 0)



8.6 Mapping EAPOL Keys to IEEE 802.11 keys

Change the 3rd and 4th paragraphs  of  Clause 8.6.1 as follows:

A STA shall use bits 128-191 of the temporal key as the Michael key for MSDUs or MMPDUs from the Authenticator’s STA to the Supplicant’s STA.
A STA shall use bits 192-255 of the temporal key as the Michael key for MSDUs or MMPDUs from the Supplicant’s STA to the Authenticator’s STA.
8.7 Per-frame pseudo-code
8.7.2 RSNA frame pseudo-code

Change the paragraph as follows:

STAs transmit protected MSDUs or MMPDUs to a RA when temporal keys are configured and an MLME.SETPROTECTION.request primitive has been invoked for transmit to that RA. STAs expect to receive protected MSDUs or MMPDUs from a TA when temporal keys are configured and an MLME.SETPROTECTION.request primitive has been invoked for receive from that TA. MSDUs and MMPDUs that do not match these conditions are sent in the clear and are received in the clear.

Insert a new clause after Clause 8.7.2.1, renumbering as appropriate as follows:

8.7.2.1A Per-MMPDU Tx pseudo-code

if dot11RSNAEnabled = true and Bit 6 of RSNA Capability Field is set then

if MMPDU has an individual RA and Protection for RA is off for Tx then

transmit the MMPDU without protections

else if (MMPDU has individual RA and Pairwise key exists for the MMPDU’s RA) or (MMPDU has

a multicast or broadcast RA and network type is IBSS and IBSS GTK exists for MPDU’s

TA) then

// If we find a suitable Pairwise or GTK for the mode we are in…

if key is a null key then

discard the entire MMPDU 

else

// Note that it is assumed that no entry will be in the key
// mapping table of a cipher type that is unsupported.

Set the Key ID subfield of the IV field to zero.

if cipher type of entry is AES-CCM then

Transmit the MMPDU, to be protected after fragmentation using AES-CCM

else if  cipher type of entry is AES-128-CMAC then
Transmit the MMPDU with BIP

endif

endif

else // Else we didn’t find a key but we are protected, so handle the default key case or discard

if IGTK entry for Key ID contains null then

discard the MMPDU

else if IGTK entry for Key ID is not null then

Set the Key ID subfield of the IV field to the Key ID.

if MMPDU has an individual RA and cipher type of entry is not TKIP then

discard the entire MMPDU 

else if cipher type of entry is AES-CCM then

Transmit the MMPDU, to be protected after fragmentation using AES-CCM

endif

endif

endif
Insert a new clause after Clause 8.7.2.2, renumbering as appropriate as follows:

8.7.2.2A Per-MPDU Tx pseudo-code for MMPDU

if dot11RSNAEnabled = TRUE and Bit 6 of RSNA Capability Field is set then

if MPDU is member of an MSMPDU that is to be transmitted without protections

transmit the MPDU without protections

else if MMPDU that MPDU is a member of is to be protected using AES-CCM

Protect the MPDU using entry’s key and AES-CCM

Transmit the MPDU

else

// should not arrive here

endif

endif

Insert a new clause after Clause 8.7.2.3, renumbering as appropriate as follows:

8.7.2.3A Per-MPDU Rx pseudo-code for an MMPDU

if dot11RSNAEnabled = TRUE and Bit 6 of RSNA Capability Field is set then

if  the Protected Frame subfield of the Frame Control Field is zero then

if Protection for TA is off for Rx then

Receive the unencrypted MPDU without protections

else

Discard the frame body without indication to LLC


endif

else if Protection is true for TA then

if ((MPDU has individual RA and Pairwise key exists for the MPDU’s TA) or (MPDU

has a broadcast/multicast RA and network type is IBSS and IBSS GTK exists for

MPDU’s RA)) then

if key is null then

discard the frame body 


else if entry has an AES-CCM key then

decrypt frame using AES-CCM key

discard the frame if the integrity check fails and increment dot11RSNAStats-CCMPDecryptErrors

else if entry has a AES-128-CMAC key then

check integrity of the frame using AES-128-CMAC key

discard the frame if the ICV fails and increment dot11CMACICVErrors

else


discard the frame body 


endif

else if GTK for the Key ID does not exist then


discard the frame body 

else if GTK for the Key ID is null then


discard the frame body 

else if the GTK for the Key ID is a CCM key then


decrypt frame using AES-CCM key

discard the frame if the integrity check fails and increment dot11RSNAStatsCCMPDecryptErrors

else if the IGTK for the Key ID is a AES-128-CMAC key then

integrity check the frame using AES-128-CMAC decryption

discard the frame if the ICV fails and increment dot11CMACICVErrors

endif

else

discard the frame body 

endif

endif
Insert a new clause after Clause 8.7.2.4, renumbering as appropriate as follows:

8.7.2.4A Per-MPDU Rx pseudo-code

if dot11RSNAEnabled = TRUE and Bit 6 of RSNA Capability Field is set then

if the frame was not protected then


Receive the MMPDU unprotected

else// Have a protected MMPDU

if Pairwise key is an AES-CCM key then

Accept the MMPDU if its MPDUs had sequential PNs (or if it consists of only one

MPDU), otherwise discard the MMPDU as a replay attack and increment

dot11RSNAStatsCCMPReplays

else if  Pairwise key is a AES-128-CMAC key then

Accept the MMPDU if its MPDUs had sequential PNs (or if it consists of only one

MPDU), otherwise discard the MMPDU as a replay attack and increment

dot11RSNAStatsCMACReplays

endif

endif

endif
11. MLME

Add a new Clause 11.7 as follows:

11.7 Broadcast and multicast Frame Procedures

When protected robust management frame support is enabled, the MLME shall provide an encapsulation service for robust broadcast/multicast management frames. All robust management frames shall be submitted to this service for encapsulation and transmission.
The broadcast and multicast frame protection service shall take the following actions:

For Robust broadcast/multicast action, disassociate and deauthenticate management frames, the broadcast/multicast management frame shall be encapsulated and protected using BIP

The broadcast/multicast frame protection service shall be used by other services internal to the MLME layer and shall take as an input the body of the frame as described in Clause 7.2.3.12. The destination address is assumed to be the broadcast/multicast address. The service shall return a status result indicating acceptance of the frame for processing or rejection of the frame.
Annex A.

Annex A.4.4.1

Insert a row to Annex A.4.4.1 as a subset of the RSN  with the appropriate number for ‘XX’ as follows:

	PCX 34.1.XX
	Protection  Management  Frame
	7.3.1.11, 7.4.2, 7.1.3.1.9, 7.3.2.25.3, 8.3.2.1.1, 8.3.2.1.2, 8.3.2.2, 8.3.2.3.4, 8.3.3.3.2, 8.3.3.3.5, 8.3.3.4.1, 8.3.3.4.3, 8.4.3
	PCX.1:O
	Yes   No


Annex D

Insert the following at the end of the Dot11StationConfigEntry in Annex D:

dot11RSNAProtectedManagementFramesEnabled
TruthValue

dot11RSNABcastProtectedManagementFramesEnabled
TruthValue

Insert the following in Annex D:{ednote – need to specify where}
dot11RSNAProtectedManagementFramesEnabled
OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION


"This variable indicates whether or not this STA

Protects unicast Management Frames."



DEFAULT { TRUE }



::= { dot11StationConfigEntry 27 }

dot11RSNABcastProtectedManagementFramesEnabled
OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION


"This variable indicates whether or not this STA


protects broadcast/multicast management Frames. 



DEFAULT { TRUE }



::= { dot11StationConfigEntry 28 }








dot11RSNAProtectedManagementFramesLegacySupported 
OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This variable indicates whether or not this STA      supports robust RSNA non-AP STAs which do not provide robust management frames protection.”

DEFAULT { FALSE }

::= { dot11StationConfigEntry 29 }

dot11RSNACMACICVErrors


 
OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The number of received MPDUs discarded by the CMAC integrity checking algorithm.”

DEFAULT { FALSE }

::= { dot11StatsEntry 11 }

dot11RSNAStatsCMACReplays

 
OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The number of received MPDUs discarded by the CMAC replay errors.”

DEFAULT { FALSE }

::= { dot11StatsEntry 12 }

dot11RSNAStatsTKIPHdrErrors OBJECT-TYPE

    SYNTAX Counter32

    MAX-ACCESS read-only

    STATUS current

    DESCRIPTION

"Counts the number of TKIP header errors in protected management frames."
DEFAULT
{FALSE}
    ::= { dot11RSNAStatsEntry 13}

dot11RSNAStatsBIPReplays OBJECT-TYPE

    SYNTAX Counter32

    MAX-ACESS read-only

    STATUS current

    DESCRIPTION: 
"The number of received BIP frames discarded due to duplicate or old sequence numbers"

    ::= {dot11RSNAStatsEntry 14}















Append to the dot11RSNAStatsEntry Sequence the following:

dot11RSNAStatsCMACICVErrors 
Counter32, 

dot11RSNAStatsCMACReplays 
Counter32,

dot11RSNAStatsTKIPHdrErrors
Counter32,

dot11RSNAStatsBIPReplays

Counter32,


Annex H

H.5 Suggestions for random number generation
Delete both occurances of “RFC 1750” and insert in their place “RFC 4086”.
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Abstract


This document contains proposed changes to the TGw draft D1.0 to address comments (#180 and others replated to the DHV scheme) from the TG LB.  This text proposes to remove the source authentication DHV scheme for broadcast disassoc/deauth frames, and extend the broadcast integrity protection using IGTK to these frames.  These changes will result in a uniform integrity protection scheme for all broadcast action and deauth/disassoc frames.





There were a few remnants of the “MUP” references which were also removed.















































�I removed DHV and DGTK from this figure


�I removed DHV and DGTK from this figure


�Editor: Please remove references to DHV in this figure.  For an unknown reason, I cannot modify the embedded vision drawing.


�Editor: Please remove references to DHV in this figure.  For an unknown reason, I cannot modify the embedded vision drawing.


�Editor: Please remove references to DHV in this figure.  For an unknown reason, I cannot modify the embedded vision drawing.
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