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1
Introduction

The purpose of Generic Advertisement Service (GAS) functionality is to enable the STA to identify the availability and information related to the desired network services, e.g. information about available SSPs, located in the DS. The requirement for this functionality was originally identified by deployment issues associated with public access hotspots where it is currently impossible for users to determine whether they will be able to access network services based solely on information currently advertised by the network. There is a need for non-AP STAs in state-1 to query for network services supported by SSPNs beyond an AP.
Whilst STAs are in state 1 they can request via GAS, information about internetworking services of the DS.  In response, the AP will proxy the request to a server in the DS and return the response.  However, delivery by the AP of these query responses takes away bandwidth from other services being provided to associated STAs.  In a hotspot environment, these associated STAs typically belong to subscribers who are paying for service.  Thus there is a need to provide GAS responses to state-1 clients in a manner that does not adversely impact the services being provided to paying subscribers.

To date, the GAS protocol does not provide a means to limit the length of a GAS Query Response which the AP transmits over-the-air.  Malicious or virus-infected clients could thus exploit this vulnerability by posting a general query causing the advertising server to reply with a huge (multi MByte) query response.  If the AP attempted to transmit this response, it could result in a form of a denial-of-service attack to the associated STAs.  Thus, it is highly desirable to have means to limit query response length for state-1 STAs.
This proposal describes a method by which query response length can be limited.  A new field (Query Response Length Limit) is provided within the Advertisement Protocol IE to provide this limit.  Typically, this field would be configured by the hotspot operator.  Since the Advertisement Protocol IE, contained within the GAS Capability IE, is transmitted in a Beacon frame, STAs will be informed of the Query Response Length Limit.
A STA can use this information to beneficially construct its queries to an advertising server in the DS.  Potentially, it could even include this information in the advertising protocol exchanges so that the query/response protocol efficiently considers the response length limit.  The means by which any advertising protocol makes use of this feature, if at all, is outside the scope of this proposal as well as 802.11u.
If natively supported by advertisement protocol, an AP may also supply Query Response Length Limit to servers in the DS to which an AP is proxying state-1 client queries.  As the AP and advertising server in the DS are peer entities, this feature can be beneficial to the advertising query/response protocol.  For example, if the size limit is communicated by the AP to the advertising server, the server could return a status code indicating the query response is larger than the limit and consequently would not return the actual query response, but a status code so indicating.  The means by which any advertising protocol makes use of this feature, if at all, is outside the scope of this proposal as well as 802.11u.
If an AP receives an Query Response which is larger than the configured Query Response Length Limit, it shall discard the response.  Thus AP implementations will be able to know the amount of buffering and transmission resources that need to be set aside for GAS advertising protocol exchanges.  Note that the GAS protocol already provides the capability to return a status code indicating the query response length is too large.
This proposal does not apply to state-3 clients as they would not be communicating with advertising servers in the DS via GAS.
7.3 Management frame body components

7.3.2 Information elements
7.2.3.38 Advertising Protocol Information element

The Advertising Protocol Information element contains information which identifies a particular advertisement protocol and its delivery method(s) as shown in Figure u7.

	
	
	
	
	
	

	
	Element ID
	Length
	Delivery Method
	Query Response Length Limit
	Advertisement Protocol ID

	Octets:
	1
	1
	1
	1
	variable


Figure u7—Advertisement Protocol Information element format

The Element ID field is equal to the Advertisement Protocol value in Table 26 or the Vendor Specific Element ID.

The Length field is the length of the Advertisement Protocol Information element. The Length field is 2 octets plus the length of the Advertisement Protocol ID.

The Delivery Method field is a 1-octet field which specifies multicast or unicast delivery method.  The format of this field is shown in Figure u8.
The Query Response Length Limit indicates the maximum number of octets an AP will transmit in the Response Info field of a Gas Response IE contained within a GAS Initial Response action frame or GAS Comeback Response action frame(s).  The Query Response Length Limit is encoded as an integer number of 256-octet units.  A value of zero is not permitted.  A value of 0xFF means there is no maximum limit enforced.
The Advertisement Protocol ID is a variable length field. If the first octet of this field is the vendor specific Advertising Protocol ID as provided in Table u1, then this field contains the Vendor Specific Information Element per clause 7.3.2.26.  If this first octet of this field is not the vendor specific Advertising Protocol ID, then its length is 1 octet and its value is per Table u1a.

	
	B0
	B1
	B2
	B7

	
	Multicast Delivery
	Unicast Delivery
	Reserved

	Bits:
	1
	1
	6


Figure u8—Delivery Method field
A STA using the Advertisement Protocol Information element requests the desired delivery method of advertisement protocol by setting either Bit0 or Bit1 as appropriate.

· Bit 0 is set to 1 if the STA supports multicast delivery as described in clause11.11.1.  Bit 0 is set to 0 if the STA does not support multicast delivery for this Advertisement Protocol IE.

· Bit 1 is set to 1 if the STA supports unicast delivery as described in clause 11.11.2.  Bit 1 is set to 1 if the STA does not support unicast delivery for this Advertisement Protocol IE.

The STA shall either support multicast delivery or unicast delivery.  Optionally, an STA may support both delivery methods.
Table u1—Advertisement Protocol ID definitions
	Name
	Value

	MIH Information Service
	0

	MIH Command and Event Services Capability Discovery
	1

	Reserved
	2-220

	Vendor Specific
	221

	Reserved
	222 – 255


· MIH Information Service in Table u1 is a mechanism defined in IEEE 802.21 to support information retrieval from an information repository in the DS. 
· MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 to support discovering capabilities of command service and event service entities in the DS. 
· Advertisement Protocol ID is reserved for a Vendor Specific protocol which shall have the format defined in clause 7.3.2.26.

Note: after approval of this amendment, Advertisement Protocol IDs will be managed by 802.11 Assigned Numbers Authority.
11.10
WLAN Interworking with External Networks Procedures

This clause describes the actions and the procedures for addressing interworking issues between IEEE 802.11 access network and external networks.

11.10.1 Interworking Procedures: Generic Advertisement Services

This clause describes the actions and the procedures to enable network selection for 802.11 capable STAs as well as the seamless interworking of a multi-access capable STAs with other non-802.11 access technologies or when other non-802.11 specific network protocols are involved. It specifies the transport mechanisms to advertising services for network selection or other purposes while clients are in the un-associated state (state 1). IEEE 802.11u GAS capability is included in the beacon and probe response frames.  GAS transport is transparent to the Advertising Protocol which is used for Queries and Query Responses.  Vendor specific advertising protocols are also supported. The GAS information delivery mechanism is supported using two options:

i)  Multicast mechanism
ii)  Unicast mechanism

11.10.1.1 Multicast Mechanism

The non-AP STA obtains the GAS capability information from beacons or Probe response messages. The GAS capability fields indicate the Advertisement Protocol IDs supported in the BSS. The non-AP STA can send a GAS-Initial-Request with one of the supported protocol ids with specific query to obtain information about the specific interworking service. Upon receipt of the GAS-Initial-Request frame AP generates a GAS-Initial-Response with a GAS Query ID and a GAS multicast address. The AP forwards or proxies the request to the backend advertising server to retrieve the query results. The response message from the advertising server is queued in the AP for multicast delivery at a later time. If an AP receives an Query Response which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code so indicating in the GAS Comeback Response Action frame.  This behavior helps to prevent abuses of the medium which may be caused by overly general queries (which evoke a very large query response).
In order to support multicast mechanism, a GASTIM IE is included in the beacons. The GASTIM count field is decremented for every beacon from a configured count value to zero and then restarted with the configured value for the following beacon. The GAS multicast delivery begins immediately after the beacon that includes the GASTIM count field value set to zero. The multicast delivery includes one or more GAS Comeback Response Action Frames that include the GAS query ID, corresponding GAS request element (optional), and GAS query results information.    The following figure shows the messaging sequence.
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Figure u1—Example flow for GAS Multicast Query Mechanism
AP transmits multicast GAS Comeback Response Action Frames containing encapsulated query responses. As configured in the AP, each frame is transmitted several times to make the transmission more reliable.  

The GAS protocol supports Query Responses whose length is greater than the MSDU size.  This is accomplished by the AP’s use of the Query Fragment ID field in the GAS Comeback Response action frame. The Query Fragment ID is incremented by 1 for each subsequent frame in a multi-frame query response.  A receiving STA shall wait to receive all the fragments from AP to reassemble the whole response action frame. A receiving STA can determine when a frame is re-transmitted (for improved reliability) since the Query Fragment ID field is the same for these frames. If Query Response results in a multi-frame response, AP shall first transmit all the frames belong to a single Query Response until exhausting the all fragments. The AP may then repeat to transmit the Query Responses for the number of times it is configured.

11.10.1.2 Unicast Mechanism 

The non-AP STA obtains the GAS capability information from beacons or probe response messages. The GAS capability fields indicate the Advertising Protocol IDs supported in the BSS. The non-AP STA can send a GAS-Initial-Request with one of the supported protocol IDs with specific query to obtain information about the specific interworking service. Upon receipt of the GAS-Initial-Request frame AP generates a GAS-Initial-Response with a GAS Query ID and a GAS Comeback delay. The AP forwards or proxies the request to the backend advertising server to retrieve the query results. The response message from the advertising server is queued in the AP for the comeback delay duration. If an AP receives an Query Response which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code so indicating in the GAS Comeback Response Action frame.  This behavior helps to prevent abuses of the medium which may be caused by overly general queries (which evoke a very large query response).
The non-AP STA shall send a GAS Comeback Request including the GAS Query ID (provided in the earlier GAS-Initial-Response) immediately after the expiry of the comeback delay. The AP shall provide the results in the GAS-Comeback-Response with the corresponding Query ID, GAS Request element (optional) and the query results. 

The multi-frame Query Responses whose length is greater than the MSDU size is accomplished by the AP’s use of the Query Fragment ID field in the GAS Comeback Response action frame; the Query Fragment ID shall be set to 0 for the initial frame and incremented by 1 for each subsequent frame in a multi-frame query response.  If the Query Response is a multi-frame response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall also set the Last Fragment bit of GAS Query Fragment to 1 when the transmitted fragment is the final fragment. The receiving STA shall wait to receive all the fragments unicast from AP to reassemble the whole query response.

If there were no Query results queued at the time of receiving the GAS-Comeback-Request then the AP can provide a new Comeback delay value in the GAS-Comeback-response with same Query ID.
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Figure u2—Example flow for GAS Unicast Query Mechanism
The basic protocol concept for the unicast mechanism is as follows:

· An AP receiving a GAS request from an STA with a for a certain advertisement service request can ensure that the specific service is supported in the backend and send an immediate response. 

· Within the GAS response, the AP returns a query identifier Query ID (whose value is unique for the AP) to be used by the STA to query the AP again without the need for indicating again the GAS Request IE required (this may be useful when more than one GAS Request IEs are requested and are not available instantaneously at the AP, and performing a new query by providing again the list of IEs would imply a waste of radio resources), and by the AP to correlate the queries. 

· The AP may also return a time value Comeback Delay determined by the AP and indicating how long the station shall wait before querying the AP again. The STA does not need to remain active while waiting to send the GAS Comeback request, therefore enabling power saving. In case the STA is connected to an AP1 and is actively exchanging data frames with AP1, but wants to retrieve information from a target AP2, the STA does not need to remain on the AP2 channel while waiting to send the GAS Comeback request.

· The STA waits Comeback delay period and sends a GAS Comeback Request with the Query ID.

· The AP returns the response corresponding to the Query ID if the response is returned by the server and queued at the AP. If the server has not returned the response, then the AP returns the same Query ID with the same or new Comeback Delay value.
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Abstract


The current 802.11u-d0.02 draft text includes support for Generic Advertising Service (GAS).  Currently, GAS does not support any means to limit responses to queries from state-1 STAs which makes the protocol susceptible to DoS Attack.  This proposal adds a query response length limit for GAS.





This proposal is based on P802.11u-d0.02.
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