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Attendees: Jesse Walker, Kapil Sood, Dorothy Stanley, Jouni Malinen, Nancy Cam-Winget, Donald Eastlake, Dick Roy
Agenda: Propose resolutions to comments received on LB 88.
Chair called the meeting to order at 4:06 PM ET, 12 December, 2006. He read the patent policy, and there were no letters of assurance for the Working Group Chair.
Editor: We are using comment spreadsheet 11-06-1729-07. There were same number of comments in Clauses 5 and 8, but most of the real comments are in Clause 8. The DHV/DGTK drew the high number of comments.

Comment: Several comments that management frames are broadcast only – comments suggested to remove multicast phrasing and use broadcast only. 

Editor: These are comments 545-558. There are others as well, e.g., 563.

Chair: The Task Group must decide whether to support broadcast only or whether to support multicast as well.

Comment: If we ever change to CCMP for broadcast, then we could not support multicast, because of the 2 bit key space.

Comment: 802.11v uses data multicast.

Chair: 802.11i doesn’t support data multicast, only broadcast.

Comment: In Dallas the Chair was supposed to ask for an interpretation request as to whether broadcast disassociate/deauthenticate is allowed.

Chair: Will do this today.

Chair: Do we support multicast or not?

Comment: There is no reason to not send frames to a multicast MAC address, but we don’t want separate keys. The extra complexity of multicast is too much.

Comment: We have the following options. (a): Always have multicast management frames groups based on same management key. (b) Other option is unique key per multicast group. Don’t see multicast management frames used. New action frames are typically unicast; occasionally broadcast, but never multicast. No discussion for multicast action frames.
Chair: Sounds like the group does not want to do anything special for multicast.

Comment: Suggestion to reject these comments, but add clarifying language saying that for security purposes 802.11w treats multicast as broadcast.

Chair: I will bring in proposed language. Editor to help.
Editor: Tagging request. Change name to AES-128-CMAC, the one suggested by NIST.

Comment: Circle this back to TGr.

Chair: In Dallas we voted to adopt the resolutions proposed for group 1.

Editor: Review action items.

1. Chair to post query to 802.11 reflector asking whether extending the RSN IE will break any legacy implementations (comment 108)

2. There was a presentation that demonstrated the need to protect the More Data bit. Do we? Comment 158 says so.

3. Comment 174 talks about allowing fragment reordering of management frames. Chair to discuss this with Adrian Stephens

Many comments and confusion over DGTK and DHV. Comments in both Clause 7 and 8. Some of the suggested resolutions are to remove this mechanism.

Comment: Can we not protect broadcast/multicast disauthenticate/deauthenticate?

Chair: I think we have 4 options: keep it; remove DGTK/DHV but support protected broadcast but protect with IGTK, or disallow protected broadcast deauthenticate/disassociate.
Q: Do we provide insider forgery protection for any other frames? A: No C: Use IGTK mechanism.
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