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Wednesday December 6, 2006

11:00am

Attendees:

Clint Chaplin, 
Bill Marshall, 
Michael Montemurro,

Dorothy Stanley,
Dan Harkins,

Kapil Sood,

Rajneesh Kumar,

Jouni Malinen.

· Call to order

· Review of IEEE Intellectual Property Policy

· There was an Appeal on a chair’s ruling during the Dallas meeting.

· Discussion on the Appeal and the Security Review
The TGr chair has 45 days to issue a counter to the appeal.

A subset of the IEEE 802.11 TG chairs will form the appeal committee.

The decision on the appeal may not be made until March or May of next year.

The task group can continue with its business until the appeals are decided.

The results of letter ballot 91 will be posted and we will continue to resolve comments.
The external security review is on hold until the appeal is resolved.

The more information we have from the security review, the better position we will be to move forward.

The external security review is simply continuing with Task Group business.

We should discuss the timing external security review during a session at the January meeting.
The consensus is for the group to move forward with comment resolution for letter ballot 91.

It is unclear whether TGr can go to recirculation letter ballot before the appeal is resolved.

There is no consensus whether the Task Group should go forward with the security review.

· Discussion on comment resolutions for Letter Ballot 91 as document 11-06/1895r0

The editor asks the group to go over the proposed resolutions to comments in Group 1

There are 47 issues/comments that need to be resolved.

There are 8 issues with groups of comments.

There is no key holder separation on the supplicant side. Therefore they do not have to be distinguished for the supplicant side.

There is a concept of R0 and R1 is described for key separation and for clarity of understanding.

The current draft uses conflicting language on how key holders work on the supplicant.

It would be much cleaner to combine the R0 and R1 key holder on the supplicant.

The supplicant holds the R0 and R1 keys, but it does not require two key holder entities.

There is a disagreement whether the R0 and R1 Key Holder component reside on the supplicant.
The cleanest way to clean up the draft is to remove the concept of R0 and R1 key holders on the supplicant.

We should not modify the draft so that the SME security architecture on the STA is different from the SME security architecture on the AP.
We should minimize the changes to the draft to address these comments.
Discussion on Issue #1

The use of the timeout is inconsistent in the draft.

It was decided in Toronto that the reassociation timeout should only be transmitted during the Initial Association.

There is a disagreement on whether the draft is inconsistent.

Kapil Sood will post a message to clarify the issue.
· Adjourn until the conference call on December 13
Wednesday December 13, 2006

11:00am

Attendees:

Clint Chaplin, 
Michael Montemurro,

Dorothy Stanley,

Kapil Sood,

Rajneesh Kumar,

Lily Chen,

Jouni Malinen.

· Call to order

· Review of IEEE Intellectual Property Policy

· The latest version of the comment resolution spreadsheet is document 11-06/1895r2.

· The TGr appeal hearing will take place during the Wednesday working group plenary session.

· Discussion on comment resolution

Discussion on how we resolve the 47 separate LB comments

We could break the comments into functional areas and break into adhoc groups to resolve the comments.

We could go through the comments on this call.

We’ve already discuss most of the issues
Discussion on Issue 4 on timeout values

The size of the value does not correspond to RADIUS (4 octets versus 2 octets)

We should make it 4 octets and convert the value to seconds.

Kapil will prepare a submission to address this issue and these comments.

Comment 443 asks for a MIB variable for the PTK.

We will need to change text on pages 29 and 101.
Discussion on issue 8 on the GTK length:

Currently, the longest value for the GTK update for the IE is 46 octets.

The minimum value would be 5 octets if WEP is used.

The longest key would be a maximum of 40 octets.

We should replace the range with “variable”.

The limits should be 5-40 octets. However, we need to verify that this range is correct.

Kapil will confirm the key length values with Jesse.
Discussion on issue 3 on security association

The comments propose conflicting resolutions.

The VLAN, QoS, and packet filtering attributes are network policy, not security authorisation information.

The security authorization information includes the key lifetime.
There are two issues in the comment group. We should accept the first comment and update the draft.

We need to include the PMK-R0 lifetime.
We should use the wording that is provided in clause 8.4.1.1.1 of revMA

Michael Montemurro will post a proposed resolution to the list.

Discussion on issue 6 on retransmission of FT frames

We need to address the case of whether the response is not received.

In the text today, frames cannot be retransmitted.

We should have a consistent policy for all frames.

We should not allow retransmission of any FT frames.

We should allow retries unless there’s a security issue.

There is currently no consensus on the resolution to this issue.

Kapil is preparing a presentation to discuss the resolution to issue 1.

· Adjourn until the teleconference call on December 20.

Wednesday December 20, 2006

11:00am

Attendees:

Clint Chaplin, 
Michael Montemurro,

Bill Marshall,

Jouni Malinen,

Ran Chiu,

Rajneesh Kumar,

Kapil Sood,

Kevin Hayes,
Dorothy Stanley.

· Call to order

· Review of IEEE Intellectual Property Policy

· The latest version of the comment resolution spreadsheet is document 11-06/1895r3.

· Discussion on Issue 7

One reason for the Fast Transition bit is to allow the MDIE to be used for other purposes.

This could be done if “over-the-air” and “over-the-DS” are set to zero.

We should accept this comment and make this change.

Nobody volunteered to propose text.

· Discussion on Issue 5
We could accept some of the comments, but specify in the text where the R0 and R1 entities are referred to the STA and the AP.
There is no consensus on the resolution to these comments.

Kapil will prepare a submission to address this comment.

· Discussion on Issue 8

Kapil consulted Jesse on this issue.

IEEE 802.11i kept the maximum key length open to allow for different key derivation mechanisms.

If we allow the key to grow beyond a certain value, we will exceed the length of the FTIE.

We could specify “variable” in the definition and not report specific lengths for the keys.

To resolve these comments, we will change the table entry to “variable” and state that the GTK length still fits within the IE length limit.

· Discussion on Issue 1

We need to remove the re-assocation timeout from message number 4. 

The reassocation timeout is sent in message 3 during the Initial Association.

If that is the case, then there is no re-assocation timeout in the non-RSN case.
You need a re-assocation timeout for reservations in a non-RSN case.

The STA needs to know the re-association timeout in both the non-RSN and RSN cases.

Based on the statements in clause 8A.4 and clause 8A.5.
It sounds like we are using the same timer for different purposes. Perhaps we should clean-up the names of the timers.

We could update the normative text in clause 8A.6 to indicate that the TIE will only appear in message 4 for the non-RSN case.

Bill Marshall will go through the comments and update the comment resolutions.

· Discussion on Issue 25 comments: the non-categorized comments.

Comment 52 deals with text from the base draft. This comment should be addressed by TGm.

Comment 53 refers to a definition that has been updated prior to D3.0 as a result of earlier discussions. We should accept this comment.
We should accept comment 55.

We should accept comment 57.

Comment 60 really addresses the definition of Mobility Domain Identifier in clause 7. 

We have defined the Mobility Domain Identifier as a MAC address. It has uniqueness properties.

There is no requirement for Mobility Domain Identifier to be unique across SSID’s.

One reason for changing the MDIE is to reduce the length of the beacons.

We have already had many discussions on this topic and we arrived at 48 bits.

We’ve had many discussions on this topic and we’ve arrived on the 48 bits.
There is no consensus on the resolution to this document.

Comment 66 should be accepted.

Comment 96 should be accepted.

Comment 231 should have been addressed in previous draft. 

The IEEE 802.11i PMK caching mechanism does not work here. We should not refer to this section.

Technically, the IEEE 802.11i PMK caching should work here.

Key caching could be used for TGr key authentication solution.
We should accept this comment and update it based on acceptance of the pre-authentication solution.

Comment 245 should be accepted and the rejection will be clarified in the comment resolution spreadsheet.

Comment 313 should be accepted.

Comment 365 should be accepted.

PMK-R0 SA and PMK-R1 SA are the result of a successful Fast BSS-Transition Initial Association.

The PMK-R1SA is a result of an Initial Association or a successful Fast BSS-Transition

Comment 378 should be accepted.

We need to revisit the key holder names.

The R1KeyHolder was defined as the MAC address of the R1KeyHolder.

Clause 8.5.8.5 clearly states the Key Holder definition.

Comment 382 requests that we revisit pre-authentication and key caching in London.

Comment 414 should be accepted the sentence should be deleted.

Comment 416 should be rejected indicating that no where in the base standard, does the text state consequences of the assumed behaviour.
Comment 448 should be countered. The sentence will reference clause 8.5A.7.

Comment 451 should be countered. The STA should be replaced by supplicant. This comment should be part of Issue 5.

Comment 480 follows from the discussion on the Security Assumptions

Michael Montemurro will post a request for proposals on the email list.

Comment 491 should be accepted.

Since we have added the salt, we should accept this comment.

The context around this issue is different.

Comment 505 should be rejected.
This should be a discussion topic at the next meeting.

Adjourn until the conference call on Jan 3.

Wednesday January 3, 2007

11:00am

Attendees:

Clint Chaplin, 
Michael Montemurro,

Bill Marshall,

Jouni Malinen,

Rajneesh Kumar,

Kapil Sood,

Mathieu Monpetit,

Nick Sargologos,

Dorothy Stanley.

· Call to order

· Review of IEEE Intellectual Property Policy

· The latest version of the comment resolution spreadsheet is document 11-06/1895r4.

· Discussion on plan moving forward for TGr:
Moving to Sponsor requires 75% approval and no new “No” votes. The rule of thumb seems to be 94% approval rating. We are currently at 91.7%.

We need to address some comments of Jouni in his implementation of TGr.

We should go into London with the goal of going to re-circulation.

Typically a group can only go to Sponsor Ballot following a plenary.

We haven’t started the security review yet. However the security review could be rolled in during Sponsor Ballot.

We should try to encourage active participants in TGr to vote yes.

· Discussion on comment resolutions to comments in Issue 25
The results in the discussion will be recorded in document 11-06/1894r5

Comment 578:

The commentor is confusing addressability with identity.

We should accept the comment and remove the sentence.

Comment 579:

There is confusion on the address of the key holder and the key holder identifier.

We should reject this comment because the identifier is not necessarily the MAC address.

Comment 580:

We should accept the comment.

Comment 582:

We don’t need a mechanism to revoke PMK-R1 keys. We could delete the “and delete…” clause. 

The clause only applies to when the key lifetime expires. The PMK-R1’s will expire simultaneously.

The updated sentence is captured in the comment resolution document.

Comment 583:

We could give a reference of an RFC as an example to define the NAS ID.

We should just state that the R0KeyHolder and the IEEE 802.1X Authenticator are co-resident.

There are three problems: the NAS client is undefined; referring to the NAS client assumes a particular AAA infrastructure; the NAS client is not part of the IEEE 802.1X authenticator.
We could add a definition of the NAS client as the client component of a Network Access Server that communicates with the Authentication Server.

Accept the comment and add the NAS client definition.

Comment 584:

There is no reference that describes the NAS ID to 48 octets. The maximum length of the NAS ID is 255 octets.
The intent was for the R0KH to provide the same NAS ID to the STA as it used to communicate with the AAA Server.

Using the hash of the NAS ID would allow us to define an identifier as the same length.
The AP that has this name is another IEEE 802.11 entity.

Whatever we do has to fit in with the EAP channel binding definition.

We could simply specify a limit of 48 octets as the R0KeyHolder identifier.

Jouni Malinen will propose text to address this issue.

We should likely modify clause 7 to address this issue.

We have already resolved comments 586 and 587 by the resolution for comment 582.

Adjourn until the 2 hour teleconference on Jan 10.

Wednesday January 10, 2007

11:00am

Attendees:

Clint Chaplin, 
Michael Montemurro,

Bill Marshall,

Jouni Malinen,

Rajneesh Kumar,

Liwen Chiu,

Dorothy Stanley,

Lily Chen.

· Call to order

· Review of IEEE Intellectual Property Policy

· The latest version of the comment resolution spreadsheet is document 11-06/1895r4.

· Discussion on comment 584

Probably the best approach to resolve this issue would be to create an IE for the R0 Key Holder name.
Why is 48 bytes not sufficient for the R0KeyHolder name?

We could specify fixed length for the R0KeyHolder name that for IEEE 802.11r.

We cannot use a hash of the NAS ID.

We could specify the length of the Key Holder name to be IP address of the RADIUS client.

There is currently nothing in IEEE 802.11i that specifies how the NAS ID is derived.

There is no channel binding defined for IEEE 802.11i.

We should not add an additional 

We should define the R0KeyHolderID as a sub-element.

We really don’t need to support an R0KeyHolder ID of longer of 48 bytes.
There could be authentication systems that use NAS ID of longer than 48 bytes. 

We should restrict the definition of R0KeyHolderID of longer than 48 bytes?

There’s only one comment on the length of the NAS ID.

Bernard said there are no issues with TGr specifying a length of longer than 48 bytes.

If we go to fixed length, we will have to pad the value.

There seems to be consensus that NAS ID should be of variable length.

We have two options: limit the NAS ID to 48 bytes or use another IE.

We are likely to get comments if we add an additional IE. This is the first ballot that we have not received comments on the number of IE’s.

The commentor would be happy if the maximum length was set to 48 bytes.

We will continue the discussion on this topic in London.

·  Discussion on 446
If we make the PTK lifetime less than the PMK-R0 and PMK-R1, we would have to add a PTK lifetime to the protocol.

We had agreed to address the infinite key lifetime for the PSK by be restricted to a MIB variable. That should govern the PTK lifetime.
Bill will post an email to the list to discuss this issue.

· Discussion on comment 451

The figure is the Fast-BSS Transition key hierarchy.

There’s no support of changing the resolution for this comment

· Discussion on comment 937

There’s no support for changing the resolution for this comment.

· Discussion on document 11-07/0022r0

No where does this document state why key holders are required on the STA.

The current document is inconsistent on whether key holders exist in the TGr architecture.

Interfaces between key holders on the STA are not testable.

The primary objective in doing the separation was to be able to physically separate the functions.
It is possible for the key holders to co-reside.

There is no key holder distribution requirement on the STA.

The key issue is whether the architecture needs to be symmetrical or asymmetrical.

We should discuss this topic in London. 

· Discussion on comment 602

We should accept this comment.

· Discussion on comment 603

We should counter this comment and use the resolution to comment 602.

· Discussion on comment 605
The proposed resolution does not make sense.

The proposed resolution has been countered with alternative ruling.

· Discussion on comment  608

There is no way to validate this assumption.

Even if we brought the 3-party protocol back, it would not resolve this issue.

The proposed resolution is to counter the comment.
· Discussion on comment 664

PMK caching is not required for TGr.

Accept the comment.

· Discussion on comment 693

We should just remove the text specified in the resolution and not any additional text.

If the name is wrong, then the MIC will fail in message 3 or message 4.

The resolution is countered with different wording.
· Discussion on comment 746

In TGr, the AP holds onto the PTKSA until the reassociation deadline.

Accept the comment resolution, changing “should” to “shall”.

· Discussion on comment 747

This comment should be countered with the same resolution as 746.

· Discussion on comment 772

This comment should be countered with the same resolution as 746.

· Discussion on comment 779

This comment should be rejected. STA behaviour in this case is beyond the scope of the standard.
· Discussion on comment 839

Accept the comment.

· Discussion on comment 865

Counter the comment using the resolution to comment 746.

· Discussion on comment 887

The STA is responsible for retransmissions if the “over-the-DS” communications fails.

We should have to describe retransmission procedures in this case.

It sounds as though there is a requirement for a retransmission mechanism in the case where the STA receives an ACK from the AP.

In clause 11.3 of rev MA, there is the same case for the Association frame.
Counter the comment and modify the resolution to state that the STA may retry up to the re-association deadline time is reached.

· Discussion on comment 891

Counter the comment using the resolution to comment 746.

· Discussion on comment 949

At worst, the state machine describes the process where the PMK-R1 is being sent twice.

Accept the comment.

· Discussion on comment 1067

Do we want to discuss the more bit again?

· Discussion on comment 975

It looks as though the figure is correct.
Accept the first alternative for the comment.

· Discussion on comment 1047

The condition in the proposed resolution is captured in the base standard.

The comment will be countered and the sentence will be dropped.

· Discussion on comment 1123

Accept the comment.

· We have 72 unresolved comments, 23 are part of issue 5, and 38 are in group 99.

· We will need submissions for comments in group 99. There was a message posted to the list on December 6.
· Comment 953 is covered by the resolution to comment 1123.

· Comments 828 and 999 has been moved to issue 25.

· Comment 78 has been moved to issue 25 and assigned to Jouni Malinen.

· Adjourn until the meeting in London on Jan 15.
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