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IEEE 802.11r Draft 4.0 is missing a significant portion of a completely specified solution.  As part of the key hierarchy, keying material is to be handed over from the R0 Key holder to the appropriate R1 Key holder.  The messaging mechanism to accomplish this key material hand over is not specified; only the requirements for that mechanism are specified. To date, I am not aware of any effort to specify this key material hand over in any SDO venue, much less IEEE 802.11 TGr.  I like to refer to this hand over as our one great magnificent hand wave, which does add some humor to the situation, but doesn’t mitigate the fact that there is no specification.  Not specifying the complete solution, even if only in multiple SDOs working together, means that TGr has not solved the fast roaming problem they have been tasked to solving in their PAR.
In addition, as part of the above problem, absolutely no mechanism has been specified in IEEE 802.11r to allow the R0 Key holder to authenticate the appropriate R1 Key holder to hand over the keying material, nor has any mechanism been specified to allow the appropriate R1 Key holder to authenticate R0 Key Holder.  Lack of a mutual authentication mechanism between these two entities means that any messaging protocol would not have any guarantee that the keying material was being handed over to the authorized entity, nor any guarantee that the keying material was coming from the valid entity.  It seems to me that without such an authentication mechanism being specified, security of the TGr solution cannot be ascertained, much less compared to the IEEE 802.11 rev 2007 base document to see if the constraint that security not be decreased as a result of TGr has been met.
The solution for fast roaming that TGr has architected is, unfortunately, a very focused solution that solves only one particular aspect of the roaming problem space: security.  TGr also has a half-hearted effort to enable QoS negotiation, but many participants in TGr have attempted to take that part of the solution out of the draft.  Solving the problem by focusing on particular parts of the process doesn’t make a mechanism that can be easily used for future cases.  Any future group that wants to have some sort of state negotiation during roaming as part of their solution will have to dive into the really mucky details of the TGr solution, and might have to put their own hack on top of TGr.  This will lead to massive baroque solutions piled on top of other solutions, leading to a really incomprehensible mess in the future.  Having a nice clean generic mechanism to enable such state negotiations without crafting the mechanism for specific cases is a much healthier and easily extensible solution.  Solve the general case, not the specific problem.
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