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802.11r/D3.0 LB78 CID 20 / AS attributes to R1KH

This issue is about the new R1KH not receiving attributes from the AS in case of FT since it does not go through the full IEEE 802.1X authentication and does not communicate with the AS (e.g., RADIUS

authentication server). One good example of what is lost is RADIUS attributes for assigning VLAN ID (Tunnel-Private-Group-Id RADIUS attribute). In other words, if dynamic VLAN assignment is used, the

current IEEE 802.11r draft does not provide a mechanism for the new R1KH to know which VLAN the STA should be assigned to.

I went through D2.2 in search of good location for handling this issue. After going through all parts that had anything to do with communication between R0KH and R1KH, it looks like 8A.2.1 would be the place to do this. There is not much details for this communication, but at least there is comment about IEEE 802.1X Authenticator receiving "authorization attributes" associated with MSK. After some thought, I think I could interpret this as actually including all RADIUS attributes from Access-Accept message, i.e., this would also include the VLAN ID mentioned above. This information is included in PMK-R0 PMKSA ("authorization information"). However, it is not sent to the R1KH.

It looks like it would be enough to just add this authorization information into PMK-R1 PMKSA and send this to the R1KH with rest of the information related to PMK-R1. Since there is no details on how the

actual communication between R0KH and R1KH is to happen, so this new change should not require much details. In practice, I would assume that implementations would forward RADIUS attributes from Access-Accept as a blob in whatever mechanism is used to send the data. This way the R1KH

would have a way of receiving additional information from the AS and things like dynamic VLAN assignment could actually work with 802.11r.

Proposed changes to 802.11r/D3.0

8A.2.1 Fast BSS Transition Initial Mobility Domain Association in an RSN

Option #1:

Append the following item into the PMK-R1 PMKSA contents (8A.2.1, page 46, line 33 in D3.0):

· authorization attributes

Option #2:

Append the following item into the PMK-R1 PMKSA contents (8A.2.1, page 46, line 33 in D3.0):

· authorization attributes from the initial association

Option #3:

Append the following item, including the informative note, into the PMK-R1 PMKSA contents (8A.2.1, page 46, line 33 in D3.0):

· authorization attributes from the initial association


(Note: this could include RADIUS attributes from Access-Accept


 message if RADIUS is used as the Authenticator-to-AS protocol)

Motion

Move to instruct the editor to apply the proposed changes (option #) from 11-06/1805r0 to the 802.11r draft and to accept the comment 20 in LB87 with the resolution of “Accepted. Addressed with the acceptance of 11-06/1805r1.”

Abstract


IEEE 802.11r/D3.0 does not send AS authorization attributes to R1KH in case of FT. This breaks use cases like dynamic VLAN assignment which require the new AP to receive information from the AS even if the full IEEE 802.1X authentication is skipped. This submission proposes changes to 802.11r/D3.0 to allow these attributes to be sent to R1KH and addresses CID 20 of LB 87.
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