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P.3.1.3 SSPN Interface Elements
The information elements defined in this clause are used by the Interworking Service Management function in SME for interworking purpose.  The information elements cross the SSPN Interface, i.e. between AP and AAA Agent as shown in Figure u25. 

Some of the information elements may not map directly to the elements defined on the AAA Interface. Instead, they may be derived from one or more relevant elements. 

Table P.4 SSPN Interface Information Element

	Information element Name
	From IEEE802.11 AN to SSPN
	From SSPN to IEEE802.11 AN
	Per STA Entry

	Non-AP STA MAC
	Y
	N.A.
	Y

	
	
	
	

	Authorized priority
	N.A.
	Y
	Y

	Authorized Max. Bandwidth 
	N.A.
	Y
	Y

	Non-AP STA Interworking Capability
	Y
	N.A.
	Y

	AP Interworking Capability
	Y
	N.A.
	N

	Authorised Serivce Access Type

(This is perSTA authorized service level)
	N.A.
	Y
	Y

	
	
	
	

	
	
	
	

	
	
	
	

	STA Location Information
	Y
	N.A.
	Y

	STA state Information 
	Y
	N.A.
	Y

	Link Layer Encryption Method
	Y
	N.A.
	Y

	Successfully transmitted data Count
	Y
	N.A.
	Y


P.3.1.3.1 Non-AP STA MAC Element
This is the MAC address of the STA accessing the interworking service through the AP. It is requested by the 3GPP operation for certain fraud prevention. The non-AP STA MAC address is normally available through MLME-SAP, e.g. MLME-ASSOCIATE.indication, and should be forwarded by the AS to the AAA Entity in the SSPN through the AAA Interface.  
	Element ID
	Length
	 STA MAC Address


Octets

1

1

6

Figure u26 Non-AP STA MAC element decription
The Element ID filed is TBD.

The Length Field is 6.

The STA MAC Address field contains the MAC address of the STA requesting the interworking service from the IEEE 802.11 WLAN.
[Note: The correct value to use for this element may be affected by MAC Address Anonymity solutions.] 


P.3.1.3.2 Authorized priority Element
This parameter is used for admission control at the AP. It is based on the Authorization Information delivered from the SSPN during the AAA procedure. The priority is meaningful within a specific SSPN. For example, a STA of higher priority with one SSPN may not be guaranteed better treatment than a STA with lower priority with another SSPN.
	Element ID
	Length
	 Authorized Priority


Octets

1

1

1

Figure u27 Authorized Proirity element decription
The Element ID filed is TBD.

The Length Field is 1.

The Authorized Priority field specifies the relative priority of the STA within the SSPN context.
P.3.1.3.3 Authorized Max. Bandwidth Element

This Parameter is used for admission control at the AP. It is based on the Authorization Information delivered from the SSPN during the AAA procedure. 
	Element ID
	Length
	 Authorized Max. Bandwidth.Upstream
	Authorized Max. Bandwidth. Downstream


Octets

1
1

4



4

Figure u28 Authorized Max. Bandwidth element description
The Element ID filed is TBD.

The Length Field is 8.

The Authorized Max Bandwidth.Upstream field specifies the maximum admissible bandwidth for the flow originated from STA. It contains an unsigned integer value. Value of this parameter is measured in bytes per second.  
The Authorized Max Bandwidth.Downstrea field specifies the maximum admissible bandwidth for the flow destinated to STA.
[Note: Alternatively, this could be represented using Token Bucket parameters, e.g. p, b, r, m, and M, which are closer to the format used by HCCA TSPEC parameters.]
P.3.1.3.4 Non-AP STA Interworking Capability Element
This element is of the same format as the Interworking Capability Information Element defined in clause 7.3.2.36.

The AP SME obtains this information from the MLME-SAP, e.g. MLME-ASSOCIATE.indication. This information needs to be passed over the SSPN interface since the service authorisation decisions depends on the STA capabilities. This information is a STA specific attribute. 

P.3.1.3.4 AP Interworking Capability Element
This element is of the same format as the Interworking Capability Information Element defined in clause 7.3.2.36.


Similar to the Non-AP STA Interworking Capability Element (defined in clause P.3.1.3.3), this element will also impact the decision on interworking service authorization at SSPN.Therefore, it would go across the SSPN interface.


P.3.1.3.5 Authorised Service Access Type Element

This per STA parameter indicates the access type allowed for the STA based on the SSPN decision. The AP will use this information for authorization requests from the STA, e.g. allow or disallow direct link operation. 
	Element ID
	Length
	 Authorized Access Type


Octets

1

1

1


Figure u29 Authorized Service Access Type element description
The Element ID filed is TBD.

The Length Field is 1.

The Authorized Access Type field specifies the Access Type authorized by the SSPN.

	SSPN Access
	Local Access
	 Reserved


Bits

1

1

6

Figure u30 Authorized Access Type field description
The corresponding bits of the Authorized Access Type field shall be set according to following:

· Bit 0 is set to 1 if the STA is allow to access SSPN servcies, i.e. data packet will goes back to SSPN;
· Bit 1 is set to 1 if the STA is allow to have local IEEE 802.11 WLAN access directly, i.e. data packets can be routed using local configuration, e.g. direct link operation is allowed;

· The Reserved bits should be set to 0 and should be ignored in processing.
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P.3.1.3.6 STA Location Information Element

This element provides information about the STA’s location to the SSPN. It is required by the SSPN applying location based service control. The format of the location information is identical to that of the Location Configuration Information Report element defined in clause 7.3.2.22.9.
[Note: the clause number may vary when TGk draft is incorporated into the REVma draft]
P.3.1.3.7 STA State Information Element
This indicates whether STA is Active Mode or PS. This is necessary because when a STA is in the PS mode it may go to Doze state, and the AP needs to buffer the MSDU, and thus may not meet certain Interworking Service requirements. 
	Element ID
	Length
	 STA State


Octets

1

1

1


Figure u31 STA State Information element description

The Element ID filed is TBD.

The Length Field is 1.

The STA State field specifies the state of the STA. A value of 0 means STA is in PS mode, and a value 1 means STA is in Active mode.
P.3.1.3.7 Link Layer Encryption Method Element
This element indicates the RSN configuration supported by the STA. The format of this element is identical to that of the RSN information element defined in clause 7.3.2.25. AP obtains this information about the STA via the MLME SAP, and passes it to the SSPN. 
[Informative Note: 3GPP TS33.234 used to have a section on visibility and configurability (section 5.4). If this information is available to the SSPN, the operator would be able to have better control of the STA access, e.g. barring access to IEEE 802.11 networks if NULL encryption is used.This also related to the 3GPP network’s configuration regarding if pre-Authentication should be supported.]




P.3.1.3.8 Successfully Transmitted Data Count Element
This element indicates the count of the data traffic goes to and from a specific STA. Such information would be used by the on-line charging and accounting function, especially for the IEEE 802.11 WLAN local service, where the data taffic does not necessary goes through the SSPN network. In such cases, Layer 3 accounting/charging information is not reliable since addresses could be spoofed. Layer 2 would be a better place to collect such information since due to the cryptographic securtiy association that exists between the STA and AP. 

	Element ID
	Length
	 Data Count.Upstream
	Data Count. Downstream


Octets

1
1

4



4


Figure u32 Successfully Transmitted Data Count element description

The Element ID filed is TBD.

The Length Field is 8.

The Data Count.Upstream field specifies the successfully received data from the STA. The field contains a non-negative IEEE single precision floating point number. The value of this parameter is measured in byte.  

The Data Count Downstream field specifies the successfully send data to the STA. The field contains a non-negative IEEE single precision floating point number. The value of this parameter is measured in byte.

[Informative note: There are two aspects in this element, from DS to STA and from STA to DS. In the current IEEE802.11, such information is only available at the MAC_SAP: e.g. MA-UNITDATA.request, MA-UNITDATA.indication, MA-UNITDATA-STATUS.indication. This means that such information from the MAC_SAP should also be used by the Interwork Service Management function at SME to update the record associated with the association.]

11 MLME

11.4 TS operation
11.4.3 TS lifecycle
Change the following paragraph as indicated

While the TS is active, the parameters of the TSPEC characterizing the TS can be renegotiated, when the renegotiation is initiated by the non-AP QSTA or the HC if Interworking Service is enabled. This negotiation can succeed, resulting in a change to the TSPEC, or can fail, resulting in no change to the TSPEC.

An active TS becomes inactive following a TS deletion process initiated at either non-AP QSTA or HC. It also becomes inactive following a TS timeout detected at the HC. Alternatively, it becomes inactive when the HC receives instruction from SSPN if the TS is for accessing Interworking Service. When an active TS becomes inactive, all the resources allocated for the TS are released.
11.7 DLS operation
Change the following paragraph as indicated
b) If QSTA-2 is associated in the BSS, direct streams are allowed in the policy of the BSS and SSPN authorization information in case of Interworking Servcies, and QSTA-2 is indeed a QSTA, then the QAP forwards the DLS Request frame to the recipient, QSTA-2 (step 1b in Figure 210).

11.7.1.2 Setup procedure at the QAP
Change the following paragraph as indicated
Upon receipt of the DLS Request frame (step 1a in Figure 210), the QAP shall
— Send DLS Response frame to the QSTA that sent the DLS Request frame with a result code of Not Allowed in the BSS, if direct links are not allowed in the QBSS, or with a result code of Not Allowed by SSPN if IEEE802.11 WLAN local access if not allowed in the SSPN authorization information either of the QSTA (step 2b in Figure 210).
11.10.3 Interworking Procedures: User Plane Support for QoS Mapping from External Networks
User plane control, e.g. QoS, is one of the major factors for a satisfactory Interworking experience. Due to the system difference, different flavours of User Plane control mechanisms are used in different networks. Therefore, native services that were developed in the different networks would have different pre-requisites for the network control capabilities. In order to interwork WLAN with these networks, i.e. to provide access to these services from WLAN, the WLAN User Plane control mechanism needs to made inline with these requirements. For example, to deploy the 3G IMS services over the WLAN would require that QoS control in WLAN be at equivalent level with 3G networks. 


Ideally, a QoS mapping guideline should be available to ensure a consistent mapping between end-to-end (i.e. network layer) QoS requests and the way that this QoS is provided in a WLAN (i.e. at the link layer). This helps to provide a consistent user experience of WLAN interworking. If an inconsistent mapping is used then:
· Admission control at the AP may incorrectly reject a service request, because it has interpreted the request as being different to that intended by the STA
· The user may be given a different QoS over the WLAN to that expected, e.g. a lower QoS may be provided by the WLAN than the STA expected 

For example, IETF DiffServ is widely used in different external networks as a network layer QoS scheme. A Differentiated Service Code Point (DSCP) is embedded in the IP header of a data packet to signal the end-to-end priority. However, to preserve this priority over-the-air, i.e. in IEEE 802.11, the DSCP should be properly mapped to the IEEE 802.11e Access Categories (AC).  The QoS Map Distribution operation described below provides a method for synchronize the QoS mapping at the STA and AP. 
After the non-AP QSTA finished the RSNA security procedures, its SME shall generate a MLME-QoSMap.request primitive to the MLME. The MLME of the non-AP QSTA shall send a QoS Map Request action frame to the AP.

When the MAC entity at the AP receives a QoS Map Request action frame from a non-AP QSTA, the MLME shall generate a MLME-QoSMap.indication primitive to its SME.

When SME of the AP receives a MLME-QoSMap.indication, it shall generate a MLEM-QoSMap.response primitive. The SME of the AP can also decide when to generate an unsolicited MLME-QoSMap.response primitive to the MLME based on its configuration status.

When the MLME of the AP receives a MLME-QoSMap.response, it shall send a QoS Map Configure action frame to the corresponding non-AP QSTA MAC entity.

[Editorial Note: To add in example frame exchange sequence.]
Annex K

(Informative)

Admission Control
Insert use of authorization information from SSPN in the admission control into corresponding sections
[Note: Possible authorization information used in admission control:

· Maximum allowed priority

· Maximum allowed bandwidth

· Maximum delay

]
K.2.1 Use of ACM (admission control mandatory) subfield

It is recommended that admission control not be required for the access categories AC_BE and AC_BK. The ACM subfield for these categories should be set to 0. The AC parameters chosen by the QAP should account for unadmitted traffic in these ACs.
When the “dot11InterworkingImplemented” is set, the QAP shall enforce the admission control on all the access categories for the non-AP STA based on the “Maximum Allowed Priority” of the SSPN element. 
K.3.1 Guidelines for deriving service schedule parameters

The HC establishes the SI for each admitted TS for a non-AP QSTA to derive the aggregate minimum SI contained in the non-AP QSTA’s service schedule. The SI for each TS is equal to a nonzero minimum SI contained in the TSPEC, if it exists; otherwise, it is the nominal MSDU size divided by the mean data rate. The SI contained in the service schedule is equal to the smallest SI for any TSPEC.

The HC may use an aggregate “token bucket specification” to police a non-AP QSTA’s admitted flows. The HC must derive the aggregate mean data rate and aggregate burst size to establish the aggregate token bucket specification. The aggregate mean data rate is equal to the sum of the mean data rates of all of the non-AP QSTA’s admitted TSs. The aggregate burst size is equal to the sum of the burst size of all of the non-AP QSTA’s admitted TSs. An aggregate token bucket is initialized with the aggregate burst size. Tokens are added to the token bucket at the aggregate mean data rate.
When the “dot11InterworkingImplemented” is set, the HC shall verify the aggregated mean data rate against the the “Maximum Allowed Bandwidth” of the SSPN element for admitting a TS for a non-AP QSTA.
P.3 Interworking and SSPN Interface Support
The Interworking Service architecture defines the scope of SSPN interface. This interface is provided by IEEE802.11 MAC to support the interworking services. 
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Figure u25 Basic Architecture of Interworking Services
In an interworking scenario, the IEEE802.11 AN is operating in infrastructure mode. Therefore, IBSS cases are not considered.  This means that the capability info element would always have the ESS subfield set to 1 and IBSS subfield to 0 in the Beacon or Probe Response management frames.
As shown in Figure u25, between the IEEE802.11 AN (the ESS) and SSPN, there is at least one connection to support Authentication, Authorisation, and Accounting (directly or indirectly). Optionally, there could be one or more data plane connections between the ESS and SSPN, or other networks. The data plane connections are not shown in the figure since this section concerns only control aspects. 
To support the AAA connection, there is an AAA Agent in the ESS, and another AAA Entity in the SSPN. As shown in the basic architecture, the AAA Agent in the ESS exchanges information with the AAA Entity in the SSPN through the AAA Interface. The AAA Interface and corresponding Information Elements are as defined by the external network standards, e.g. 3GPP/2. However, these information elements are not defined in the IEEE802.11 context. For example, some of the higher layer configuration information elements are of no concern to the IEEE802.11 MAC. Therefore, certain interpretation, filtering, and mapping will be carried out by the AAA Agent. The AAA Agent then configures the AP (and the corresponding STA, e.g. the STA2) through the interface described here (the SSPN Interface). 
[Note: One example of the AAA Agent is the AS as defined in the current IEEE802.11 standards.]

This section defines a list of basic information elements that must be supported by the SSPN Interfce. These information elements are crucial for the operation of the AP to deliver service to STAs that have credential from SSPN. They could be, for example, for the AP admission control, scheduling, DS operation, etc. These information elements may not actually go across the AAA Interface, but will influence the information exchanged over the AAA Interface (which is defined in external groups, e.g. 3GPP).  
In this sense, the SSPN Interface Information Elements depend on two aspects: the AAA Interface definition and the MLME_SAP & PLME_SAP for the STA in AP. The first aspect is essentially the control knobs the SSPN operator would like to have on the IEEE802.11 AN, and the second aspect is what the control IEEE802.11 MAC can provide. The SSPN interface is an abstract superset of the elements defined by the AAA Interface (defined by the external network), in IEEE802.11’s context. The SSPN Interface essentially defines the information utilized by the Interworking Service Management function in the SME. 
Therefore, the SAPs defined, e.g. MLME_SAP and PLME_SAP (Clause 10), are amended accordingly to support exchange such information between the MAC function and the SME at AP (in turn to the AAA Agent in the basic architecture). In this section, a description is provided on how the information should be utilized in the AP MAC operation for providing interworking service to the STA.  
[Note: 


A definition of the MIB for these information elements transferred over SSPN interface is left to the later stage of the draft development.
Extension of the AAA Interface protocols, e.g. Diameter/RADIUS, might be necessary in IETF. RFC3580 [2] provides an example of such efforts.]

P.3.1 Usage of the SSPN Interface elements by MAC 

Here defines how the information is used by the MAC layer in its operation. 
P.3.1.1 Use of the information in AP
The QAP utilizes the “Authorized Priority” and “Authorized Max. Bandwidth” in the admission control of the request from a non-AP QSTA, as described in Annex K. 

The QAP utilized the “Authorized Service Access Type” to decide if the DLS operation is allowed. 

P.3.1.2 Update of the information (Optional)
SSPN Interface information element may be updated due to the SSPN decisions. This type of updated may affect the service level to be provided to the STA. However, it does not necessary mean a re-establishment of connection. Enforcement of certain information needs to be initiated by the STA, e.g. the QoS scheme as defined in clause 9.9. In this case, an indication of the information update should be provided to the STA from AP. In order to support the re-negotiation of parameters from the AP, the QSTA shall allow the receiving of an ADDTS.response action frame. When the QSTA receives an unsolicitated ADDT.response action frame from the QAP, it will intiated a new ADDTS procedure to renegotiate the parameters with the QAP.
[Note: For example, in the 3GPP procedures [TS29.234 v6.5.0], the authorisation information update will trigger a re-authentication procedure. However, this does not necessary trigger the re-establishment of the whole session at Layer 2. For example, the QoS session establishment is usually always initiated by the STA. Since the RSN authentication procedure is carried over the data frames, the re-authentication is transparent to the MAC. Two possible approaches exists to support the information update:
1. To include the extra IE in the re-authentication trigger (from AP to the STA). So that, when the authorisation information is updated, it should also trigger the (SME at) non-AP Q STA to issue, e.g. ADDTS.request, so that the new parameters could be enforced. The STA can decide what are the actual actions to take once it know about the update of the authorisation information, not limited to QoS update.

2. To allow the AP to send the ADDTS.response action frame to the STA when it sees a change in the authorisation information. The modification necessary is then to allow STA to receive such an action frame without solicitation. 

Comparing the two options, the first one is more extensible. It can support other type of operation than QoS that may require initiation at the STA to initiate. However, option 2 requires fewer changes. And, at this moment, no action to be initiated by the STA other than QoS has been identified. ]
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