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802.11r/D3.0 LB78 CID 1619 / IEEE 802.1X portControl

802.11r/D3.0 uses 802.1X portControl state variable force the 802.1X port into authorized state. This mechanism has a drawback of disabling EAPOL state machines completely since PAE state machine would remain in FORCE_AUTH state. This would disable re-authentication requested by both the authenticator (internally in EAPOL state machine) and by the supplicant (by sending EAPOL-Start). In addition, FORCE_AUTH state sends out a canned EAP-Success message.

In order to resolve this issue, IEEE 802.1X/EAPOL state machines should be used to change port state. This is already happening for the initial association, so use of ForcedAuthorized can be removed from the state machines showing this case. Looking at the state machines defined in IEEE 802.1X-2004, following tasks would need to happen for the FT case to work by using EAPOL state machine to authorize the port. This is based on the authenticator state machine, but supplicant case is similar.

PAE: INITIALIZE

BE: INITIALIZE

PAE: DISCONNECTED

BE: IDLE


authStart = FALSE

PAE: RESTART


eapRestart = TRUE

<something to reset eapRestart to FALSE>

PAE: CONNECTING


reAuthenticate = FALSE


inc(reAuthCount)

<something to set eapSuccess>

PAE: AUTHENTICATING


eapolStart = FALSE


authSuccess = FALSE


authFail = FALSE


authTimeout = FALSE


authStart = TRUE


keyRun = FALSE


keyDone = FALSE

BE: SUCCESS


txReq() (send EAP-Packet _only_ if one is available, i.e.,



nothing sent here)


authSuccess = TRUE


keyRun = TRUE

BE: IDLE


authStart = FALSE

PAE: AUTHENTICATED


authPortStatus = Authorized


reAuthCount = 0

<OK state for waiting session timeout, re-authentication request, or EAPOL-Start>

Annex E (informative) defines PAE SM <-> EAP/AAA interface. EAP is mentioned as an example, i.e., 802.11r could be another “higher layer” for 802.1X. Following proposed changes to 802.11r/D3.0 add this kind of functionality and address CID 1619 from LB87. This is done by removing the unneeded use of ForceAuthorized from initial association (EAPOL state machines are authorizing the port anyway in this case) and by adding a new SKIP-EAP state to the R1KH state machines to act as a very simple “higher layer” for 802.1X.

Proposed changes to 802.11r/D3.0

8A.6.2 R1KH authenticator FT initial association state machine

In Figure 158N (R1KH authenticator FT initial association sm), remove

“802.1X::portControl = ForceAuthorized' from FT-PTK-INIT-DONE state.

8A.6.2.1 R1KH authenticator FT initial association state machine states

Remove the following text from the description of FT-PTK-INIT-DONE: “ and generates the trigger to open the 802.1X port”

8A.6.3 R1KH authenticator FT mechanisms state machine

In Figure 158O (R1KH authenticator FT mechanisms sm), add transition from FT-HANDSHAKE-DONE state to a new state SKIP-EAP with following condition: 802.1X::eapRestart. Add a new state SKIP-EAP with following operations:

  802.1X::eapRestart = FALSE

  802.1X::eapSuccess = TRUE

  802.1X::eapFail = FALSE

8A.6.3.1 R1KH authenticator FT mechanisms state machine states

Remove the following text from the description of FT-HANDSHAKE-DONE: “This state generates the trigger to open the 802.1X port.”

Add the following text into the end of 8A.6.3.1:

SKIP-EAP: This state is entered after successful completion of FT mechanism. This state generates the trigger to get the EAPOL state machines to open the 802.1X port.

8A.6.5 R1KH supplicant initial association state machine

In Figure 158Q (R1KH supplicant FT initial association sm),  remove

“802.1X::portControl = ForceAuthorized” from FT-PTK-INIT-DONE state.

8A.6.5.1 R1KH supplicant initial association state machine states

Remove the following text from the description of FT-PTK-INIT-DONE: “ and generates the trigger to open the 802.1X port”

8A.6.6 R1KH supplicant FT mechanisms state machine

In Figure 158R (R1KH supplicant FT sm), add transition from FT-DONE state to a new state SKIP-EAP with following condition: 802.1X::eapRestart. Add a new state SKIP-EAP with following operations:

  802.1X::eapRestart = FALSE

  802.1X::eapSuccess = TRUE

  802.1X::eapFail = FALSE

  802.1X::eapNoResp = TRUE

8A.6.6.1 R1KH supplicant FT mechanisms state machine states

Remove the following text from the description of FT-DONE: “This state generates the trigger to open the 802.1X port.”

Add the following text into the end of 8A.6.6.1:

SKIP-EAP: This state is entered after successful completion of FT mechanism. This state generates the trigger to get the EAPOL state machines to open the 802.1X port.

Motion

Move to instruct the editor to apply the proposed changes from 11-06/1769r1 to the 802.11r draft and to accept the comment 1619 in LB87 with the resolution of “Accepted. Addressed with the acceptance of 11-06/1769r1.”

Abstract


IEEE 802.11r/D3.0 uses ForceAuthorized variable to force IEEE 802.1X port into authorized state in supplicant and authenticator R1KH state machines. This mechanism has issues since it disables EAPOL state machines and do not allow them to used, e.g., for re-authentication. This submission proposes changes to 802.11r/D3.0 to allow IEEE 802.1X port to be set without having to use ForceAuthorized and addresses CID 1619 of LB 87.
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