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Change 8.5A.6 and 8.5A.7 as follows: 
8.5A.6 Fast BSS Transition key holders

The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. The PMK-R0 Key Holder derives the PMK-R0 key for use in the Mobility Domain utilizing either the MSK (when the AKM negotiated is 00-0F-AC:3) or the PSK (when the AKM negotiated is 00-0F0AC:4). The PMK-R0 Key Holder shall be responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. 
The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. The PMK-R1 Key Holder shall derive the PTK mutually with the STA. 
The R0KH and R1KH are responsible for the derivation of keys in the FT key hierarchy. For Fast BSS Transition, the functions of the IEEE 802.1X Authenticator are distributed among the R0KH, and R1KH in the AP. 
Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder name is assumed to be expressed as a unique identifier within the Mobility Domain. This identifier is communicated to the STA and other key holders, and is bound into the key derivation. Each key holder name shall be mapped to a physical entity in the DS where it resides. 
The R0KeyHolder shall meet the following requirements: 
· The R0KeyHolder shall be co-resident with the NAS Client functionality of the IEEE 802.1X Authenticator. 
· The R0KeyHolder identifier (R0KH-ID) shall be set to the NAS ID as defined in RFC 2865. 
· When the PMK-R0 lifetime expires, the R0KeyHolder shall delete the PMK-R0 SA and should revoke all PMK-R1s derived from the PMK-R0. 
The R0KeyHolder does not expose the PMK-R0 to other parties.
The R1KeyHolder shall meet the following requirements: 
— The R1KeyHolder identity (R1KH-ID) shall be set to the MAC address of the physical entity that stores the PMK-R1 and uses it to generate the PTK. That same MAC address shall be used to advertise the PMK-R1 identity to the STA and the R0KH. 
— The R1KeyHolder shall provide the IEEE 802.1X Authenticator function to derive and distribute the GTK to all connected STAs. 
— When the PMK-R1 lifetime expires, the R1KeyHolder shall delete the PMK-R1 PMKSA and shall revoke all PTKSAs derived from the PMK-R1 using the MLME-DELETEKEYS primitive. 
The PMK-R1 is known only by the R0KeyHolder and corresponding R1KeyHolder.
8.5A.7 Assumptions for PMK-R1 distribution within a Mobility Domain

The PMK-R0 Key Holder and the PMK-R1 Key Holder are assumed to have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties.  This standard assumes that the key transfer includes the PMK-R1, the PMK-R1 context, and the associated key authorizations.  The protocol for distribution of keying material from the PMK-R0 key holder to the PMK-R1 key holder is outside the scope of this specification.
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Abstract





Email discussion on the TGr reflector and discussion on the TGr teleconferences indicate the assumptions given for security are not sufficient.





This submission proposes the additions to 8.5a.6/8.5a.7 to strengthen the security assumptions.
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