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Interpretation Number: 1-11/06 (ambiguous TKIP replay protection requirements)

Topic: requirements for protection of TKIP frames from replay attack
Classification: Unambiguous
Interpretation Request

Topic: TKIP Replay protection has contradictory statements in the standard.

Subsections: As indicated below. The different “rules” as given in the different sections have been indicated as word-style comments.

Section 6.1.5:

During reception, a received data frame goes through processes of MPDU header and cyclic redundancy code (CRC) validation, duplicate removal, possible reordering if the Block Ack mechanism is used, decryption, defragmentation, integrity checking, and replay detection. 
After replay detection (or defragmentation if security is used), the MSDU is delivered to the MAC_SAP or to the DS. The IEEE 802.1X Controlled/Uncontrolled Ports discard the MSDU if the Controlled Port is not enabled and if the MSDU does not represent an IEEE 802.1X frame. TKIP and CCMP MPDU frame order enforcement occurs after decryption, but prior to MSDU defragmentation; therefore, defragmentation will fail if MPDUs arrive out of order.

TKIP: Section 8.3.2.1.2a:

Before WEP decapsulates a received MPDU, TKIP extracts the TSC sequence number and key

identifier from the WEP IV and the extended IV. TKIP discards a received MPDU that violates the

sequencing rules
 (see 8.3.2.6) and otherwise uses the mixing function to construct the WEP seed.

TKIP: Section 8.3.2.4:

Before verifying the MIC, the receiver shall check the FCS, ICV, and TSC for all related MPDUs. Any MPDU that has an invalid FCS, an incorrect ICV, or a TSC value that is less than or equal to the TSC replay counter shall be discarded before checking the MIC
. This avoids unnecessary MIC failure events. Checking the TSC before the MIC makes countermeasure-based denial-of-service attacks harder to perform. While the FCS and ICV mechanisms are sufficient to detect noise, they are insufficient to detect active attacks. The FCS and ICV provide error detection, but not integrity protection.

TKIP: Section 8.3.2.6f:

TKIP replay detection takes place after the MIC verification
 and any reordering required by ACK

processing. Thus, a receiver shall delay advancing a TKIP TSC replay counter until an MSDU

passes the MIC check, to prevent attackers from injecting MPDUs with valid ICVs and TSCs, but

invalid MICs.

Interpretation Response

The standard is not ambiguous on this point.  There is only a single requirement in the standard, stated in 8.3.2.4, for the detection and discarding of a given MPDU using the TSC and TSC replay counter.  However, there is additional descriptive material in the clauses indicated by the requester (6.1.5, 8.3.2.1.2a, and 8.3.2.6f) that leads to confusion on how to implement this requirement.
In 8.3.2.6f and in 6.1.5, the term “replay detection” refers to the larger replay protection mechanism using the TSC replay counter, not just to the comparison of the values of the received TSC and the TSC replay counter.

This issue will be forwarded to the 802.11 Working Group for consideration in a future revision of the standard.
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Response to the interpretation request on ambiguous rules for TKIP replay protection.











�Rule 1. De-crypt, De-frag > MIC > Replay protection


�Rule 2. De-crypt, Replay protection > Defrag > MIC


�Rule 3. Replay protection > De-crypt.


�Rule 2


�Rule 1





Submission
page 3
Bob O'Hara, Cisco Systems

