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Overview
Comment #879 of LB87 pointed out a situation where the STA and R1KH can get out of sync in their understanding of remaining key lifetime, when the negotiated AKM is PSK. This came as a result of the removal of the Nonce in the key name calculation, resulting in the PMKR0Name value being constant for PSK. 

This submission includes the normative text based on the results of the straw poll conducted at the TGr ad-hoc session 11/13/2006 (result of straw poll for this resolution was yes-10, no-1), which proposed that this problem be rectified by making the key lifetime of the PMK-R0 generated by PSK infinite.

Changes to D3.0
Change third paragraph of 8.5a.1 as follows:

The lifetime of the PMK-R0, PMK-R1, and PTK keys are bound to the lifetime of the PSK or MSK. For example, the 802.1X AS may communicate the MSK key lifetime with the MSK. If such an attribute is provided, the lifetime of the PMK-R0 shall be not more than the lifetime of the MSK. If the MSK lifetime attribute is not provided, or for PSK, the key lifetime shall be the value of the MIB variable dot11FTR0KeyLifetime. For PSK, the key lifetime shall be infinite.
Change final paragraph of 7.3.2.47 as follows:

For the Reassociation Deadline interval, a value of zero indicates no deadline exists. For the Key Lifetime interval, a value of zero indicates the key lifetime is infinite, and will not expire is reserved.
Change description of dot11FTR0KeyLifetime as follows:

"This attribute shall specify the default lifetime of the PMK-R0, in minutes, when derived from a PSK, or when a Session-Timeout attribute is not provided during the EAP authentication. This attribute does not apply to PSK, where the key lifetime is infinite."
Resolve LB87 comments as follows:

	560
	Counter. Key Lifetime value of zero changed to mean infinite. Text changes in 11-06-1745.

	856
	Counter. Initial association for PSK changed so that the key lifetime of the generated PMK-R1 matches the infinite lifetime of the PSK itself. Text changes in 11-06-1745.

	859
	Counter. Initial association for PSK changed so that the key lifetime of the generated PMK-R1 matches the infinite lifetime of the PSK itself. Text changes in 11-06-1745.

	897
	Counter. Initial association for PSK changed so that the key lifetime of the generated PMK-R1 matches the infinite lifetime of the PSK itself. Text changes in 11-06-1745.

	899
	Counter. Initial association for PSK changed so that the key lifetime of the generated PMK-R1 matches the infinite lifetime of the PSK itself. Text changes in 11-06-1745.

	911
	Accepted. With PMK-R0NameSalt, PMKR0Name isn't needed in formula for PMK-R1.

	1143
	Accepted
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Abstract


Current TGr limits the Key Lifetime to a maximum of 45 days (65,535 minutes).





This submission proposes that a Key Lifetime value of zero (0) indicate a PSK that has no expiration.
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