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· Call to order

· Agenda for the November 2007 TGr session is document 11-06/1664r0

· Ad-hoc Agenda – 8:00am – 10:00am

Anonce

Comments Resolution

· Review IEEE 802 policies and procedures for Intellectual Property.

The following slides from 06/1664r2 were presented to the Task Group:

The slide titled “IEEE-SA Standards Board Bylaws on Patents in Standards”

The slide titled “Inappropriate Topics for IEEE WG Meetings”

The slide titled “Copyright”

The IEEE holds the copyright for all submissions at these meetings.

Chair asked if anybody has any questions about the patent policy.
None

· Anonce discussion

For PSK mode, there is an issue with the PMK-R0 Name being the same across all Initial Associations.  Example of LB Comment is 897.  The Key Lifetime known between the R0KH & R1KH can become out of synch.

Since PSK’s are administered out-of-band, all KH’s have a fixed lifetime for a PSK that is equal.  Suggestion is to ignore the Key Lifetime field for PSK – 45 days is the maximum lifetime that can be indicated.  Setting the lifetime field to zero can be used to convey that the key does not expire.

There were comments that TGr should not address PSK at all.  That comment has been resolved as indicated that PSK is needed for certain deployments.
One option mentioned on the reflector is going to 32 bits for the lifetime field.

This option may not resolve the issue. It would require synchronized clocks on all KH’s

Straw Poll: Which of the following alternatives for comment resolution of 897 are acceptable (yes/no for each):

a) Simple Anonce solution present in the comment resolution of 897 in the 1596 spreadsheet: 2 yes, 4 no

b) Rescind comment 11-06-1147 (accept 11-06-1636): 2 yes, 5 no

c) A new R0 Nonce (11-06-1663): 5 yes, 4 no

d) Define the key lifetime = 0 to mean never expires (needs submission): 10 yes, 1 no

· Discussion on Issue Group 99

Comment 20 – The Target AP does not obtain all the AS information from the initial association.

The 3 party protocol provides a mechanism to transport the AS information to the R1KH.

An informative note would be helpful explaining how this is performed.

Comment 1619 – it is not clear how much work is required to resolve this.  We cannot make changes to 802.1X.  Is there any other mechanism to invoke the session timeout behaviour?  Jouni will take a closer look at this to see what options are available.

· Discussion on Groups 1-4

There will be a motion at 17:30 today to accept the resolutions for these comments.

Are there any issues on Groups 1-4 at this time?

Comment 1531 – Accepted to place sub-clause immediately after main clause number per IEEE style manual.

· Discussion on General Encapsulation Scheme (comments 1835, 1860)

Bill Marshall drafted submission 06/1622 to address these comments.  The STA will use ordinary data packets rather than Action Frames.  The receipt of the frame by the Target AP is sent down to the SME and then back up such that it appears to be received as any other management frame.

The current scheme is received by the RRB and sent to SME to be processed.  Current draft uses the “Reservation Local” interface.  This new scheme a cleaner approach.  

Is the processing of over-the-DS and over-the-air frames at the Target AP now the same? Yes.

The RRB mechanism we have is fine.  This is still a management frame, just encapsulated in a data frame.  With this the STA must create both a management frame and then encapsulate it in a data frame.  It is more work for the STA.

The group agrees that for greenfield, the encapsulation scheme is cleaner. 
Are you proposing to use data frames for both over-the-air and over-the-DS?

No, continue to use Auth frames for over-the-air.

The processing will be different on the Target AP.

· Adjourned at 9:30 am.

Monday November 13, 2006

4:00 pm

Call to order

· Review IEEE 802 policies and procedures for Intellectual Property.

The IEEE owns the copywrite for all submissions at these meetings.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Review operating rules for a Task Group.

· Attendance reminder.

· Approve minutes from the September session – document 11-06/1477r1
Minutes are approved unanimously.

· Approve minutes from the Teleconference sessions – document 11-06/1575r2
Minutes are approved unanimously.

· Approve minutes from the TGr October Adhoc meeting – document 11-06/1606r0
Minutes are approved unanimously.

· Agenda – document 11-06/1664r2
Any changes to the agenda will be posted in document 11-06/1664r3
· Discussion on security assumptions for TGr.
What assumptions is TGr security built upon?

We need to understand what the trust relationships are for TGr.
There was a section in draft 2.2 that stated the requirements but no the assumptions.

For instance, there is an implicit assumption that the R0KeyHolder does not divulge the key to an untrusted party.

It would be beneficial to bring the text back from draft 2.2 and updated as discussed.

The text from draft 2.2 is included in all three submissions to address the key distribution comments from the last letter ballot.

Document 11-06/1754r0 will be updated based on this discussion and submitted by Bill Marshall.
· Discussion around PSK support within IEEE 802.11r
There are cases in the home with HDTV that PSK support is required. Cordless phones are required for Fast Transition.

PMK caching can handle the home case.

PSK support was previously required for FIPS.

The only savings is the 4-way handshake in the pre-shared key case. We already have a solution for PSK.

Most of the time in a home scenario, there will be no fast transitions.

If you enable IEEE 802.11r and IEEE 802.11e, then there is an issue with Fast Transition.

In the enterprise, wireless switches have addressed the roaming problem.

Once there are multiple controllers, there is a problem with roaming.
The problem that IEEE 802.11r addresses occurs when QoS and security both enabled.

The 4 message or 6 message exchanges for Fast Transition resolve the QoS problem.

There is a synchronisation problem with key lifetimes. That was resolved at this morning’s adhoc meeting.

· Discussion on comment resolutions for groups 1 through 4 in comment resolution document 11-06/1576r7 

Comments 279, 499, and 1969 should not be considered in this blanket motion.

We have rejected comment 490 because it requested the insertion of a summary table. However we had taken the table out to address another comment.

Comments 1713 and 1714 will be accepted.

MOTION at 5:30pm: Accept the comment resolutions in document 11-06/1576r7 in comment group #1 through comment group #4, with the exceptions of comments 279, 499, and 1969.

By: Rajneesh Kumar
Second:  Bob Miller
Discussion: 
· None.

Result: 9 – Yes; 0 – No; 1 – Abstain. Motion Passes.

· Discussion on comments in group 99 in 11-06/1576r7. THE TG EDITOR REQUESTS A RULING FROM THE TGr CHAIR ON THE VALIDITY OF COMMENTS IN GROUP 99.
The IEEE SA policy rules state that comment resolutions must contain a proposal of changes to the draft that if accepted, would convince the no vote to a yes vote.

The comments in group 99 do not have sufficient details for the task group to provide normative text.

Nobody from the task group has provided normative text to address this comment.

Comment 18 should be valid because it asks more description on the relationship between the Key Holders and the Authenticator.

IEEE SA rules state that it’s up to the commentor to provide enough details so that the task group can resolve the comment and change the no vote to a yes vote.

It’s up to the commentor to be specific enough for the task group to address the comment.
We may lose information if we just reject comments as a blanket ruling.

The IEEE requires that the editor to create an auditable trail of all changes to the document.

If some of the comments are ruled invalid, but normative text to address the comment is presented during this session, then the comments can be updated and resolved by the draft.

We should be due diligence done to address these comments, so that we can move forward to address these comments.

There is a big difference between rejecting a comment and declining a comment. These comments should be declined.

We have just address comments that should also be rejected.
Comments 20 and 1619 should not be included in this ruling.

The rules of the IEEE SA are very clear. The rules were made by the IEEE SA are created to move the process forward.

If the editor cannot show an auditable trail, REV CON can instruct a Task Group to start over again.

This group should not revert to policies and procedures to reject comments.

A comment must provide enough details for the task group to determine how to addresss the comment.
The chair will make a ruling later in the week.

· Recess until Tuesday at 8:00am
Tuesday November 14, 2006

8:00 am

· Call to order

· The comment resolution document has been updated to document 11-06/1576r8

· We will continue discussion on comments in issue 99 in 11-06/1576r8 at a later time.

· Discussion on PMK-R1 Distribution Security Analysis by Lily Chen as document 11-06/1765r0
Document gives background on key distribution issues and how they have been addressed in TGr.

The content of these messages are not out of scope for TGr. The transport of the content is out of scope for TGr.
There is no risk of replay attacks for this three party protocol.

There is still no trust relationship defined between the R0KeyHolder and the R1KeyHolder.

The transaction that takes place between the R1KeyHolder and R0KeyHolder is in-line with the Association exchange. Also, the R1KeyHolder may take time to discover the R0KeyHolder.
The MK encryption could be replaced by a PRF function to address the problem with the key hierarchy.

The PMK-R0 and the MK are independently derived from the MSK. The MK cannot be separated across multiple PMK-R1’s.

In both the push and pull model, the R0KeyHolder and the STA can agree that the R1KeyHolder is trusted.
If there is no push or pull model, there is no basis for the relationship between the R0KeyHolder and the R1KeyHolder. The R1KeyHolder can lie about what identity that the R1KeyHolder presents to the STA.

This problem is an authorisation problem. The STA and the R0KeyHolder need to identify and agree on the identity of the R1KeyHolder. However it is not part of the push or pull model.

The proposed three party push or pull model solves a fundamental flaw with TGr.

This is really a 3 party problem and the STA has no reason to trust the R1KeyHolder unless the STA and the R0KeyHolder agree on the identity of the R1KeyHolder.

There still is not an explicit mechanism to define how the R1KeyHolder is authorised to receive the PMK-R1.

The STA always provides the contribution key, regardless if the model is a push or pull model. This will be presented in the submission today.

The problem is that we have not agreed on a common system definition so that we cannot complete the security definition.
This presentation asks the question “how does the R1KeyHolder obtain the PMK-R1 and how is it authorized to receive it”

· Discussion on document 11-06/1612r2 by Bill Marshall.

None.

MOTION at 9:13am: Accept the submission contained in document 11-06/1612r2, and instruct the editor to incorporate the changes into the draft.
By: Bill Marshall

Second: Kapil Sood.

Discussion:

· This motion brings back a known security flaw and brings us back to a place we shouldn’t be.

· Draft 2.2 was a good draft and the process took a take a step backwards in our progress.

· If we are going to have a pull or a push model, we need to go back to base assumptions so that we call the question.

· These push or pull models address the security requirements for TGr.

Result: Yes – 23; No – 9; Abstain – 10. Motion fails.
· Discussion on document 11-06/1613r2 by Bill Marshall.

None.

MOTION at 9:20am: Accept the submission contained in document 11-06/1613r2, and instruct the editor to incorporate the changes into the draft.
By: Bill Marshall

Second: Michael Montemurro.

Discussion:

· None.

Result: Yes – 9; No – 13; Abstain – 13. Motion fails.

· Discussion on comments in Group 5 in the comment resolution spreadsheet document 11-06/1576r8.

The previous submissions were presented to address these comments.

We are going to have to decide what the technical reason is for rejecting these comments.

· Discussion on document 11-06/1596r3 by Bill Marshall.

None.

MOTION at 9:34am: Accept the submission contained in document 11-06/1596r3, and instruct the editor to incorporate the changes into the draft.
By: Bill Marshall

Second: Bob Miller.

Discussion:

· None.

Result: Yes – 10; No – 10; Abstain – 16. Motion fails.

· The task group would like to thank Bill Marshall for all his hard work is preparing these submissions.

· Discussion of document 11-06/1628r0 by Dorothy Stanley
None.

MOTION at 9:43am: Accept the submission contained in document 11-06/1596r3, and instruct the editor to incorporate the changes into the draft.
By: Dorothy Stanley

Second: Journi Malinen.

Discussion:

· None.

Result: Yes – 26; No – 0; Abstain – 5. Motion passes.

· We need to bring up a motion to accept the comment resolutions that we have addressed today.

· Recess until 1:30pm.

Tuesday November 14, 2006

1:30 pm

· Call to order

· Discussion on MDIE Policy Bit Definitions by Michael Montemurro in document 11-06/1640r2.

The AP should be able to indicate to the STA that it cannot handle RIC’s as part of the base mechanism.
MOTION at 1:46 pm: Accept the submission contained in document 11-06/1640r2, and instruct the editor to incorporate the changes into the draft.
By: Michael Montemurro
Second: Rajneesh Kumar
Discussion:

· None.

Result: Yes – 10; No – 0; Abstain – 6. Motion passes.

· Discussion on Key Derivation (Technical Issue number 8); document 11-06/1745r1 Key Lifetime for PSK.

This document was revised to address comment 560 as well.

MOTION at 1:50 pm: Accept the submission contained in document 11-06/1745r1, and instruct the editor to incorporate the changes into the draft.
By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 15; No – 0; Abstain – 2. Motion passes.

· Discussion on document 11-06/1622r0 by Bill Marshall

We already have a mechanism for the STA that works. We are changing it because there were two comments on the last letter ballot.
The MLME-RemoteManagement could maintain a table of destination MAC’s.

In IEEE 802.11e, only management messages are allowed to be transmitted using AC_VO without a TSPEC.

This submission only removes the term RRB.

We already use a similar mechanism in IEEE 802.11i for communications over the wire.

This imposes more additional work in sending frames across the DS between AP’s.

This proposed solution is much simpler for an Access Point to implement.

One of the messages that can be sent back from the target AP to the STA is a disassociate message. This is a technical flaw in this proposal. The target AP should not be able to send a disassociate frame to the STA.
We need a mechanism to provide over-the-DS communication. This mechanism is simpler and more extensible. This provides a generic mechanism is extensible and adding the definition of new management frames.

Action frames are needed to communicate between a STA and an AP.

For the STA, it has to create a management frame “over-the-Air”, and create a management frame and encapsulate the frame in a data frame “over-the-DS”.

This proposal is a good start in addressing this issue.

MOTION at 1:50 pm: Accept the submission contained in document 11-06/1622r0, and instruct the editor to incorporate the changes into the draft.
By: Bill Marshall

Second: Journi Malinen

Discussion:

· The reason why we used action frames is to transmit the FT frames using AC_VO.

· An easy way to fix this is to update a QoS-enabled AP to implement a packet classifier.

· There are different solutions to address QoS for this proposal.
Result: Yes – 6; No – 4; Abstain – 10. Motion fails.

· Discussion on document 11-06/1718r0 by Bill Marshall on TGr state machines

There is more tolerance to errors in informative text versus normative text.

We could delete the state machine definitions.

We could fix the state machine issues.
The state machines confuse the reader and do not clarify how the protocol works.
The intention of creating the state machines is to take the normative text and to clearly indicate how the normative text works.

These state machines do not provide the only way to implement TGr correctly. If so, they should be informative.

The state machine simply repeats the normative requirements. It is not good practice to repeat the description of normative procedures.

There is nothing in this presentation to indicate why the state machines should not be normative.

The state machines are very useful. They drive out issues.

Why would these state machines be informative given that the IEEE 802.11i state machines are normative?

The state machines should be included in the draft. They are useful in providing a security analysis.

If the state machines are left informative, then there is no onus on updating the state machines.

This resolution applies to 2 comments. The other 198 comments have already been resolved.

MOTION at 2:43 pm: Motion to resolve comment #1529 as “Accepted”, and #1530 (and all others with that proposed resolution) as “Accepted. 8A.6 moved to informative annex” , and instruct the editor to make the changes to the draft.
By: Bill Marshall

Second: David Hunter
Discussion:

· Whether this motion passes, we can make another motion to remove the text.

· We could also leave the text and fix the bugs.

Result: Yes – 7; No – 9; Abstain – 6. Motion fails.

MOTION at 2:49 pm: Motion to resolve comment #1529 as “Counter. 8A.6 has been deleted.”, and #1530 (and all others with that proposed resolution) as “Accepted. 8A.6 has been deleted.” , and instruct the editor to make the changes to the draft.
By: Stephen Palm

Second: David Hunter

Discussion:

· There other issues with the state machines in the draft. It would be better if the text was move them to an informative annex.

· The comments 1529 and 1530 provide a specific solution, but do not provide sufficient reason for changing.

· The state machines are useful for developing the protocol. However they do not need to be normative or even needed in this specification.

· The state machines have been a very effective tool for understanding what we describe in the text. Whether they need to be included in the text as normative is a secondary question.

· The state machines should remain a separate solution and used as a tool to develop our protocol.

· IEEE 802.11i provides normative state machines.

· State machines are very valuable. However the state machine should not be included as normative text. The normative text describes the behaviour. The state machine limits the flexibility in implementing the standard.
· Each use of the word “shall” requires an entry in the PICS. We would need PIC’s entries for every action in the state machine.

· By including the state machines, we are repeating 

· The interpretation of the IEEE SA is that figures are informative but the text is normative. However, the IEEE style guide has been updated to state that all content in a normative clause is normative.

· The view on the IEEE 802.11i state machines is that they are informative.

· Anything implementation specific information in the state machines should be removed.

CALL THE QUESTION 

Result: Yes – 5; No – 12; Abstain – 4. Motion fails.

· Discussion on co-ordination between TGr and TGn for content that would dependent on the two amendments.

There was a discussion on the email list and the consensus was that there was nothing in TGr that would affect TGn or visa versa.
We will need to validate this discussion at regular intervals.

If an issue arises, it would need to be addressed at the time it has been discovered.

It would be good to have a tutorial on the content for TGn.

Anything that would need to be negotiated in TGn would be dependent on TGr.

The tutorial on the TGn should go to a broader audience than just TGr.

TGn should do something similar to what TGs gave last night.

This tutorial could be given to a much broader audience than just IEEE 802.11.

Mixed-mode deployments could be affected. When you roam between mixed AP’s, you cannot degrade the security.

This amendment modifies the MAC; it would be of interest to TGn to describe its changes to the MAC behaviour.

We could put the TGn tutorial in the mid-term plenary.

If there’s any discussion to changes in cipher suites; or aggregation of management frames; then there could be issues with TGr.

It might be better to have a few people cover TGn in detail.

Given that there were 12000 comments for TGn; it would be productive to hold a tutorial to educate the working group on the content of TGn.

The QoS Null data frame aggregated with embedded management frames have been removed.
A joint meeting won’t likely take place before January.

· Recess until 4:00pm.

Tuesday November 14, 2006

4:00 pm

· Call to order

· Continued discussion on TGr state machines.
We should reject comment 1529 because it was not specific enough.

Comment 1529 should be rejected because the normative description of the TGr state machine is consistent with what was done to TGi.

· Discussion on document 11-06/1781r0 on the Key Holder requirements by Kapil Sood.
This document was reviewed at the adhoc on Monday and based upon the adhoc submission.

This is a standalone submission, not based on any other submissions that were rejected earlier.

If this document was accepted, we would have to determine which comments were rejected.

We discussed submission 11-06/1612r0 this morning but it was not on the server long enough.

MOTION at 4:19pm: Accept the submission contained in document 11-06/1612r2, with changes given in slide #14 of document 11-06/1714r0 and instruct the editor to incorporate the changes into the draft.

POINT OF ORDER: The chair rules that it is a different motion because of addition of slide 14.
By: Bill Marshall

Second: Kapil Sood

Discussion:

· Slide 14 contained the assumptions on the key holders.

· We are thrashing back and forth on putting this text in and out.

· After creating submission 11-06/1613r0, it is extremely difficult to replace a key distribution protocol. It’s much easier to add a key distribution protocol starting from what is draft 2.2.

· This goes back to the content that was included in draft 2.2.

· What was included in draft 3.0 is not a key distribution protocol. 

CALL THE QUESTION. 

Result: Yes – 8; No – 2; Abstain – 2. Motion passes.

· Discussion on document 11-06/1617r0 by Bill Marshall

Nothing technical will be changing in the draft. However, it is a major change so it will require a vote.

MOTION at 4:31 pm: Accept the submission contained in document 11-06/1617r0 and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.
By: Bill Marshall

Second: Journi Malinen

Discussion:

· None.

Result: Yes – 10; No – 0; Abstain – 2. Motion passes.

· Discussion on document 11-06/1754r0 by Bill Marshall

This submission adds two sentences to the draft.

The first sentence is a requirement. It should use the word “shall”.
This text has been created to remain consistent with RevMA
We could accept this text and address it later.

MOTION at 4:31 pm: Accept the submission contained in document 11-06/1754r0 and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.
By: Michael Montemurro

Second: Harry Worstell

Discussion:

· Why don’t we make the correct changes to the draft and update it four hours from now.

· We could move to table the motion until the updated text has been made available for four hours.

MOTION TO WITHDRAW. No Objections. 

Edits to the discussion will be recorded in a document updated as 11-06/1754r1.
· Discussion on document 11-06/1769r1 by Journi Malinen

The current draft uses the ForceAuthorized variable to open the control port. However, this variable stops the EAPoL state machines. This presentation removes the need for use of this variable in TGr.

The Authenticator would have to use the new state.

We could trigger a restart using the MIB variables.

IEEE 802.1af is looking at cleaning up the state machines for reauthentication.

If the STA transitions to a new R1KeyHolder, we need to establish which R1KeyHolder triggers the reauthentication.

We’ve propagated the key lifetime throughout the key hierarchy.

It also looks like we have split the IEEE 802.lX state machine across two entities.

IEEE 802.1af is very early on in the discussions on how to modify the state machines.

MOTION at 5:09 pm: Accept the submission contained in document 11-06/1769r1r0 and instruct the editor to incorporate the changes into the draft and to accept the comment 1619 in LB87 with the resolution of “Accepted. Addressed with the acceptance of 11-06/1769r1”.
By: Journi Malinen

Second: Henry Ptasinski

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 2. Motion passes.

· Discussion on document 11-06/1766r0, a ruling from the TGr chair at the request of Bill Marshall. The Chair has ruled that comments in issue 99 are invalid
During the editors meeting, the IEEE SA staff confirmed all the supporting information contained in the ruling is valid.
The submission of document 11-06/1619r0 was an exception to this ruling. 

The chair has ruled that comments are invalid, so that they can no longer be declined.

The commentors are welcome to create submissions based on these comments, or provide more specific comments on the next letter ballot.

TGr could make a motion to make a ruling that a comment is invalid.
Any member can ask the chair for the ruling on the validity of the comment. The Chair would have to consult the Technical Editor to determine the validity of a comment.

These rules are governed by IEEE SA.

This is supposed to be a fair and open process. However two individuals made this ruling.

Anybody who did not accept the ruling by the chair may appeal the ruling to the higher levels of IEEE 802.

The task group could make a motion could vote to rule comments invalid.

APPEAL ON THE CHAIR’S RULING: There was no second to the appeal.

· Recess until Wednesday at 8:00am.
Wednesday November 15, 2006

8:00 am

· Call to order

· Status report on comment resolution as recorded in document 11-06/1576r10
We have 8 remaining comments.

· Discussion on comment 499.

This comment was originally rejected in document 11-06/1640r3. It should be accepted

MOTION at 8:20 am: Motion to resolve comment #499 as “Accept.”
By: Bill Marshall

Second: Rajneesh Kumar

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 2. Motion passes.

· Discussion on comment 819

This comment was part of document 11-06/1640r3. It should be countered.

MOTION at 8:23 am: Motion to resolve comment #520 as “Countered. Changed to “Resource Request Protocol Supported””
By: Bill Marshall

Second: Frank Ciotti

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 1. Motion passes.

· There were two comments 619 and 1306 that were marked invalid, but updated with document 11-06/1628r0

The feeling of the task group is that these comments should remain invalid.

· Discussion on resolution to comment 7 and comment 22

The resolution to comment 22 needs to be updated.

MOTION at 8:26 am: Motion to resolve comment #22 as “Countered. Changed to “AES-128-CMAC””
By: Bill Marshall

Second: Donald Eastlake

Discussion:

· None.

Result: Yes – 8; No – 0; Abstain – 3. Motion passes.

· Discussion on the resolution to comments regarding the More Data bit.

The commentor accepts the current resolutions.

MOTION at 8:32am: Accept the proposed resolutions for comments 279 and 1969 in the comment resolution spreadsheet 11-06/1576r19
By: Bill Marshall

Second: Donald Eastlake

Discussion:

· None.

Result: Yes – 7; No – 0; Abstain – 5. Motion passes.

· Resolution to comments regarding the TGr security state machines – comments 1529 and 1530

If the state machine is normative, then the state machine must be implemented to the behaviour specified by these state machines.

MOTION at 8:41am: Motion to resolve comments 1529 and 1530 as “Rejected. State machines intended to be accurate and specify behaviours that are applicable to all implementations. Comments are invited to help reach that goal.”
By: Rajneesh Kumar

Second: Donald Eastlake

Discussion:

· None.

Result: Yes – 8; No – 0; Abstain – 3. Motion passes.

· Comments regarding the general encapsulation scheme – comment 1835 and 1860

The task group confirmed the existing function of the RRB to solve this encapsulation problem.

The intention of comment 1860 to add a sub-type to the RRB encapsulation. This could be brought up as a separate submission.

MOTION at 8:51am: Motion to resolve comments 1835 and 1860 as “Rejected. General encapsulation schemes are overly complex for the function needed in IEEE 802.11r”. 
By: Michael Montemurro
Second: Rajneesh Kumar
Discussion:

· None.

Result: Yes – 6; No – 0; Abstain – 4. Motion passes.

· Comment resolution to “Make before break” comment 10

MOTION at 8:55am: Motion to resolve comment 10 as “Rejected. The comment does not provide any concrete reasons for why the existing protocol is considered complex and why the commentor feels that it violates the PAR.” 

By: Rajneesh Kumar
Second: Kapil Sood
Discussion:

· None.

Result: Yes – 7; No – 0; Abstain – 2. Motion passes.

· Discussion of PSK support

We have resolved all the comments on pre-shared key support. 

People are going to implement PSK regardless of whether TGr includes it or not. It would be better to have something in the amendment to address this problem.

Document 11-05/1054r1 described an analysis and recommendations for keeping PSK in.

It’s the will of the task group at this time to keep pre-shared keys in.

· Discussion on document 11-06/1805r0 by Jouni Malinen

We have already addressed authorization attributes in draft 3.0

Option 3 seems like the best approach to address this issue.

This information is transferred with the PMKSA because it resides within the network; it does not get transmitted to the STA.

Draft 3.0 on page 46, the text refers to the Authenticator behaviour. 

The authorization information is different between the STA and the Key Holders

We should likely get Option 3 now and clarify the section in the later draft.

· Discussion on document 11-06/1810r0 by Bill Marshall
We need to include the FTIE in the probe response. If the STA asks for an FTIE in the probe request; the AP must provide the FTIE in the probe response. 

The STA can request a list of IE’s in the probe request.
We can add a paragraph to describe what is included in the FTIE to transmit information in the probe response.

· Discussion on document 11-06/1640r5 by Bill Marshall 
None.
· Discussion on document 11-06/1765r0 by Bill Marshall

Mutual authentication will require some sort of infrastructure support. The reference to Mobility Domain controller is not required.

· Recess until the Wednesday 1:30pm session.
Wednesday November 15, 2006

1:30 pm

· Call to order

· Discussion on document 11-06/1810r0 

None.

MOTION at 1:39 pm: Accept the submission contained in document 11-06/1810r0 and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.
By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 1. Motion passes.

· Discussion on document 11-06/1640r5

None.

MOTION at 1:44 pm: Accept the highlighted portions in yellow contained in document 11-06/1640r5 and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.
By: Bill Marshall
Second: Michael Montemurro
Discussion:

· None.

Result: Yes – 8; No – 0; Abstain – 0. Motion passes.

· Discussion on document 11-06/1765r1 

We have accepted another motion that removes all references to MDC.

MOTION at 1:47 pm: Instruct the editor to delete from the draft, the embossed portion in slide 14 in document 11-06/1765r1.
By: Bill Marshall

Second: Rajneesh Kumar

Discussion:

· None.

Result: Yes – 8; No – 0; Abstain – 1. Motion passes.

· Discussion on document 11-06/1805r0 

None.

MOTION at 1:56 pm: Move to instruct the editor to apply the proposed changes (option 2) from   document 11-06/1805r0 and to accept the comment 20 in LB87 with the resolution of “Accepted. Addressed with the acceptance of option 2 in 11-05/1805r0”.
By: Jouni Malinen
Second: Frank Ciotti
Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 2. Motion passes.

· Discussion on comment 1240

MOTION at 2:00pm: Motion to resolve comment 1240 as “Accepted. Text changes are given in document 11-06/1810r3.” 

By: Kapil Sood

Second: Henry Ptasinski

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 0. Motion passes.

· Discussion on teleconferences

The call is either much too long or much too short.

There were two teleconferences and we only managed to resolve one comment.

We are not efficient about moving from a teleconference to the email thread.

It’s hard to get consensus on emails and teleconferences.

The policies and procedures state that no more than one teleconference call may be held per week.

We have been effective of resolving comments with the existing teleconference calls.

We do not have an adhoc scheduled for December, so it might be beneficial to increase the length of teleconference calls.

TGk holds 3 hour teleconferences.

We are only looking at holding two teleconferences on Dec 20 and Jan 10 before the January session.
MOTION at 2:14pm: Motion to hold weekly IEEE 802.11 TGr teleconferences starting December 6th, 2006 at 11:00 ET and continuing through the end of March 2007, for a duration of two hours on December 20th, 2006 and January 10th, 2007, and one hour on the other dates.
By: Rajneesh Kumar
Second: Bill Marshall
Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 2. Motion passes.

· Discussion on a February adhoc meeting.

MOTION at 2:20pm: Motion to hold an IEEE 802.11 TGr ad-hoc meeting February 21th through February 23th, 2007.

By: Bill Marshall
Second: Kapil Sood
Discussion:

· None.

Result: Yes – 10; No – 0; Abstain – 3. Motion passes.
· Recess until 4pm.
Wednesday November 15, 2006

4:00 pm

· Call to order

· Discussion on pre-authentication in Comment 725

Dorothy Stanley will update the pre-authentication proposal, but will be willing for the comment to be rejected at this point.

MOTION at 4:15pm: Motion to resolve comment 725 as “Rejected. In most applications of the TGr, the Mobility Domain is expected to include numerous BSS’s and the additional IEEE 802.1X authentications when moving to a new Mobility Domain is acceptable.”

By: Rajneesh Kumar
Second: Pat Calhoun
Discussion:

· None.

Result: Yes – 13; No – 1; Abstain – 6. Motion passes.

· Discussion on preparing a new IEEE 802.11r draft.

MOTION at 4:19pm: Motion to request the technical editor to create an updated IEEE 802.11r draft as version 3.1.

By: Dorothy Stanley

Second: Bill Marshall

Discussion:

· None.

Result: Yes – 16; No – 1; Abstain – 1. Motion passes.

· Discussion on the comment resolution spreadsheet

MOTION at 4:21pm: Motion to accept document 11-06/576r11 as comment resolutions of LB87 comments.

By: Bill Marshall

Second: Bob Miller

Discussion:

· None.

Result: Yes – 15; No – 1; Abstain – 3. Motion passes.

· Recess until Thursday at 1:30pm.

Thursday November 16, 2006

1:30 pm

· Call to order

MOTION at 1:50pm: Moved: Instruct the technical editor to rename 802.11r draft 3.1 as 802.11r draft 4.0. Having addressed all comments arising from LB87, Task Group r resolves to forward 802.11r draft 4.0 to the working group for the purpose of conducting a 15-day working group recirculation letter ballot.  The purpose of the working group recirculation letter ballot is to forward the draft to sponsor ballot.
–The text of the motion to be presented to the working group will be “Move to authorize a 15-day Working Group Recirculation Letter Ballot of 802.11r draft 4.0, asking the question “Should the 802.11r draft 4.0 be forwarded to sponsor ballot?”
By: Bill Marshall
Second: Journi Malinen
Discussion:

· None.

Result: Yes – 9; No – 1; Abstain – 3. Motion passes.

· Discussion on doing a security review of IEEE 802.11r

This review would be going to non-IEEE 802.11 members.

We can choose who reviews the draft; we don’t need to include their names in the motion.

The comments of the reviewers will be submitted along with the body of the IEEE 802.11 working group.

MOTION at 1:50pm: Move to request the IEEE 802.11 Working Group Chair to allow the latest version of the draft of IEEE 802.11r to be distributed to selected security experts for the purposes of an external security review of the draft.

By: Dorothy Stanley

Second: Journi Malinen

Discussion:

· Should we kick start the process now, or with a future draft.

· The motion should be more specific.

· We can have a separate discussion on when and to who will review the draft.

Result: Yes – 13; No – 0; Abstain – 1. Motion passes.

· Thank you to everyone who participated in this comment resolution process, with special thanks to Bill Marshall for his efforts.

· Discussion on document 11-06/1867r0 by Russ Housley

There is a requirement that is not met for PSK. An Nonce is required to generate the PMK-R0.
Given the work done in CAPWAP, there is a security relationship between the R0 and R1 Key Holders

Does the group need to explicitly define the relationship between the R0 and R1 Key Holders? No.
It would be appropriate for this body define the requirements on the relationship between the R0 and R1 Key Holders; and the conditions under which keys were transferred.

The STA could authorise keys to be pushed from the R0 to R1 Key Holders.

A two party protocol would be sufficient to address these requirements. A three party protocol would definitely address the requirements.

There are advantages of a three party protocol solution over a two party protocol.

We need to decide the right thing to do. We have to make sure that there are no design deficiencies.

There has been no argument for why we should not use two party protocol or three party protocols to resolve security issues in TGr
The protocol between the key holders will need to be an IP protocol. There would have to be tunnelling between the STA and the other components participating in IEEE 802.11r. 

This represents the minimal requirements for IEEE 802.11r.

We should use EAP channel binding to fix both IEEE 802.11i and IEEE 802.11r. 

If the R1KeyHolder receives a new PMK-R1, the new PMK-R1 replaces its existing PMK-R1.

Each party that has the PMK-R1 knows the other parties who posess the PMK-R1.

In deriving a PMK-R1, the STA knows which R1KeyHolder holds the PMK-R1. This condition occurs at the point where the STA uses the PMK-R1.

The STA can always pre-calculate these keys. The R0KeyHolder can always pre-calculate these keys.

The STA trusts the R0KeyHolder to pass a PMK-R1 to a trusted R1KeyHolder.

The STA cannot prove the trust relationship until it completes the Fast Transition.

· Adjourn for the week.
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