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7. Frame formats
7.3.5.1 Probe Request frame format

Add the following to the contents of Table 14 as shown:

Table 14: Probe Request frame body 
	Order
	Information
	Notes

	TBD
	IE Signature Request
	Used to request a Signature Response in Probe Responses


7.3.5.2 Probe Response frame format

Add the following to the contents of Table 15 as shown:

Table 15: Probe Response frame body 
	Order
	Information
	Notes

	TBD
	IE Signature response
	Generated in response to IE Signature Request in Probe Request frame


7.4 Management frame body components

7.4.5.1 Action field

Add the following to the contents of Table 24 as shown:

Table 24: Category values

	Value
	Meaning
	See subclause

	TBD
	Management Frame security
	7.4.5 (or TBD by editor)

	(x+1)–127
	Reserved
	---


NOTE— x will be defined. 

7.4.6 Information elements
Add the following to the contents of Table 26 as shown below:

Table 26—Element IDs

	Information Element
	Element ID

	Signature Request
	X

	IE Signature
	x+1

	Reserved
	x+2, 220


NOTE— x will be defined. 
Insert the following new clauses after the last clause in 7.3.2:

(Note: this is identified as 7.3.2.36 for convenience – check 11k)

7.4.6.1 Signature Request element

The Signature Request Information Element is used by the transmitter to request that other information elements be authenticated in a response.  It includes a list of 

	
	Element ID
	Length
	Nonce
	IE Signature List

	Octets:
	1
	1
	32
	N+1


Figure w1: Signature Request information element
The Element ID is TBD.  (Editor's note: this will need to be requested from ANA)

The Length is set to the number of octets in the body of the element.

The Nonce is a random value used to provide liveness proof of the signature in the response frame.

The IE Signature List is a list of Element IDs that the requester would like signed in the response.
	
	Information Signature List Length
	IE #1
	…
	IE #N

	Octets:
	1
	
	N
	


Figure w2: Information Signature List field
7.4.6.2 IE Signature element
The IE Signature element is used to authenticate the contents of a management frame.
	
	Element ID
	Length
	Nonce
	Flags
	Authenticator Descriptor
	Information Signature List
	MIC

	Octets:
	1
	1
	32
	1
	1+variable
	1+n
	Variable


Figure w3: IE Signature element
The Length field shall be set to the number of octets in the element.
The Flags field is described in Figure w3.  If the transmitter is capable of calculating the MIC, it will set the Response Capable bit to 1.

	
	B0
	B1
	B7

	
	Response Capable
	Reserved

	Bits:
	1
	7


Figure w4: IE Signature flags field

The Nonce field is included to aid in matching responses to requests.

The Authenticator Descriptor is used to describe either the digital certificate or shared authentication key.  It is composed of a Type field and an Identification Information field.
	
	Type
	Identification Information

	Octets:
	1
	Variable


Figure w5: Authenticator Descriptor field

The Type field indicates the type of key that will be used to generate the signature in the Signature Response information element.  Bit 0 is set to 1 to indicate a certificate, and bit 1 is set to 1 to indicate a pre-shared key.  The other six bits are reserved and set to 0.
	
	B0
	B1
	B2
	B7

	
	Certificate
	Pre-shared Key
	Reserved

	Bits:
	1
	1
	6


Figure w6: Authenticator Descriptor Type field

The ID Length field indicates the length of the Identification Information field in octets.  The Identification Information field is used to identify the key that will be used.  It has zero length when used with a pre-shared key.  When used with a certificate, the Identification information contains the serial number and CN of the issuing Certification Authority.

	
	ID Length
	Identification

	Octets:
	1
	variable


Figure w7: Identification Information field
The IE Signature List describes the information elements that are to be signed.  It has the same format as the IE Signature list field described in the Signature Request IE.
The MIC is a hash calculation over the protected element as described in clause 8.4.5.  The length of the MIC is 20 octets when using a pre-shared key, and variable octets when using a certificate depending on the size of the public key.

7.5 Action frame format details
Editor: insert the following new clause before the "Vendor specific action frame" clause, 7.4.5 in 802.11ma-D8.0
7.5.5 Management Frame Security frame details

Management Frame security may depend on certificates.  Stations need a way of transferring them, and use Action frames of type Management Frame Security.  The frame body of the Management Frame Security frame contains the information shown in Table w1.

Table w1: Management Frames Security Action Value field values
	Order
	Information

	0
	Certificate Request

	1
	Certificate Response


	
	Category
	Action Value
	Dialog Token
	Flags
	Data

	Octets:
	1
	1
	1
	1
	variable


Figure w8: Management Frame Security Action frame
The Category field is set to TBD (representing Management Frame Security).
NOTE: The value in the previous sentence will need to be allocated.
7.5.5.1 Certificate Request Management Frame Security Action frame

To request that an AP send a certificate, a STA can send a Certificate Request Action frame.

	
	Category
	Action Value
	Dialog Token
	Flags
	Certificate Identifier

	Octets:
	1
	1
	1
	1
	Variable


Figure w9: Certificate Request Action frame
The Category field is set to TBD (representing Management Frame Security).

The Action Value is set to 1 (representing a Certificate Request).

The Dialog Token field shall be set to a nonzero value chosen by the STA sending the measurement request to identify the request/report transaction.

The Flags and Data fields are used to request a particular certificate.  If they are not included, the AP will send a default certificate.  If the Flags and and Data Field are included, the Flags field will be set to all zeroes, and the Data field will contain a certificate identifier as shown in Figure w6.

7.5.5.2 Certificate Response Management Frame Security Action frame

The Certificate Response frame is used to send a certificate in response to a Certificate Request frame.

	
	Category
	Action Value
	Dialog Token
	Flags
	Certificate Identifier

	Octets:
	1
	1
	1
	1
	Variable


Figure w10: Certificate Request Action frame
The Category field is set to TBD (representing Management Frame Security).

The Action Value is set to 2 (representing a Certificate Response).

The Dialog Token field shall be set to a nonzero value chosen by the STA sending the measurement request to identify the request/report transaction.

The Flags field is shown in Figure w11.
	
	B0
	B1
	B2
	B7

	
	More Data
	Final Frame
	Reserved

	Bits:
	1
	1
	6


Figure w11: Certificate Request Flags

When more frames remain to be transmitted, the More Data bit will bet set to 1.  When the transmitter sends the final frame, the Final Frame bit will be set to 1.  Bits 2 through 7 are reserved and must be set to zero.

8. Security
Insert a new clause 8.3.5 as follows:

8.3.5 Management Frame Authentication
This clause describes a procedure by which the integrity of management frames can be validated before association, using either a digital certificate or a pre-shared key.  Pre-association frame exchanges are used for network selection as well as ordinary transitions between access points.  It complements BIP by extending protection earlier in the handshake sequence.
8.3.5.1 Overview

Integrity protection can be requested by a station by including the Signature Request IE in a management frame.  Any responses to a frame containing the Signature Request IE must contain a Signature IE.  The Signature IE uses either a public/private key pair digital certificates or a keyed hash with a pre-shared key to validate the sender and contents of the management frame as well as provide proof of liveness.  This protocol is useful for exchanges that use requests and responses, such as Probe frames.
8.3.5.2 MMPDU format

Figure w12 shows the MMPDU format for an authenticated pre-association management frame.  The Signature IE is used to validate some components of the management frame body, and is placed at the end of the management frame body.
	802.11 MAC Header
	Management Frame Body
	Signature IE
	FCS


Figure w12: Authenticated Management Frame format
8.3.5.3 MIC Construction
The MIC in the Signature IE is calculated over the transmitter and receiver addresses, the frame control field, and the information elements specified in the Signature Request.  The data to be signed by the MIC consists of the following items, and is shown in Figure w13:
1. Transmitter address

2. Receiver address

3. Frame control field with the following bits masked:

Retry

Pwr mgt(though we expect that this will generally be an AP transmission)
More data

Protected frame always zero (since if you could encrypt, you probably would)

4. The contents of all the Information Elements specified in the request list
5. Nonce from request

	
	TA
	RA
	Frame Control (masked)
	Nonce
	IE list

	Octets:
	6
	6
	2
	32
	variable


Figure w13: MIC input for authentication
The size of the MIC will depend on the method used to calculate it.
8.3.5.3.1 Pre-Shared Key and HMAC

When a pre-shared key is used, the MIC is an HMAC-SHA1 calculated over the contents of figure w13.  HMAC is described in RFC 2104.  The HMAC key is the pre-shared key.  If a passphrase is used, it is suggested that the pre-shared key be computed by the passphrase as described in Annex H.4.   The size of the HMAC-SHA1 is 160 bits.
Pre-shared keys cannot protect against insider attacks.  Because all stations in a network have access to the pre-shared key, and of them can generate forged responses.

8.3.5.3.2 Key pair and digital certificate
When a key pair is used, the MIC will be an RSA signature computed over the SHA-1 hash of the MIC input.  To compute the signature, the MIC input is first hashed using SHA-1.  The value of the SHA-1 hash is signed using the private key of the digital certificate used to validate the frame.  The signing operation is the RSASSA-PSS operation described in PKCS#1 in RFC 3447.  The length of the signature will be equal to the length of the public key in the key pair.
8.3.5.4 Replay Protection
To ensure that responses to requests are live and are generated in response to a request, a station will save a list of outstanding nonce values.  If a request arrives for a nonce that the station no longer considers to be outstanding, it will be dropped.
8.3.5.5 Transmission
In response to a frame with a Signature Request IE, the station will transmit a response with the Signature IE using the following steps.
1. Construct response frame contents according to the 802.11 protocol.
2. Construct the MIC input from the TA, RA, frame control, nonce, and list of information elements to be protected.
3. Compute the MIC value over the MIC input of ( TA || RA || masked Frame Control || Nonce || IE list).
4. Put the MIC value in MIC field of the Signature IE at end of the frame.
5. Compose the 802.11 frame with the 802.11 header, body of the management frame, Signature IE, and FCS.

8.3.5.6 Reception

On reception of an authenticated management frame, the receiver shall:

1. Check that the management frame is a response to an outstanding request by looking up the nonce value.  If the station considers the response too old and has removed the nonce value from its list of nonce values for which it is awaiting a response, it will discard the frame.

2. The station checks that the elements that it wished signed are included in the IE Signature List element in the response.  If not, it drops the frame.
3. The receiver selects the appropriate key for computing the MIC, based on either the pre-shared key or the certificate identifier in the response.

4. The receiver computes MIC over ( TA || RA || masked Frame Control || Nonce || IE list).
If the MIC value matches, the frame is processed.  If it does not match, the frame is silently discarded.
9. MLME

Rename clause 11.7:
9.3 Management Frame Security Procedures
Add a new clause 11.7.1, and place the existing text in clause 11.7 in it
9.3.5 Broadcast and multicast frame procedures
Add a new subclause 11.7.2: 
9.3.6 Management frame authentication procedures
Prior to association and completion of the 4-way handshake, a station may optionally request that management frames be signed by including the Signature Request IE in transmitted management frames.  This can be used for protection of Probe Response frames and Action frames.  To request authenticity and integrity protection, a station instructs the MLME to include the Signature Request IE in an outgoing management frame.  Upon receipt of a frame with the Signature Request IE, the MLME is responsible for sending the response to that frame with integrity protection.
9.3.6.1 Certificate transfer
If the management frame authentication procedure depends on certificates, the client may need to retrieve the certificate from the network to use it to validate Signature IEs.  The client requests the certificate with an Action frame of type Management Frame Security and subtype Certificate Request, optionally specifying a certificate to retrieve.

In response to the Certificate Request frame, the AP sends an Action frame of type Management Frame Security and subtype Certificate Response.  It includes as much of the certificate or certificate chain as possible.  If more data remains to be sent, the More Data bit in the Certificate Request Flags field will be set to one.  802.11 Acknowledgements will be used as acknowledgement of receipt by the sender, which can then transmit the next frame in the sequence.  When the final frame is sent, the Final Frame bit in the Certificate Request Flags will be set to 1.
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