October 2006

doc.: IEEE 802.11-06/1606r0

IEEE P802.11
Wireless LANs

	TGr Ad-Hoc October 17-19, 2006 Meeting Notes

	Date:  2006-10-24

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Dorothy Stanley
	Aruba Networks
	1322 Crossman Ave
Sunnyvale, CA 94089
	+1 630-363-1389
	dstanley@arubanetworks.com

	
	
	
	
	





Meeting Notes for October 17th, 18th, 19th, San Jose CA. Thank you to Rajneesh Kumar and to Cisco for hosting this meeting.
Tuesday, October 17th, 2006

9:00 AM, meeting called to order by the chair. Attendees: Clint Chaplin, Rajneesh Kumar, Bill Marshall, Dorothy Stanley. 

CH: Reviewed the patent policy, no issues or questions on the patent policy
CH: Review the agenda:
· Comment Resolution; Bill has prepared a spreadsheet, with the comments grouped in issue categories.

· Start with Comment group 99 – ones that it appears not enough information is provided to determine the proposed resolution.

· There are 1295 comments, 620 that still need comment resolutions.

Discussion:
CH: Any disagreement with the issue categories? 

C: None, those present agree to the proposed groupings.

CH; Is there any objection to going into ad-hoc mode for comment resolution? No objection.

Discussion held on the Issue 99 comments:
Issues 20, 21, 753 need work to develop submissions. – See if Jouni can support these.

Comments 32, 619, 1306 – need work to develop submissions, Dorothy volunteers.

Comments 775, 976, 1010, 1097, 631, 1096, 986 need work to develop submissions – see if Dan can help with generating text.
Comments 1246, 1247, 64 – need work to generate text, Rajneesh volunteers.

Comments for which new proposed resolutions were developed, put into the spreadsheet, and put into either issue group 1 or 2 for consideration in the November meeting: 50, 732, 678, 679, 1327, 68, 69, 70, 71, 454, 728, 649, 772, 774, 1322, 1433, 1442,1886.

4:55 pm
CH: Call meeting to order, out of ad-hoc, any objection to recessing until tomorrow at 9:00am.

CH: Seeing no objection, we are in recess.
Wednesday, October 18th, 2006 
9:15 AM – Chair called the meeting to order, Attendees: Clint Chaplin, Rajneesh Kumar, Bill Marshall, Henry Ptasinski, Dorothy Stanley, Nancy Cam Winget (30 minutes), Dan Harkins (3 hours).
Agenda: 

· 06/1596 – Bill Marshall

· Comment resolution

CH: Any additions to the agenda?

C: No changes.

CH: First item of business is to review document 06/1596 by Bill Marshall, on Key Distribution. 

C: This submission includes the text changes that would need to be made to remove the three party key distribution protocol, and the comments that would be resolved. 

C: Need also to make a list of the text needed to modify/fix the 3-party protocol that is there. 

C: Will there be a presentation in support of removing the key distribution protocol? Expect that this will happen. Have options and text for the TG to consider; some attendees want to try to go out to re-circ again in November. Don’t know if we’ll be successful, but want to try.
CH: Need a specific agenda with times, so everyone knows when votes will happen. Chair will be sending out a notice to the group on the list asking for submissions.

C: Would like support in putting together a presentation to remove the key distribution protocol.

C: Also need to talk about what the “fix” is to what is there now.
C: Either keep as in 2.2, put out requirements, and welcome key distribution protocols without flaws.

C: If out of scope, then be careful in what is acceptable.

CH: Text proposed to be put back in says that key distribution is out of scope.

C: Need sanity in the draft; if still think a key distribution protocol is needed, put together a presentation with all of the changes needed.
C: Issue group 33 had 11 commenters, all of 3* included key distribution related issues.

CH: Any objection to going into ad-hoc mode for comment resolution?
C: No objections.

Notes from ad-hoc discussion of the comments:
Assuming the 3-party protocol remains, fix the 3-party key distribution protocol. Comments impacted include the following:
Comments and their proposed Counter resolutions:

92, 102 – Add text describing the IEs in 3, 4

485 – If the 3-Party Protocol is mandatory, no mechanism needed, if optional, add a mechanism to indicate support; 

607 – Possible accept or counter – name in the beacon
612 – Incorporate the token information into the FTIE

616 – Add text to clarify the comments, details in 8A.5.1, 8A.5.2, length of the field is NASID rounded up to a multiple of 8 octets plus 24 octets, max of 72 octets.
617 – Accepted, delete the text “application specific” add text to indicate data that is carried.
620, 621, 622 – Add text to add the definition

629 – Counter, text is in 8A.5.2

784 – Text of comment talks about need for a push model, but suggested change is removal of some text. 

785 – Counter – Add a push model

820 – Counter – Add a push model
944 – Don’t have a fully specified protocol to move the data from the R1 to R0, lost packets, duplicate packets, full state machines for this protocol, frame formats. How much is needed?
948 – Counter, proposed changes made to resolve other comments to make clause 7 and 8 consistent and preset or not depends on procedures.
949, 950, 951 – Push Model

953 – Editorial grammar fix

955 – Text is clear that new IEs are in the Auth request

Questions:

· Which ID needs to be in the beacon? -607 BSSID? NASID, R1KHID? How does NASID fit into the R0KH/R1KH/Target AP topology? Discussion:
· Need an identity that the AS and the STA know. Prevent the lying NAS problem. STA knows that an authenticator has the identity – 

· ID of the R1 key holder – explicit architecture. R0KH identified by the NAS ID is the same identity as the R1Key holder. R1Key holder must be an authenticator, must be a NAS, and have a NASID.

· If the R1KH isn’t a NAS, then what is he?

· A client of the NAS.

· How does it become a client of the NAS?

· Chart: 1st level – 2 R0KHs, 2nd level, 3 R1KHs, 5 APs

· NASID is an attribute of the R0KH; how is it an ID of the R1keyholder?
· Length of the R1KHID is independent of the security, since it’s a public value.
· R0KHID and R1KHIDs need different identifiers. 2 issues, one is on use of NASID as R1KHID, second issue of size.

· Use something that the beacons already include to avoid adding more to the beacon

· If 2 APs beacon their BSSIDs as R1KHIDs, there is only one PTKSA at a time. 
· If R1KHID is different from BSSID, BSSID is identifier is known to the STA and R0KHID, now STA uses BSSID in 3PP, R1KH presents BSSID and R1KHID to the R0KHID.  Requires provisioning of BSSIDs, or obtaining the info (neighbour report). This is an assumption in the protocol. - STA doesn’t know identity of the R1KH before it starts to give information. 
· Defining what is communicated, not how. 

· STA tells R0KH the identity of the candidate R1Holder, before the R1 key is given to it. 

· Commitment to IDs – STA knows the ID of the R1 KH that it wants the Key to be delivered to, before the keys start moving. Seems like an important feature. R1 Key holder should commit to its ID before it gets the key. R1 Key holder can’t then try to use a different value later. 

· Is coming in the second message to the STA as good as in the beacon? STA is giving away info in M1. Not a big impact.

· We do FTs based on info in neighbour reports – BSSID, over the DS. Add R1KH ID to the Neightbor report?
· Need a Push model – thoughts on this?
· There wasn’t a push model before – before they were equally unspecified. Now one is specified, the other is unspecified. 
· Dan is willing to work with those interested to develop a push model.
· R1KH gets a blob until the STA tells how to open the blob; key notarization. 
· This is solving a problem that needs to be solved.
· Need both – one may work better than the other in both.
· In the current solution, when the key is delivered, it is ready for use.
· R0KH gets MSK, generates PMKR0, generates KDF (nonce, STA address) ==ZZKey, sends ZZkey to the STA, generates encrypted R1Keys, sends encrypted R1Keys to R1KHs. Do ZZKeys need to be unique for each R1KH? Want to avoid this. 
· Try to get all info to other R1KHs in advance, can only do calculation when STA shows up – that’s when the STA authorizes the R1KH. 
· Assume the R0KH and all PMKR1s share security association key K. PMKR0KH calculates a new key, call it 4R1. Calculate a wrapper = PRF (K, token | R1KHID), sends PMKR1 encrypted in the wrapper to the R1KH. STA calculates a token= PRF (4R1, R1KHID).
· Could wrap a series of TLVs to deliver additional information. 
· Only assuming that K exists. Everything else is defined in TGr. Fits the spec reasonable well. Need requirementson K and the Securit Association between the R0KH and the R1KH. 
· Push of key
· MDC is still out of scope, still assume that back end has a Security Association among the R0 and R1KHs
· Comment  944 - Don’t have a fully specified protocol to move the data from the R1 to R0,  error handling for lost packets, duplicate packets, full state machines for this protocol, frame formats
· Scope question – if something goes over the air, then in scope.
· Who trusts who for what?
· Trust the infrastructure, know that’s secure
· STAs don’t trust the infrastructure.
· Isn’t mutual auth happening by proof of possession of the R1Key? Why is extra authorization needed?
· Fixes the protocol flaw of mistrust in a server. There are 2 people who share a key, want to give the key to a 3rd person. Many protocols exist to solve this problem. 
· Assume that R0 and R1s establish security associations, assume it is being done “right”. But STA has no knowledge of what is going on. 
· Need clarity on the problem being solved.  Is this an issue we have ignored to date? Does the STA need to authorize who can know and use the R1 key. 
· Seems relatively simple, and fits in the existing structure. Tempting to puruse further. Go in with this as a developed solution. Keep what we have, go with this, or go with nothing (revert to 2.2)
· Believe this is an improvement on what was in 2.2 – have fewer undefined elements and requirements on the undefined.security protocol.
Meeting recessed at 4:00pm.
Thursday, October 19th, 2006
9:15 AM – Chair called the meeting to order, Attendees: Clint Chaplin, Dan Harkins, Rajneesh Kumar, Bill Marshall, and Dorothy Stanley.
CH: Any questions on the patent policy?

C: No questions.

CH: Review the agenda. 

Agenda: 

· Comment resolution, continue with Comment group 1

Discussion:

C: Group 1 addresses Clause 5 text. In LB82, we rejected this, since BSS transition is defined already. Previous attempts at descriptions of fast transitions involved architecture descriptions; these were viewed as not needed.

C: Agree.

C: Group 2 addresses the more bit. Several comments ask for removal, two for text corrections.

C: Debate had been extensive on this topic. Propose resolutions assuming that the more bit remain as optional.
C: Have had comments that we are not preventing loss of data, and this was added in response to those comments.
C: Loss of data is not the job of this protocol.

C: This is one of those compromise situations in the standards development process.

C: Accept 1981 and apply that resolution to comment 280.

C: Comment group 3, NASID in the beacon

C: Put R1KHID in the beacon

C: From an engineering perspective, don’t want the BSSID to be the R1KHID, scalability issue.
C: Adding the NASID to the neighbour report is a non-starter, since it’s large, and doesn’t support all topologies. 

C: Adding the R1KHID to the neighbour report could be done. Don’t know if there will be objection to that.

C: Suggest adding the R1KHID to the neighbour report; needs to be advertised in there, to provide all info that would have been in the probe response.

C: Back to the top level question. Have a fundamental question about why the STA has to be involved. Why can’t the STA just trust the infrastructure?
C: Case 1 – Have a trust relationship between R0 and R1KHs. If R0 can securely transmit the key, wrapped or not, then the STA authorization isn’t needed.

C: Case 2 – Don’t have the truse trlationship between R0 and R1KH. Bad guy can masquerade as an R1KH, ask for a key, get a key. 

C: Lying NAS problem is that NAS has a trust relationship with the AS, for a certain use. Use that trust relationship for getting things he shouldn’t have.

C: Have a NAS that does different things, based on who is asking.  NAS can decide to act differently to different entities. 

C: Example – wholesaling wirless service. NAS is doing Cingular and T-Mobile. STA does EAP to the AS as T-Mobile subscriber; AP advertises as a Cingular AP.  Inside of EAP messages, STA has to verify the identity of the NAS with the AS.  Has to be a way for info to be communicated from the STA to the AS to communicate the info

C: Figure 

              AAA

                NAS

Secure connection – based on e.g. IPSEC – authenticate based on IP address, maybe PSK
CingAP           TMAP

TMAP advertises as providing cingular service – Identity of the AP that the STA sees is the BSSID.

STA gets service with the EAP credential, MSK given to APTM.

Have NASID in the beacon – STA can tell the AAA who he thinks he’s talking to – AAA server can

Identify that the AP is misrepresenting itself. 

In .11i, NASID isn’t advertised, and this is a problem. No sufficient to say that there is is a secure connection between the AAA server and the APs.
C: R0KHID is the NASID in Draft 2.2 text provides the NASID. We should add text saying that the STA should include the NASID in thte EAP exchange.

C: Next level is with the fast transition. Analagous, in that have a key distributor, distributee and STA. In one case R0KH, R1KH, STA. 

C: If assume that authenticate to NASID, assume any other element has keys it needs for FT.

C: Now, have lying R1KH. It’s a generic type of protocol flaw. 

C:  What does the STA know and what does the AP know? Spec doesn’t allow in the clear key distribution, but let’s say that the ROKH sent out keys.

C: Trust relationship – R0 knows that R1 KH is authorized to hold the R1Key. Assume a PSK is used to configure keys in the R1, R0 KHs; Assume shared keys are secret. STA can ask R1 and R0KH to prove that they share a trust relationship.
C: Introduce a mechanism to have the STA verify that the 2 share a secret.
C: Raise the bar on what is required to be “secure”. Some will use insecure mechanisms and call it “secure”, e.g. use of group shared passwords with IKE, which is vulnerable to a man-in-the-middle attack.
C: STA has no guarantee that the security relationship between the R1 and R0KHs exists. 

C: How does STA know that initial authentication is performed securely? – unsecured link between STA and EAP server, use an authenticated EAP exchange.

C: Need to assume that the networks side will be secure.

C: What if MDC or equivalent is compromised?
C: Consider a problem with 2 parties – X.509 certificates – public and private portions; private part is assumed to be kept secret. A mechanism exists to prove that the holder possesses the private key. Simplest example of how the STA and the AS prove that they are who they say they are. 
Same knd of “proof” can be obtained in the 3-party exchange. What does not exist is that if you have given your private key away to a third party, that the third party has been authorized to hold the key.

STA can ask the R0 and R1 to prove that they share the key.

C: Why does the STA have to ask – the exchange will fail?

C: Once an R1KH has the R1 key, all bets are off.

C: STA has no knowledge of what the infrastructure implementation is.

C: Have to assume mutual distrust – protocol should be designed to get rid of mutual distrust.

C: STA asking a special question to verify the trust relationship. If don’t ask the question, then no longer assuming mutual distrust.

C: Need to digest the discussion.

C: Wrapped key can be published in the NY Times. Only R1KH can unwrap it. 

C: Send in registered mail, make sure it will get to the addressee, with return receipt. It is still reasonable to ask that this be proved. Asumption is that you have to trust the infrastructure.

C: The draft 2.2 solution to the lying NAS problem was to mandate that the R0KHID be the NASID. The problem of the lying R0KHID (lying in that it would advertise different identities up to the R0KH and down to the STA) is to bind the R1KHID known by the R0KH into the key delivered to the R1KH by the R0KH, and to bind the value known by the STA into R1Key derived by the STA. 

C: There is another problem; an R1KH has obtained an R1Key that it should not hold. It then has a credential, a PMKR1 that it can use to potentially masquerade as the STA. The proposed protocol provides some assurance that.this has not occurred.
C: STA needs to verify that there is some trust relationship exists between the R1KH and the R0KH.

C: Comments about the number of information elements. Can combine the R1DisT in the FTIE – write resolutions this way.
C: Comments on bringing back the contents of  8.5A.6.1 – general agreement to do this. R1KHID- might change from MAC address. 
C: 3 Party Protocol defines what R0 and R1 communicate, not how it is communicated. Stilll need to define requirements on how it is communicated. Define the properties of K. State if there are assumptions on the transport, of if no assumptions/requirements, say so. 

C: To resolve MDC text comments – can reference to MDC be removed – yes, propose to change text. 

C: Comments on 3 Party Protocol being optional. Draft 3.0 3 Party Protocol was viewed as being in the critical path, approach we’ve discussed yesterday isn’t onerous. Require STA to generate the token before sending M1. Still need R1Dist in M2? No, just fail in M4. 
C: Still need STA to verify that the infrastructure had a security association; mechanism blob in the wrapped parcel sent to the R1KH that is transferred untouched to the STA in M2, that the STA can use a shared secret that it has with the R0KH.
CH: Any other discussion?

CH: Again would like to than Rajneesh Kumar and Cisco for hosting the meeting, and for the food and hospitality.

CH: Any objection to adjourning?

CH: we are adjourned, 12:10pm.
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