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Wednesday October 11, 2006

11:00am

Attendees:

Clint Chaplin, 
Bill Marshall, 
Michael Montemurro,
Lily Chen,
Frank Ciotti,
Dorothy Stanley,
Rajneesh Kumar,
Jouni Malinen.
· Call to order

· Review of IEEE Intellectual Property Policy
· Discussion on adhoc meeting logistics and agenda
· Discussion on whether there is any additional security associated with the NAS ID when it is included in the beacon.

Putting the NAS ID or NAS MAC address needs to be advertised correctly.

As long as the ID is used consistently, its length is not relavant.

The 3rd party protocol that replaces 8A.6 is no more secure than what was there originally.

The 3rd party protocol description in clause 8A.6 does not include authentication or confidentiality.

There are two separate issues: 

Was the content that was removed needed for completeness?

Does the new content of clause 8A.6 hold together?

· Adjourn until the Adhoc meeting in Santa Clara on Oct 17-19.

Wednesday November 1, 2006

11:00am

Attendees:

Clint Chaplin,

Bill Marshall, 
Michael Montemurro,

Lily Chen,

Tony Brascich

Frank Ciotti,

Dorothy Stanley,

Matthew Monpetit,

Jouni Malinen,

Kevin Hayes,

Henry Ptasinski,

Rajneesh Kumar,

Kapil Sood.

· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on comment resolutions as per document 11-06/1576r4

Comment 619 and 1306 stated that there are too many “shalls” in clause 7. Shalls should be in other normative clauses. The “shalls” in 7.3.2 should be changed. The “shalls” in 7.4 deals with management action frames should remain.

The “shalls” in Clause 7.2.3.10 are covered by normative text in clause 8A.

Dorothy Stanley has addressed comment 1306 and will prepare a submission.

The normative text in clause 7.2.3.45 is actually covered by clause 8A.4. The normative text in clause 8A.4 should be removed and refer to clause 8A.4.

The editor requests a feedback on comments in Group 1 and Group 2.
Comments in Group 1 are editorial comments and trivial changes.

Comments in Group 2 are non-contraversial resolutions that were decided at the adhoc.

There is general agreement that there is no text required in Clause 5.

Discussion on Issue 4. FT Policy
We need to indicate whether “over-the-air” and “over-the-DS” are supported.

We need to indicate whether “reservation option” is supported.

The explanation needs to be called out better.

The “over-the-air” and “over-the-DS” bits 

We need to decide what the “reservation option” means.

The issue was that there were cases where the infrastructure would require the 6-way.

Michael Montemurro will prepare a submission to address this comment.
Discussion on Issue 12 - comment 2044

There is general agreement that the draft would not specify how the Mobility Domain Identifier is defined.

Originally it was tied to the MAC of the Mobility Domain Controller.

Henry Ptasinski will prepare a submission to clarify the Mobility Domain identifier.

Discussion of Issue 14 – comment 96

There is agreement on Bill’s proposed resolution in the comment resolution spreadsheet.

· Discussion on submission of document 11-06/1613r1
The STA needs to authenticate the R1KeyHolder. Half of the key is provided by the R0KeyHolder and the other half is a STA.

We have accepted a pull model for Draft 3.0. There are numerous comments that 

The STA does not need to be involved in the push model.

We have not agreed on the threat model on the requirements.

We have to establish a trust model that we all agree on.

We need to clearly identify our assumption on trust relationships.

We cannot guarantee a trust relationship because we have not specified how R0 and R1 key holders are authenticated.

We need understand what we can do and what we can’t do. We need to decide what is in scope of TGr and what is out-of-scope of TGr.

We need to specify requirements for the areas where TGr cannot specify a protocol.
TGr may have to go outside the MAC/PHY definition to complete its work.

We need to clarify the requirements before 

Start with document 11-06/1617r0 as a basis and move forward from there.

Michael Montemurro will post a message to the list to clarify the security requirements for TGr.
· Michael Montemurro will provide a conference bridge for the meeting on November 8.

· Adjourn until the teleconference on November 8.

Wednesday November 8, 2006

11:00am

Attendees:

Clint Chaplin,

Bill Marshall, 
Michael Montemurro,

Lily Chen,

Dorothy Stanley

Frank Ciotti,

Kevin Hayes,

Rajneesh Kumar.
· Call to order

· Review of IEEE Intellectual Property Policy

· A tentative agenda for next weeks meeting has been posted last night as document 11-06/1664r0.

· The voting results for ballot 87 that were posted are wrong. They will be revised.

· Two topics that we could cover in the adhoc session would be the TGr policy bits and the Key distribution.

· We could also talk about the general encapsulation scheme and the Anonce in the PMK-R0 definition at the adhoc meeting.

· Is the assumption that both the pull and push model will be part of the TGr draft.
Document 11-06/1612r0 removes the pull model from the draft.

Document 11-06/1613r0 adds a push model to the draft.

Document 11-06/1596r0 cleans up the current pull model in the draft.

We need to establish security requirements and assumptons for the things we can’t do in TGr.

We need to establish what we can do in TGr.

We need to have something written down to discuss as a solution.

We need to document our assumptions on what we trust and when.

We need to establish how the STA trust the R1 key holder on the issue of transitive trust.

We need to document the trust model. 

We should have a security review of TGr.

For IEEE 802.11i, there was definitely a review of TKIP. We need to identify who would review the document and what would be reviewed.

We need to decide if we require a review.

Document 11-06/1617r0 includes the text that will be required in the draft.

We should also discuss pre-authentication, if necessary, during the same time-slot.

· We need to fix some issues with the state machine to address comments. 
Bill Marshall has prepared comment resolutions in group number 4 of the comment resolution 11-06/1576r6.

· Comments in group 99 do not suggest resolutions to the draft.

· Discussion on technical issue 8 of document 11-06/1576r6 regarding Anonce

There was a submission to drop the Anonce from the derivation of the PMK-R0.

This works when the MSK is used. However it does not work for a PSK solution.

This submission implicitly deprecates the PSK.

There are no issues with the key distribution. The real question is whether we can use the Anonce for different purposes.
We could also add a separate nonce for the R1 key holder.

There are complexities in TGr that raise questions in whether PSK is required.

One of the biggest benefits of TGr is the reduction of the number of trips to the AS. PSK does not require a trip to the AS.

For PSK, the SNMP could be used to distribute the Anonces.

Given that the SNMP mib is part of the draft, we do not have to specify how the SNMP mib receives the key.
Bill Marshall will prepare a submission on using SNMP for key distribution.

We should have a discussion on what the benefits of TGr over TGi with a wider audience.
Video-over-WiFi may increase the requirements for TGr.

· Adjourn until the IEEE Plenary Meeting in Dallas on November 13.
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