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Monday September 18, 2006

10:30 am

Call to order

Agenda for this session is 06/1440
· Review IEEE 802 policies and procedures for Intellectual Property.

The IEEE owns the copywrite for all submissions at these meetings.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Attendance reminder.

Approval of meeting minutes:

Move to approve minutes from July 2006 Session – document 11-06-0949r1

Any objection?

None – minutes approved

Move to approve minutes from Aug-Sept teleconferences – document 11-06-1143r1

Any objections?

None – minutes approved

Agenda discussion 11-06-1440r1:

Clint has asked that all State Machine presentations be scheduled such that they not conflict with TGw sessions.

Some agenda items which had been discussed in the past were added to this agena due to an error in previous rulings.

Kapil would like to add doc 06/1439r0 to the agenda for Wednesday.

Nancy has a document 06/1456 on KCK Re-use she would like to present – added to Monday AM2.

Suman would like to add a discussion on the Reservation Option for Tuesday 
Presentation – doc 06/073 & 06/695 – Dan Harkin – Secure 3-Party Protocol

The MDC is not one of the 3 parties of the protocol during the FT.  Only R0KH, Target AP & STA

How does the key get derived?
Why does the R0KH trust the Target AP?

The is an assumed pre-existing SA between the R0KH & the TAP

Do you mean R1KH or Target AP?

The Targe AP is a candidate r1KH until it has been aurhorized to be one

Is the purpose to get an agreement between STA & R0KH on who is authorized to be an R1KH?

Yes, plus to distribute the PMK-R1 & its attributes.

Who authorizes the R1KH?

Both the STA & R0KH grant authorization.

There is some trust relationship between the STA & R0KH, but liveness is needed.

Liveness is not needed here.  There is no threat from a replay (idempotent)

Does this assume only one R0KH in the MD?

There could be more than one, but after a STA crash, the STA will not know about any previous R0KH.

If there is more than 1 R0KH, then there will be a large number of  trust relationships between all R0KH’s & R1KH’s 

Yes, but we do still have to support the fat AP model.

How would this work with a push model?  This seems to be Pull only.

I would like to come up a good Push model to complement this.

Why is encryption needed here?

It protects Ns, so that it cannot be used by attacker to generate the AUTH value generated by the R1KH
At what time does the STA decide when to issue this Pull exchange?

This is a decision that must be made by the STA based on whether it has visited this R1KH before (cached).  

At some point the TAP needs to indicate to the STA that it does not have the PMK-R1.

I agree, but that needs to be there regardless of whether this protocol is used or not.  I feel that needs to be added to the current draft.

MOTION at 11:45am: Accept the submission contained in document 11-06-0637-00-000r-secure-key-distribution-and-authorization-protocol.doc, and instruct the editor to incorporate the changes into the draft.
Mover: Dan Harkins

Second: Kevin Hayes

Discussion:

None

No objection to calling the question

Result: 6-2-6  Passes

Presentation – doc 06/1456 – Nancy Cam-Winget – Can KCK Be Used to Protect 802.11r Frames?

On slides 4 & 5, is there a scenario where the frames can be exactly the same?

The MAC addresses are not under our control.  There is a chance that they could collide.

Have you considered pre-pending the label string (ensuring it could not be constructed to appear as an EAPOL-Key frame), followed by the EAPOL-Key frame?

This will need to be looked at.

Why 8 bytes of reserved?

This was from the 802.11i.  And some of the bits are now being used in the DLP draft.

Some informative text would be helpful to define the cryptographic boundary, but it’s up to the implementors to get it right.  It can’t be externally verfied and it does not affect interoperability.  All we can do is say “beware”.

Discussion on 11-06-0685-00-000r-resource-query-procedures.doc (Comments 1195 & 1237):
The Comment requests to add a mechanism for a Resouce Query such as stated in doc 11-06-0245-00-000r-simple-qos-resource-query.doc.

There exists a problem when an AP crashes between the time of the query and the time of Re-association.  

There is no guarantee that a resource will still be available after it is queried

The reason for wanting to add this was to allow the STA to determine the type of QoS supported by the AP.

The problem with the lack of 11e mode advertisement should be addressed by an additon to the base .11 spec, not added to TGr.

It is not resolving any substantial TGr problems.

There may be an issue with the different TSPEC formats used between the Wi-Fi Alliance and 802.11e

MOTION at 12:15: To reject comments 1195 and 1237 with the following comment resolution: “The suggested resolution is not solving any substantial TGr problem.”

Mover: Rajneesh Kumar

Second: Nancy Cam-Winget

Disscussion:

None

No objection to calling the question.

Result: 9-1-1 Passes

Recessed until 7:30pm

Monday September 18, 2006

7:30 pm

Presentation: doc 11-06/1337r1 – Dorothy Support – SHA-256 Support

There was some discussion on the teleconference on what would be required to support SHA-256 to a non-FT RSNA.  The second part of the presentation covers these changes.

There is concern that a change like this would be out of scope for TGr.

RFC 4634 contains ‘C’ code for all the SHA algorithms.

Is this necessary?  SHA-256 is CPU intensive.  We’re using an HMAC construction.  I feel that an HMAC-SHA-1 is not vulnerable.

No new products as of 2010 will be FIPS compliant using SHA-1 with or without HMAC.

Given the resource requirements, handset vendors may be concerned with SHA-256.  There are other ways to increase the security of SHA-1 (e.g. whitening), without the CPU requirements of SHA-256.

Adopting SHA-256 enables products to be FIPS compliant in 3.5 years.  We need to work with NIST.

Currently the only choice per NIST for 2010 FIPS compliance is SHA-256.

Another option is to adopt AES-CMAC.

SHA-256 will be needed to verify signatures, although this is not performed that often.

In terms of computation & logic, AES-CMAC is a better choice.

TGw has already adopted AEC-CMAC to authenticate management frames.

Dorothy will revise the text to use AES-CMAC.

There is value in having this be generic rather than specific to TGr.  If we want this to be specific to TGr, then we will need more text will be needed to make it conditional.  We need a way of negotiating this independent of TGr.

The text we looked at for this are 8A.5.3 & 8A.5.4

Do we want to make AES-CMAC applicable to non-FT RSNA’s

Straw Poll – Dorothy Stanley

Should TGr add AES-CMAC as a MIC to non-FT RSNA’s

After looking into this, we may find that this could be very difficult to implement.

Result: 7 – 0 – 4

Presentation – 06/1317r1 – Kapil Sood – Security Architecture - Single Key Hierarchy Instantiation per MD
Discussion:

There were concerns raised if the STA crashes and establishes a new PMKR0-SA.
MOTION at 8:33pm: Accept the submission contained in document 11-06-1317-01-000r-security-architecture-single-hierarchy-instantiation.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Kapil Sood

Second: Nancy Cam-Winget

Discussion:

None
Result: 12-0-2 Passes

Presentation – doc 06/1147r0 – Kapil Sood - TGr Security Architecture – Unique PMK-R1 Names
What is the point of re-hashing the salt with the SSID, MDID, etc.?

Yes, if you would like to address that in a follow-up submission.

This does not address a LB comment.  It was something that we decided we needed during LB comment processing.

MOTION at 8:38pm: Accept the submission contained in document 11-06-1147-00-000r-security-architecture-unique-pmk-r1names.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Kapil Sood

Second: Rajneesh Kumar

Discussion:

None

Result: 9-0-4 Passes

Any objection to recessing until 8:00am tomorrow moring?

None

Recessed until 8:00am Tuesday.

Tuesday September 19, 2006

8:00 am

Presentation: doc 06/1142r6 - Kapil Sood – TGr Security Architecture State Machines
Discussion:
This looks good.  The state machines in 802.1X and 802.11i were implementable.  Can we make this a goal for the TGr state machines as well?

Yes, that can be a goal.  The main goal is interoperability.

Are there components of this submission that we can agree on now?

Yes, but the document has not been on the server long enough to vote on it, plus, the machines are inter-connected.  We cannot change one without it affectning another.

Is there anyone against putting state machines into the draft?

No response

Any objection to going into ad-hoc mode until 9:50?

None

Call to order
No objection to recessing.

In recess until 1:30pm

Tuesday September 19, 2006

1:30 pm

Chair update:
Version r2 of the agenda has been uploaded.
A new time slot on Wed at 1:30pm was added – released by TGm

Approval of Minutes

Motion to approve minutes of Aug to Sept 2006 Teleconferences r2

No objections

Any objection to enter into ad-hoc until 3:25?

None

Call to order

State Machine document update:

How close are we to having a submission that we could vote on?
Tomorrow

Chair update:

In tonight’s session we will have the presentation on Pre-Authentication.

Recessed until 7:30pm tomight

Tuesday September 19, 2006

7:30 pm

Presentation: doc 06/832r3 – Dorothy Stanley – TGr Pre-Authentication
Discussion:

In an enterprise deployment, the crossing of MD’s is infrequent.  Is it worth the effort for a corner case, rather than just taking the longer roam time for that one handover?
It depends on the deployment whether this type of roam is frequent or infrequent.  This also provides the capability to separate the authentication from the roam.

Metro hot-spots may result in frequent inter-domain roaming.
The impact of an inter-MD roam to the user is only if they are on a call.

This is a tool to reduce the roam time if needed, so it is worth the added protocol.  Another motivation is due to the lack of a Key Distribution Protocol in TGr.  This applies to the fat AP model.

It is possible to have TGr with fat AP’s.  But environments do exist where you won’t.  But in these environments, key cacheing could reduce the roam times and be valid for a day.

A key cache may be less than a day per policy.

I assume a new sub-type could be defined to allow the use of the General Encapsulation mechanism to carry RRB frames?

Yes

How does the STA choose which AP to select?

It is up to the STA to make that decision based on the information available from the Target AP.

Where is it specified that this is only to be used across MD’s, not within?  How is this enforced?  We need to enforce only one key hierarchy exists per MD.
Do you have a suggestion as to how much time prior to a roam a pre-auth should be invoked?

It is up to the STA.  It could be done when the STA powers up in the morning, or it could be done at the time of the roam.

The STA may not know about the new MD until very late, and by the time the STA initiates pre-auth, it may be too late to finish it.
That same argument can be made against FT.

There are more transactions involved with pre-auth.

So if TGr pre-auth could happen in the morning, the STA could also do full 802.1X auth with each AP.

Yes, but the STA would need to register with each of those APs in order to do that.

How many customers actually use Pre-auth?  None of our customers use it.  

It is tested for WiFi Certification

What are the reachability requirements to allow pre-auth to occur across MD’s
Reachable via layer 2

How do we make sure they are reachable?

That is a deployment issue.

A MD guarantees L2 reachability.  How do we do this with pre-auth across MD’s?

If the target AP is not reachable, then the pre-auth will fail and the STA will need to fall-back to over the air.

MOTION at 8:15pm: Accept the submission contained in document 11-06-0832-03-000r-preauthentication.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Dorothy Stanley

Second: Jouni Malinen

Result: 6/6/5 Fails

Discussion on how to address comment 839:
A submission will be need in order to either accept or reject

Any objection to entering ad-hoc mode until 9:25pm?

None

Recessed until 9:25pm

Call to order:

State Diagram update:

The ad-hoc group has finished the State Diagrams document.
Any objection to recessing until 8:00am Wednesday?

None

Recessed until 8:00am Wednesday.

Wednesday September 20, 2006

8:00 am

Agenda discussion
Attendance reminder

Presentation: doc 06/1479 & 06/1483 – Jarrko Knecht – More Data Bit
The suggested resolution indicates that no reason is given for the difficulty in implementing the More Data bit.

We have had much discussion on this.  In order for this to be useful, then the queues will need to be inspected much further back in the network than is possible.

If the More Data bit is set, how does the STA know if it indicates buffered data in PS or buffered data for FT?

It depends upon the mode the STA is in at the time.  In either case, it indicates buffered data exists on the AP.

The ambiguity exists if the More Data bit is not set.  The STA does not know if it is simply not supported or if there is no buffered data.  

A capability bit could be defined to indicate support.
Is the extra complexity worth the small improvement that may be gained?
Straw Poll: Which choice is more preferable for TGr:


Add a capability bit for signalling support of the More Data bit in non-PS mode: 2


Always support More Data Bit in non-PS mode if AP supports FT: 5

A new submission will prepared to address this.
Row 8 (comment 1432):
Where is the timing information?

The More Data bit will allow the STA to make a decision as to when to handover.

This is not the only input to the handover decision.
The proposed resolution by the commentor is not sufficient.

Row 9 (comment 1440):
This bit is difficult to implement in many of today’s chipsets.
Wouldn’t that be true in PS mode?

No, traffic for STA’s in PS mode is queued separately for that STA.

When a STA enters in and out of PS for unscheduled APSD, the AP will need to know how to set the More Data bit.
The APSD Service Period consists of transmitting only frames queued during that period.

I would argue that with every implementation, what this proposal is asking for is cannot be supported.
At some point in the future we could have architectures that support this feature.

There are architectures that can support this.
The same race condition exists for PS – the header can be populated at the time a frame arrives and the bit not set.

For a burst of traffic that is queued in a switch one hop away, this will not help.  All the traffic will be lost.

We have no empirical data to prove this is useful.

The same argument can be said of any optional feature.

A reminder that the More Data bit is already in the draft.  The burden is now on those who want to remove it to provide the evidence that it is not needed.

Row 10 (Comment 1441)
The resolution should be changed to say declined with the reason that the data is not supplied.
Row 11 (Comment 1442)
Not protecting the More Data bit can prevent a STA to FT when it should.
The same vulnerability exists under PS mode.  The STA may use the More Data bit PS mode to make a roam decision.

An attack can be launched by a man-in-the-middle changing the More Data bit to one.

Can you describe how an attack can be executed?  This seems impossible.

I don’t think so.  This is the reason for TGw.  Launching these types of attacks is trivial.

The proposed resolution does not properly address this comment.f
Motion: Reject comment 1441 with the following reason:

“Rejected; the feature is already in the draft.  In order to remove this feature, the commentor needs to supply timing analysis indicating that the feature is not useful”.

Moved: Jarkko Kneckt

Second: Frank Ciotti

Result: 4-4-3 Fails

It appears that we are in a deadlock.  Perhaps the way to move forward to advise the opposing parties to come to a consensus.
If we are attempting to go to Recirc this session, then we have to close these comments.  Is it more important to get the document out with the significant changes that have been made, or dwell on these issues?

There items that I support in the draft, and items that I don’t.  At some point we have to be happy (or unhappy) with what is in the draft for the advancement of the TG and draft.

We have lost sight of the complexity of the draft.  If it takes 4 months to gain consensus, then that is how long it takes.  I would like to see all comments resolved before we move forward.

We already have an 87% consensus on the draft.

With very contentious issues, like the More Data Bit, the best way to reach consensus is to go out for LB.

Motion: Accept the comment resolution for comments 208, 404, 407, 1431, 1432, 1440, 1441 and 1442 in 11-06-1479-00-000r-more-data-bit-comment-resolution.xls
Discussion:

Voting yes does not preclude discussions going on in parallel to resolve these

I don’t want people to believe that there are no issues here.

We agreed that a different resolution was necessary for some of these comments.  This motion does not address these.

Results: 4-1-11 Passes

Presentation: doc 06/1142r7 – Kapil Sood – TGr Security Architecture State Machines

Note: The vote on this submission is scheduled to take place in one of today’s afternoon sessions.
Chair update:

Comment: With the possibility of there being more than one TG going to LB after this session, I would suggest that that if we do go out for Recirc, that we make it more than a 15 day ballot.

The chair has requested an additional session at 1:30pm this afternoon.  The ruling for the change to the agenda will take place at the mid-session Plenary.  Our next regularly scheduled meeting is at 4:00pm today.
Any objection to recessing until either 1:30pm or 4:00pm
None

Recessed.

Wednesday September 20, 2006

1:30 pm

Agenda discussion
Presentation: doc 06/1503r0 – Rajneesh Kumar – Pre-Auth in TGr

Discussion:

We should not change the base spec as this would preclude future changes related to this.
Do we want to preclude it forever?

The spec can be changed again at any time

In the interest in moving forward, this resolves the comment.

MOTION at 1:46pm: Accept the submission contained in document 11-06-1503-00-000r-pre-auth-in-tgr.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Rajneesh Kumar

Second: Kapil Sood

Result: 9-1-4 Passes

MOTION at 1:50pm: Accept the submission contained in document 11-06-1142-07-000r-ft-security-architecture-state-machines.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Kapil Sood
Second: Dorothy Stanley

Result: 12-0-1 Passes
Discussion on Comment 213:
This comment is similar comment 1442 which we resovled this morning.

We could apply the same resolution to this motion.

MOTION at 1:56pm: Reject Comment 213 with the following resolution: “Decline:  it is not clear how the denial-of-sevice attack would be performed.  The More Data bit is used only to provide buffer status information and does not lock terminal to wait as described in the comment. The STA shall operate according to standard.”

Moved: Rajneesh Kumar

Second: Nancy Cam-Winget

Discussion:

Earlier we described a man-in-the-middle attack.  Doesn’t the same attack apply here?

Yes, this is true.
The More Data bit is only informational.  The std does not require a STA to linger on an AP if the MD bit is set.  A STA may choose to do so, in which case this would result in an attack.  The motion text should be amended to indicate ths.

I would agree.

Motion to amend at 2:05pm: By striking the sentence “It is not clear how the denial-of-service attack would be performed.” and replacing it with “A particular implementation may be subject to the denial of service described in the comment.  However, the standard does not require the More bit to be used in this fashion.”
Moved: Bob O’Hara

Second: Pat Calohoun

Result: 11-0-4 Passes

New MOTION at 2:09pm: Reject comment 213 with the following resolution: “Decline. A particular implementation may be subject to the denial of service described in the comment.  However, the standard does not require the More bit to be used in this fashion. The More Data bit is used only to provide buffer status information and does not lock terminal to wait as described in the comment. The STA shall operate according to standard ”
Moved: Rajneesh Kumar

Second: Nancy Cam-Winget

Result: 10-0-4

Motion to Amend Something Previously Adopted at 2:14pm: Relating to the motion to adopt 11-06-0637-00-000r-secure-key-distribution-and-authorization-protocol.doc by striking the text “, and instruct the editor to incorporate the changes into the draft” and preceding with “Not”

Motion would read: “Not accept the submission contained in document 11-06-0637-00-000r-secure-key-distribution-and-authorization-protocol.doc.”
Moved: Jouni Malinen

Second: Nancy Cam-Winget

Discussion:

What is the motivation for this amendment?

The submission instructs the editor to make changes to parts of the draft which have been removed.

Can you cite an example?

Yes, the MDC.

It would have been better to simply strike the reference to MDC.  It is orthogonal to the protocol described in the submission.  The MDC facilitates the construction of the SA.
Do you believe there will be interop issues if this is not defined?

There will be larger interop issues if we don’t have a key distribution protocol.  A key cannot be sent in the clear.

In favor of the amendment.  We have had many discussions on this.  The IETF CAPWAP WG is working on this.  Plus, the submission provides only a pull solution, not push.
Can Dan make another motion after this motion?

There are time constraints that have to be taken into consideration for the 4 hour rule.

At least for enterprise applications, in addition to the to key, the VLAN , QoS, ACL, etc must be sent as well.  The CAPWAP work is addressing this.  Plus, having only a pull model is restrictive.

CAPWAP does not provide the authorization to allow the PMK-R1 to pull the key.  The supplicant has no way of knowing if a key hierarchy has been compromised.  

Regarding the push model, this is not the only way to do this.  A push model is something we should work on.  I don’t think the lack of a push model makes a pull model solution unacceptable.

Is the Target AP informed about the AP the STA roamed from?
No.  

The proposal provides a mechanism for the supplicant to determine if the target AP is an authorized R1 key holder.

Call the question

Any objection?

None

Result: 12-8-4 Fails

Any objection to recess until 4:00pm?

none

Wednesday September 20, 2006

4:00 pm

<stopped here>
Adenda discussion:
Suman Sharma asked to remove the Reservation Option presentation
Presentation: doc 06/1439r0 – Marc Jalfon – Mechanism to update current session parameters
Discussion:
Will TGw be protecting the Re-Association frame?

No, this is considered to be performed by TGr.

How much of a disruption is there?
As soon as the AP receives the Re-assoc request, it destroys any SA it has for that STA.

If the spec states that the receipt of a Re-assoc request causes the AP to destroy an SA for a STA, that is an attack that needs to be addressed.
We are not addressing that with this submission.

Clause 8.4.10 states the AP shall delete the PTKSA.
Can you describe what security parameters you plan to update?
We describe only updating session parameters listed on slide 7.

How often are the parameters listed on slide 7 going to change?  Those are usually fixed parametes.  The only real parameter that may change is the Listen Interval.  It seems like a lot of protocol overhead for just this one purpose.
Supported Rates may need to be changed for power considerations.

How is the related to FT?
It is related to Re-association.  This will allow us to narrow the DoS attack.
I don’t think it is a good idea to change the rates without performing a full Re-association.

It already exists, but in a slow way.
Having frames buffered could cause a problem.  The AP would have to modify the buffered frames.

I don’t believe the old 5.4.2.3 allows this.  I believe the AP would discard the buffered frames.

Wouldn’t it be better to bring this to TGw?

TGw is only addressing post-key establishment protection.  

You’re right, but part of the solution belongs in TGr.

Is this intended to be mandatory or optional?

Not sure – make it part of the straw poll.

Straw Poll: Does TGr want to see a proposal based on the presentation in 11-06-1439-00-000r-mechanism-update-current-session-parameters.ppt?
Mandatory: 0

Optional: 11

Not at all: 5

If a motion were made on this, would the chair rule this out of scope?

Chair: Unsure at this time.

Presention: doc 06/1511r0 – Dorothy Stanley – AES-CMAC MIC Support
Discussion:

We should probably be consistent with the wording used in TGw of AES128-CMAC.
What does NIST use?

AES-CMAC is used by NIST and the RFC.

I received a comment from NIST that it should be AES128-CMAC.

MOTION at 4:40pm: Accept the submission contained in Part 1 of document 11-06-1511-00-000r-aes-cmac-mic.doc, and instruct the editor to incorporate the changes into the draft..
Moved: Dorothy Stanley

Second: Jouni Malinen

Discussion:

None

Result: 19-0-4 Passes

Discussion on Part 2 of 06/1511
In clause 8.5.2 of the submission, there seems to text missing.

This refers to text that was just voted in in Part 1
Do we go to ANA for the RSNA capability bits?

Yes

MOTION at 4:47pm: Accept the submission contained in Part 2 of document 11-06-1511-00-000r-aes-cmac-mic.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Dorothy Stanley

Second: Nancy Cam-Winget
Discussion:

For: This motion will target NIST and future security requirements
Result: 20-0-4  Passes

Presentation: doc 06/792r2 – Clint Chaplin – Reserve Option 

Discussion:

The normative text is not consistent with the mandatory reservation – the PICS is not updated.
In the beginning of the submission, it refers to these options being set via the MIB, but I don’t see a MIB object for it.

The name has been changed.

MOTION at 5:00pm: Accept the submission contained in document 11-06-0792-02-000r-reserve-option.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Clint Chaplin

Second: Rajneesh Kumar

Discussion:

Against: there is another proposal being worked on that combines these two, and I would prefer to wait to see that proposal.

Any objedtionto calling the question?

None

Result:  1-13-11 Fails

Presentation 06/1328 withdrawn from agenda

Presentation: doc 06/999r3 – Clint Chaplin – Make Before Break or Tentative Reassociation
This presentation is an addition to the existing draft.  There is now a MakeBeforeBreakReassociation IE added to Reassoc Req & Resp frames.
Make before break was part of the down selection process.
Discussion:

In states 3a & 3b, how does this interact with the 802.1X state machine, e.g; when the port is open.

The Target AP simply forwards the 1X frames to the AS.
This proposal was eliminated as part the down selection process.  It is out of scope.
How will the ethertype encapsulation accommodate payload larger 1486

Decrease the fragmentation threshold.
Is there any empirical data to prove that this is better than what is in the draft currently?
No empirical data, it is simpler.  All of the existing 11i security can be reused which has already been scrutinized.

The security claims for the 11i may be overstated.

The TGr PAR claims that we cannot decrease security.  If we use TGi then we can guarantee this.

Wrt empirical data, there is none for the existing protocol we have.

This proposal is completely interoperable and is simple, which is a big advantage.

The TG is working with an approved draft.  There is an obligation to complete the draft.  Going with something like this is not moving in that direction.  This appears to a way to sneak in a proposal that was already eliminated.
Earlier we stated that it was the onus to remove something from the draft.
This comment does not ask for empirical data, the other one referenced does.

We adopted what we have in TGr without empirical data.

The comment was a blanket statement.

But the suggested resolution was specific.

This is just one way that the comment can be resolved.  We could simply agree to decline the comment.
MOTION at 5:33pm: Accept the submission contained in document 11-06-1443-01-000r-make-before-break-tentative-reassociation-replace.doc and instruct the editor to incorporate the changes into the draft.

Moved: Clint Chaplin

Second: Dorothy Stanley

Discussion:

Against: This goes against the work that has been completed so far, and it has already been declined.

Against: This doesn’t foster a good environment for the Task Group.
For: This is a good sanity check.  It makes us ask the question - what do we really get with the current key hierarchy?  If this meets our PAR and is simpler, we owe it a chance.

All this was discussed during the down selection and it was decided it was lacking.  We don’t need to re-cover that ground.  This is an attempt to make an end-run of the procedures of this TG.  The majority has approved the mechanism that is in the draft now.  Making this change may result in not having a draft at all.  I strongly suggest we do not approve this motion,
I too would like to see the draft move forward.  But we have a lot of assumptions built-in on the back end with the current draft.  These are things we did not consider during the time of the down-selection.  

The proposals we had during the down-selection were just descriptions.  Now that we are further along with the protocol design, we realize that the solutions were not as attractive as we once thought.
The comment of us dropping down to not having a draft is not true.  We will drop back to the last LB which did pass, which was draft 2.0, as was discovered with TGe.

I don’t believe that is in our operating procedures.  I believe TGe had that as part of its operating rules.

Any objection to calling the question?

None

Result: 3-16-5 Fails

MOTION at 5:49pm: Accept the submission contained in document 11-06-0999-03-000r-make-before-break-tentative-reassociation.doc, and instruct the editor to incorporate the changes into the draft.
Moved: Clint Chaplin

Second: Stuart Kerry
Discussion:

The same comments for the previous motion apply to this motion as well.

Result: 3-16-7 Fails

Comment: it would be nice if the chair would only allow agenda items that would help move the TG forward.

Chair: That would reqire a motion
Any objection to recessing until 8:00am Thursday?

None

Recessed until 8:00am Thursday

Thursday September 21, 2006

8:00 am

Chair update:

Recirc timing considerations.
15 Comments remain w/o a resolution.  14 are in a single group.  The editor can have a draft ready by 11:00am if we resolve all 15. 

MOTION at 8:14am: Accept as the resolution for comment 839 the following: “Accepted in principle. Text changes given in 11-06-1503-00”
Moved: Rajneesh Kumar

Second: Nancy Cam-Winget

Discussion:

None

Result: 6-0-4  Passes

MOTION at 8:17am: Accept as the resolution for comments 931, 954, 978, 980, 987, 988, 1009, 1019, 1049, 1058, 1131, 1147, 1285 the following: “Accepted. Text changes given in 11-06-1142-07”
Moved: Kapil Sood
Second: Dorothy Stanley
Discussion:

For: 06/1142r7 provides enough detail to perform a security analysis
For: I applaud the effort put into this 

Result: 9-0-0 Passes
MOTION at 8:22am: Accept as the resolution for comment 33 the following: “Accept in principle: submissions accepted by the task group have improved the draft of IEEE 802.11r. The Task Group believes that the improved draft is no longer overly complex, no longer unwieldy, no longer hard to understand, and now meets the requirements of the PAR.”
Moved: Rajneesh Kumar

Second: Dorothy Stanley

Discussion:

There have been many submissions to clarify and clean-up the existing text.  With 06/1142 being adopted, we now have the means for a security analysis to take place.

Any objection to calling the question?

None

Result: 9-0-0 Passes

MOTION at 8:33am: Motion to request the technical editor to create an updated draft incorporating all approved changes.
Moved: Dorothy Stanley

Second: Kapil Sood

Discussion:

None

Any objection to calling the question?

None

Result: 10-0-1 Passes

Any objections to hosting the October ad-hoc in Toronto?

I would like to offer the Bay area as an optional location

Straw Poll:  Location of the October 17-19 Ad hoc which people can attend.
Toronto: 4

SF Bay Area: 8

NIST Maryland: 3

Straw Poll:  Location of the October 17-19 Ad hoc which people cannot attend.
Toronto: 4

SF Bay Area: 0

NIST Maryland: 3

Intel has offered to host the Bay area meeting.  Meeting information will be posted to the reflector.

Chair update:

The agenda for this afternoon is to approve the comment resolution spreadsheet, approve the draft, and vote to go to recirc.

Any objection to recessing until 1:30pm
If we can only vote at 3:00pm, why not recess until 3:00pm?

If we get the draft from the editor earlier than 11:00am, then we may be able to vote earlier than 3:00pm

Recessed until 1:30pm

Thursday September 21, 2006

1:30 pm

Chair update:

Attendance reminder

There is one motion we can make now, and another we can make at 2:15pm

MOTION at 1:37pm: To accept 11-06-0537-33-000r-d2-comments.xls, with the comment resolution to comment 876 changed to “Accept”, as the comment resolutions of LB82 comments
Moved: Jouni Malinen

Second: Bob O’Hara
Discusion:

None

Any objection to calling the question?

None

Result: 8-0-2  Passes
Any objection to recessing until 2:15pm?

None

Recessed until 2:15pm

Called to order 2:15pm

Discussion on wording of Recirc motion:

Do we know if the draft is complete?

We have resolved all the comments.

I believe we do know that the draft is not complete.  We should word the motion such that all the comments from LB82 have been resolved.
MOTION at 2:15pm: Moved: Instruct the technical editor to rename 802.11r draft 2.3 as 802.11r draft 3.0. Having addressed all comments arising from LB82, Task Group r resolves to forward 802.11r draft 3.0 to the working group for the purpose of conducting a 15-day working group recirculation letter ballot.  The purpose of the working group recirculation letter ballot is to forward the draft to sponsor ballot.
–The text of the motion to be presented to the working group will be “Move to authorize a 15-day Working Group Recirculation Letter Ballot of 802.11r draft 3.0 to start no later than 09/27/2006, asking the question “Should the 802.11r draft 3.0 be forwarded to sponsor ballot?””
Mover: Kapil Sood

Second: Jouni Malinen

Discussion:

For: I congratulate the work done over the last 6 months to resolve these comments.

Any objections to calling the question?

None

Result: 17-0-0  Passes
Chair: Any further items the agenda?

None

Chair update:

We have an ad-hoc scheduled for October 17-19.  If needed, we can schedule one in December as well.
Do we have the weekly conference calls scheduled?

Yes

Even during the LB?

The chair can cancel those if necessary.
Any objection to adjourning?

None

Adjourned
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