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Background

This contribution provides updated texts for frame format and mesh address extensions [1]. This is also intended to resolve CID 136, providing contents for clause 7.2.4.
The following is normative text proposed as an amendment to P802.11s/D0.03.
Update Clause 7.1.2 as follows:

7.1.2 Frame fields

Change the text in 7.1.2 and Figure 19 as shown:

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 19 depicts the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the last field (FCS) in Figure 19 constitute the minimal frame format and are present in all frames, including reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, Mesh Header and Frame Body are present only in certain frame types and subtypes. When present, the Mesh Header Field is prepended to the Frame Body and handled identically to the contents of the body with respect to MPDU processing. Each field is defined in 7.1.3. The format of each of the individual subtypes of each frame types is defined in 7.2. The components of management frame bodies are defined in 7.3. The formats of management frames of subtype Action are defined in 7.4 

The Frame Body field is of variable size. The maximum frame body size is determined by the maximum MSDU size (2304 octets) plus any overhead from security encapsulation.

	Octets: 2
	2
	6
	6
	6
	2
	0 or 6
	2
	4 or 16
	0-23142
	4

	Frame Control
	Duration / ID
	Address 1
	Address 2
	Address 3
	Sequence Control
	Address 4
	QoS Control
	Mesh Header
	Body
	FCS


Figure 19 – MAC Frame Format

Update Clause 7.1.3.5a as follows:

7.1.3.5a Mesh Header field

The mesh header field is a 4- or 16-octet field which includes a time to live field for use in multi-hop forwarding to eliminate the possibility of infinite loops, a mesh end-to-end sequence number for use in controlled broadcast flooding and other services, an 8-bit mesh flags field for use in mesh-specific extensions of header processing including mesh address extension, and optionally a 12-octet mesh addressing field for allowing total 6 addresses to be carried in mesh data frames. The Mesh Header field is present in all frames of type Extended with subtype Mesh Data. 
	Octets: 1
	2
	1
	12

	Mesh Flags
	Mesh E2E Seq
	Time To Live (TTL)
	Mesh Addressing


Figure s1: Mesh Header field
7.1.3.5a.3 Mesh Flags field

Mesh Flags field is eight bits in length and the flags therein are used to control mesh-specific header processing, e.g., for mesh address extension and encapsulation/tunneling.

	Bits: 0
	1-7

	Address Extension (AE)
	Reserved


Figure s2: Mesh Flags field
The “Address Extension (AE)” flag is used to indicate the existence of — and thereby the use of — mesh addressing field for mesh address extension based on 6-address format: If AE = 1, the mesh addressing field follows the mesh header field and provides two additional address fields for mesh address extension (see Clause 11A.4.4 for the usage of address fields in 6-address format); if AE = 0, there is no mesh addressing field after the mesh header field and the use of existing address fields, i.e., Address 1 to Address 4, is not changed. Note that “AE” flag can be set to 1 only when both “To DS” and “From DS” fields are set to 1.  
7.1.3.5a.4 Mesh Addressing field

Mesh Addressing field is sixteen bits in length and follows the Mesh TTL field only when the “AE” flag of Mesh Flags field is set to 1. Mesh Addressing filed provides two additional address fields, Address 5 and Address 6, for mesh address extension based on 6-address format.

	Octets:6
	6

	Address 5
	Address 6


Figure s3: Mesh Addressing field
Address 5 and Address 6 are used to carry over a mesh link the MAC addresses of IEEE 802 entities that do not support WLAN mesh services, but are the destination and the source of an IEEE 802 data link where there are one or more MPs in the middle that take either of the following actions for incoming frames:
· Conversion of address format, i.e., from 3-address to 6-address format or vice versa at MAPs;

· Redirection to a different destination either at a root node (in HWMP) or at an MPP (in interworking), which involves updating the fields of Address 3 and Address 4 based on the information in Address 5 and Address 6.

Details on the usage of these optional address fields are given in Clause 11A.4.4 as a part of forwarding processing description.
Insert the following text into Clause 7.2.4 “Extended frames”:

7.2.4 Extended frames

7.2.4.1 General

The frame format for an extended frame is dependent on the Subtype field as described in the following subclauses.

7.2.4.2 Mesh Data frame format

The frame format for a mesh data frame is identical to the format of a data frame as defined in clause 7.2.2 with the addition of the Mesh Header field.

	Octets: 2
	2
	6
	6
	6
	2
	0 or 6
	2
	4 or 16
	0-2312
	4

	Frame Control
	Duration / ID
	Address 1
	Address 2
	Address 3
	Sequence Control
	Address 4
	QoS Control
	Mesh Header
	Body
	FCS


Figure s12 – Mesh data frame

* Proposed text updates for data message forwarding based on 6-address format (related CIDs: 58 59, 167, 206, 207):
Update Clause 11A.4.4 as follows:

11A.4.4 Data Message Forwarding

In a WLAN mesh network, a data frame is forwarded based on its four addresses in the MAC header at each intermediate MP. However, the existing four address fields are not enough to carry the address information for both true source/destination entities and MAPs/MPPs a serving as their proxies when an 802 entity that does not support WLAN mesh services — e.g., legacy STAs associated with MAPs or external non-802.11 stations whose proxies are MPPs — is either a source or a destination of a data link. Also, additional address information is needed when there exist forwarding MPPs that redirect incoming frames to other MPPs or final destinations.
In this regard, as shown in Clause 7.1, the frames of type “Extended with subtype Mesh Data [+ CF-Ack]” can use two optional address fields — i.e., “Address 5” and “Address 6” — to carry such additional address information, the existence of which is indicated by the AE flag in the “Mesh Header” field. The use of these optional address fields in forwarding processing is described in Clause 11A.4.4.2.
11A.4.4.1 MSDU Ordering

In a WLAN Mesh network, path selection and forwarding operations are implemented as layer-2 mechanisms. When data frames are forwarded in such a multi-hop mesh network, multipath routing (either due to load balancing or dynamic route changes) can easily result in arrival of out-of-order and duplicate frames at the Destination Mesh Point. The probability of having out-of-order and duplicate frames increases as the rate of topology changes, load level variations, and/or wireless channel fluctuations increases. Note that the Sequence Control field in 802.11 Data Frame headers is meant to be used on a hop-by-hop basis to detect duplicates or missing frames at each hop and is changed by each intermediate Mesh Point.  Hence, it cannot be used to detect out-of-order or duplicate frame delivery in an end-to-end fashion. 

A new “Mesh E2E Sequence Number” in the Mesh Header field is added to uniquely identify the data frames sent from a given Source Mesh Point. By the pair of Source MP Address and Mesh E2E Sequence Number, the Destination Mesh Point is able to detect out-of-order and duplicate frames. Duplicate frames must be discarded, while out-of-order frames must be buffered temporarily before they can be re-ordered and delivered to LLC. The goal here is to manage the buffer in a way that strives to deliver all MAC frames in the correct order. To avoid excessive delay due to such buffering, a timer may be used locally by the Mesh Point so that it does not wait indefinitely. When the local timer expires, the Destination Mesh Point gives up waiting for the missing frames, delivers the queued frames and considers the missing frames as dropped. Note that such an end-to-end ordered delivery of unicast data frames is only guaranteed between the Source Mesh Point and the Destination Mesh Point, and it is possible that frames may arrive at an intermediate Mesh Point out of order. However, there shall be no reordering of unicast MSDUs received at the MAC service interface of any Mesh Point with the same traffic identifier value and the same Source Mesh Point.
11A.4.4.2 Unicast Forwarding
In this subclause, an overview of unicast forwarding based on the mesh address extension is given for the cases of MP-to-MP, STA-to-STA, and outside-mesh-to-outside-mesh communications. Hybrid cases, like MP-to-STA communications, are not described here, but their operations can be easily derived from the given ones; in fact, they are special cases (i.e., a subset) of STA-to-STA communications.

Regarding the details of mesh address extension involved with forwarding MPPs, refer to Clauses specific to path selection protocols and interworking support (e.g., 11A.4.3.1 and 11A.10 (or 11A.4 and 11A.3.6 in new document structure, respectively)).
11A.4.4.2.1 At Source MPs

For simple MP-to-MP communications where there is no forwarding MPP involved, a source MP shall use four-address frames (with AE flag set to 0) where address fields from Address 1 to Address 4 have their usual meanings — i.e. Address 1 for RA, Address 2 for TA, Address 3 for DA, and Address 4 for SA, respectively.

In case of STA-to-STA communications, STAs associated with MAPs shall use three-address frames to send their unicast data frames to MAPs as in the BSS. If a unicast data frame received is from an associated and authenticated STA, and the destination STA address corresponds to an address in the forwarding table
,, a MAP shall reformat the frame as a six-address frame (with AE flag set to 1) where the addresses of source and destination STAs are carried by Address 6 and Address 5 fields respectively, and transmit it to the appropriate peer MP
 listed in the forwarding table as the next hop address for that destination address.
In the general case of outside-mesh to outside-mesh communications through a mesh network, the outside mesh parts use their respective frame formats which at least contain an 802 source address (S) and an 802 destination address (D). The first MP, i.e., the MPP connecting the outside mesh part and the mesh network, puts the MAC addresses of D and S of incoming data frames from the outside-mesh into Address 5 and Address 6 of the corresponding, outgoing mesh data frames. The MPP also puts into Address 3 and Address 4 the corresponding mesh destination for D derived from its ingress list and its own MAC address, respectively.

The TTL field in the mesh header field for both the cases shall be set to 255/initial value.
11A.4.4.2.2 At Intermediate and destination MPs
On receipt of a unicast data frame, the MP deciphers it and checks for authenticity. If it is not from an authentic source, the frame shall be silently discarded. If the “untrusted” bit is set in the QoS control field, and transport of untrusted traffic has not been enabled, the frame shall be discarded silently.

The MP then checks to see whether the mesh destination address in “Address 3” field is known; if it is an unknown address, the MP may either silently discard the frame or trigger a routing discovery procedure depending on the path selection protocol that is currently active in the mesh.
If the mesh destination address does not match the MP’s own address, but does one of known MAC addresses in the forwarding table, the TTL field in the QoS control field is decremented. If zero has been reached, the frame discarded. Otherwise, the frame is queued for transmission to the next-hop MP as determined from the Mesh forwarding table.
If the mesh destination address matches the MP’s own address, then the MP checks the AE flag in the “Mesh Header” field and takes the following actions based on its value:

· If the AE flag is set to 0, which means the current MP is a final destination of the current frame (i.e., MP-to-MP communications), the MP processes and sends it to an upper layer;
· If the AE flag is set to 1, which means the current MP is a MAP associated with STAs (i.e., STA-to-STA communications), the MP checks to see whether the destination STA address in “Address 5” field is known. If the destination address corresponds to a STA associated with this MAP, the frame is translated to the three address format and queued for transmission to the final destination.

11A.4.4.3 Broadcast Forwarding
On receipt of a data frame with Address 1 set to the all-1s broadcast address, the MP deciphers it and checks for authenticity. If it is not from a peer MP, the frame shall be silently discarded. 

The tuple of SA and Mesh E2E sequence number from the frame header may be used as a unique message signature for tracking messages. The MP checks whether the message has previously been forwarded by this node. If this is the case, the frame shall be discarded.  Otherwise, the signature for this message is retained for later use.
The MP then decrements the TTL field in the mesh control field.  If the TTL value has reached zero, the message is discarded.  Otherwise, the frame is queued for transmission as a four address frame to all neighboring MPs that are associated and authenticated to the MP.

If the node is a Mesh AP, it also creates a three-address broadcast frame with the same body contents as the received frame and transmits it to the STAs associated with it.  

11A.4.4.4 Multicast Forwarding
On receipt of a multicast data frame, the same process used for broadcast forwarding in 11A.4.4.3 is used for the multicast data frame.
The MP may implement multicast filtering technology to reduce multicast traffic flooding in the WLAN mesh network. This may be achieved, for example, by using the GARP Multicast Registration Protocol (GMRP) defined in IEEE802.1D.  This filtering technology is beyond the scope of this specification.
Support for special multicast capabilities is an implementation choice and requires invoking the extensibility feature of this (draft standard).
References:
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�Actual implementation of routing/forwarding tables for associated STAs at MAPs is specific to a path selection protocol in use and therefore beyond the scope of the current standard.


� A peer MP is a member of the Mesh network with which a secure link has been established.
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