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CID 1250 (A), 6947 (C), 496 (A), 10395 (C), 2383 (C), 2391 (C), 3987 (A), 4759 (A), 6776 (A), 10299 (A), 10400 (C), 11991 (A), 1251 (C)
TGn Editor: On page 72 of TGn draft 1.01, near line 4, delete the text beginning with “Insert the following new subclause 8.8 Security for HT STA” through and ending with the sentence which begins “An HT STA shall not use WEP”

TGn Editor: Insert, on page 72 of draft 1.01, near line 4, the following text and editor instructions:

8.2 Pre-RSNA Security methods

Insert the following text at the end of the clause:

The TKIP security mechanism was intended for short-term deployment pending the development of stronger ciphers. The development of the definition of the HT STA coincides with the existence of stronger ciphers and hence, HT STA encryption algorithm use is restricted.

It is noted that when keys are negotiated, only one pairwise key is negotiated for each pairing of STA. It is also noted that in order to insure the greatest possible security of exchanged data, each key may be utilized by a maximum of one encryption algorithm. These facts contribute to the definition of the restrictions on security algorithm usage.

The use of WEP and TKIP by an HT STA are strongly discouraged for communication with other STA which support stronger ciphers, and forbidden in HT STA to HT STA communication.

Note that frames exchanged between HT STA are not required to be encrypted.

Pre-RSNA security methods shall not be used to protect unicast frames transmitted by an HT STA if the RA or address1 of the frame corresponds to an HT STA.

TGn Editor: On page 36 of TGn draft 1.01, before line 56, which reads “7.3.2.30 TSPEC element”, insert the following text and editor insruction:
7.3.2.25 RSN information element

7.3.2.25.1 Cipher suites

Insert the following text at the end of the clause:

The cipher suite selectors “use group cipher suite” and “TKIP” shall never be used as pairwise cipher suite selectors between any two HT STAs.
TGn Editor: On page 72 of TGn draft 1.01, after line 2, which reads “8 Securityt”, insert the following text and editor insruction:
8.3 RSNA data confidentiality protocols

8.3.1 Overview

Remove the phrase “NOTE—“ from the start of the last paragraph of this subcluase.

Insert the following text at the end of the subclause:

TKIP shall not be used as the pairwise cipher suite between any two HT STAs.

TGn Editor: On page 72 of TGn draft 1.01 near line 1, after the header “8. Security, insert the following text and editor insruction:
8.3.3.3.5 CCM originator processing
Change item c) of the second paragraph of this subclause as follows:

c) Frame body: the frame body of the MPDU (1–7919 octets; 7919 = 7935 – 8 MIC octets – 8 CCMP

header octets).
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Abstract


This document includes proposed text for modification of the TGn 1.0 draft. The text is intended to provide a resolution for CID 1250, 6947, 496, 10395, 2391, 3987, 4759, 6776, 10299, 10400, 11991,  2383 and 1251 from LB84. These CIDs raise questions regarding the restriction in the use of security algorithms.





REVma 7.0 includes the following subclauses:





8.2 Pre-RSNA security methods


Except for Open System authentication, all pre-RSNA security mechanisms have been deprecated, as they fail to meet their security goals. New implementations should support pre-RSNA methods only to aid migration to RSNA methods.





8.3 RSNA data confidentiality protocols


8.3.1 Overview





NOTE—Use of any of the data confidentiality algorithms depends on local policies. The data confidentiality and integrity mechanisms of TKIP are not as robust as those of CCMP. TKIP is designed to operate within the hardware limitations of a broad class of pre-RSNA devices. TKIP is suitable for firmware-only, hardware-compatible upgrade of fielded equipment. RSNA devices should only use TKIP when communicating with devices that are unable or not configured to communicate using CCMP.
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