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2 Normative References

Insert the following reference in the list of normative references in Clause 2:
FIPS PUB 180-2-2002, Secure Hash Standard

8.5.2 EAPOL-Key Frames 

Insert text in Clause 8.5.2 list item 1, as sub-bullet item iii, following sub-bullets i and ii, as indicated below:
i) The value 1 shall be used for all EAPOL-Key frames to and from a STA when neither the

group nor pairwise ciphers are CCMP for Key Descriptor 1. This value indicates the

following:

—HMAC-MD5 is the EAPOL-Key MIC.
—ARC4 is the EAPOL-Key encryption algorithm used to protect the Key Data field.

ii) The value 2 shall be used for all EAPOL-Key frames to and from a STA when either the

pairwise or the group cipher is AES-CCMP for Key Descriptor 2. This value indicates the

following:

—HMAC-SHA1-128 is the EAPOL-Key MIC. HMAC is defined in IETF RFC 2104; and

SHA1, by FIPS PUB 180-1-1995. The output of the HMAC-SHA1 shall be truncated

to its 128 MSBs (octets 0–15 of the digest output by HMAC-SHA1), i.e., the

last four octets generated shall be discarded.

—The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the

Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.

iii) The value 3 shall be used for all EAPOL-Key frames to and from a STA when

either the pairwise or the group cipher is AES-CCMP and dot11FastBSSTransitionEnabled is set to TRUE. This value indicates the following:

—HMAC-SHA-256 is the EAPOL-Key MIC. HMAC is defined in IETF RFC 2104; 
SHA-256 is defined by FIPS PUB 180-2-2002. The output of the HMAC-SHA-256 shall be truncated

to its 128 MSBs (octets 0–15 of the digest output by HMAC-SHA-256), i.e., the

last 16 octets generated shall be discarded. 
—The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the

Key Data field. IETF RFC 3394 defines the NIST AES key wrap algorithm.

Note: This definition does not provide use of SHA-256 with 802.11-REVma. Should we define use of SHA-256 for non-FT CCMP: value 4, AES-CCMP for pairwise or group? 
7.3.2.43 Fast BSS transition information element (FTIE) 
Change from:

The MIC Control field is two octets, and is defined in Figure 112N. The MIC algorithm is one of the values from Table 43B: The Information Element Count of the MIC Control field contains the number of information elements that are included in the MIC calculation. A value of zero indicates no MIC is present.
To:

The MIC Control field is one octet, and is defined in Figure 112N. The Information Element Count of the MIC Control field contains the number of information elements that are included in the MIC calculation. A value of zero indicates no MIC is present.
Delete table 43B -MIC algorithm negotiation

Change Figure 112N to delete the MIC algorithm and reserved fields and change the bit values for the Information element count from B8-15 to B0-7.
8A.5.3 FT authentication sequence: contents of fast BSS transition confirm 
Change from:

 — The MIC algorithm of the MIC Control field shall be set to one of the values given in Table 43B in 7.3.2.43.

 — The MIC shall be calculated using the KCK, by the algorithm selected by the MIC algorithm of the MIC Control field, on the concatenation, in the following order, of: 

To

· The MIC shall be calculated using the KCK and the HMAC-MD5 algorithm when neither the pairwise nor the group cipher is AES-CCMP. 

· The MIC shall be calculated using the KCK and the HMAC-SHA-256 algorithm when either the pairwise or group cipher is AES-CCMP. The output of the HMAC-SHA-256 shall be truncated to its 128 MSBs (octets 0–15 of the digest output by HMAC-SHA-256), i.e., the last 16 octets generated shall be discarded. 
· The MIC shall be calculated on the concatenation, in the following order, of: 
8A.5.4 FT authentication sequence: contents of fast BSS transition acknowledgement 
Change from:
· The MIC algorithm of the MIC Control field shall be set to one of the values given in Table 43B in 7.3.2.43.
·  When this message of the authentications equence appears in a Reassociation Response, the Optional parameters may include a GTK. If a GTK is included, it shall be encrypted as follows:
· If the MIC algorithm is 1 (HMAC-MD5), then the GTK shall be encrypted using ARC4

· If the MIC algorithm is 2 (HMAC-SHA1-128), then the GTK shall be encrypted using NIST AES Key Wrap algorithm, as defined in RFC 3394.
·  The MIC shall be calculated using the KCK, by the algorithm selected by the MIC algorithm of the MIC Control field, on the concatenation, in the following order, of:
To

· When this message of the authentication sequence appears in a Reassociation Response, the Optional parameters may include a GTK. If a GTK is included, it shall be encrypted using ARC4 when neither the pairwise nor the group cipher is AES-CCMP. It shall be encrypted using the NIST AES Key Wrap algorithm when either the pairwise or group cipher is AES-CCMP.
· The MIC shall be calculated using the KCK and the HMAC-MD5 algorithm when neither the pairwise nor the group cipher is AES-CCMP. 
· The MIC shall be calculated using the KCK and the HMAC-SHA-256 algorithm when either the pairwise or group cipher is AES-CCMP. The output of the HMAC-SHA-256 algorithm shall be truncated to its 128 MSBs (octets 0–15 of the digest output by HMAC-SHA-256), i.e., the last 16 octets generated shall be discarded. 
·  The MIC shall be calculated on the concatenation, in the following order, of:
In Clauses

8.5.3.1, 8.5.3.2, 8.5.3.3, 8.5.3.4,

8.5.4.1, 8.5.4.2, 

8.5.8.1.1, 8.5.8.1.2, 

8.5.8.1.3, 8.5.8.1.4, 8.5.8.1.5

8.5.8.3, 8.5.8.4,

Change from 

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap

with HMAC-SHA1-128)

to

Key Descriptor Version = 1 (ARC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap

with HMAC-SHA1-128) or 3 (NIST AES key wrap with HMAC-SHA-256)

References:

Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


This document provides text changes to add the ability to use HMAC-SHA-256 as the algorithm for FT key management MIC calculations, and to use the same MIC algorithm for protection of key management data included in EAPOL-Key messages, re-association request and response messages, action frames and authentication frames. This change was discussed by participants at the TGr Santa Clara ad-hoc, August 23, 2006.
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