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Updates based on TGr Draft D2.2
Section 8.5A.7, Page 29, Update Line 47.

- PTKlen is the total number of key material bits to derive, e.g., number of bits of the PTK. PTKLen is 512 for CCMP and 640 for TKIP.

Section 8.5A.7, Page 29, Line 50.
Replace: “Each PTK has three associated keys, KCK, KEK, and TK, derived as follows:”
With: “Each PTK has four associated keys, KCK1X, KCK11, KEK, and TK, derived as follows.”
Section 8.5A.7, Page 29, Lines 52-56.

Replace all occurances of KCK with KCK1X

Section 8.5A.7, Page 29, Line 60 – Update line 60.

The KCK1X is used by IEEE 802.1X to provide data origin authenticity in the EAPOL-Key messages, in the 4-Way Handshake in FT Initial Association and Group Key Handshake messages.
Section 8.5A.7, Page 29, Line 61 – Insert the following after line 61.

The KCK11 shall be computed as bits 128-255 of the PTK: 


KCK11 = L(PTK, 128, 128) 

where L(-) is defined in 8.5.1. 

The KCK11 is used to provide data origin authenticity in the FT management messages in the FT Base Mechnanism and in FT Reservation Mechanism (MIC generation and verification).
Update Section 8.5A.7, Page 29, lines 62-65 as follows.

The KEK shall be computed as bits 256-383 of the PTK
KEK = L(PTK, 256, 128)

Update Section 8.5A.7, Page 30, Line 4-8 as follows.

Temporal keys (TK) shall be computed as bits 384-511 (for CCMP) or bits 384-639 (for TKIP) of the PTK:
TK = L(PTK, 384, 128), or 

TK = L(PTK, 384, 256)
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Abstract


The document provides the text updates to create a new Integrity protection key (called, KCK11) which will be used to provide authentication protection for FT management messages.  This is necessitated to prevent key sharing and key re-use of the EAPOL-Key confirmation Key (KCK, now called KCK1X), which protects EAPOL-Key messages in FT Initial Assoc and for TKIP countermeasures..





This submission addresses comments from LB82 around Security Architetcure for Fast Transitioning.














































































































TGr Security Architecture work
page 1
Sood, Cam-Winget, Kumar, Chen, Walker

