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Updates based on TGr Draft D2.2
Section 8.5A.1, Page 25, Line 4.  Modify first paragraph as indicated below:

As depicted in Figure 160A, R0KH computes the PMK-R0 from either the PSK or from the MSK resulting (per RFC 3748) from a successful IEEE 802.1X Authentication between the AS and the Supplicant, within a mobility domain.  Upon a successful authentication, the Supplicant and the R0KH shall delete the prior PMK-R0 key and  all PMK-R1 keys which were created between the Supplicant and the same mobility domain.  
The PMK-R1 keys are also generated by the R0KH. The PMK-R1 keys are delivered from the R0KH to the R1KHs within the same Mobility Domain. The PMK-R1 keys are used for PTK generation. Upon receiving a new PMK-R1 key for a STA, an R1KH shall delete the prior PMK-R1 key and PTKs derived from the prior PMK-R1 key.
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Abstract


The document provides the text updates to ensure that at any time, only one PMK-R0 key hierarchy exists between a Supplicant and the mobility domain.  This is needed to avert attacks as described in 11-06-0624-00.  Updates are made to TGr draft D2.2.  





This submission addresses comments from LB82 around Security Architetcure for Fast Transitioning.
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