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Introduction

Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGn Draft.  This introduction, is not part of the adopted material.

Editing instructions formatted like this are intended to be copied into the TGn Draft (i.e. they are instructions to the 802.11 editor on how to merge the TGn amendment with the baseline documents).

TGn Editor:  Editing instructions preceded by “TGn Editor” are instructions to the TGn editor to modify existing material in the TGn draft.   As a result of adopting the changes, the TGn editor will execute the instructions rather than copy them to the TGn Draft.

Summission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context.
Problem statement

The comment reads thus:

	3904
	Until now, frame and MPDU have been used interchangeably. But with the introduction of the concept of the MPDU aggregation, the frame (which Iis a contiguous bit stream transmitted by the MAC - is this even correct?) is more than an A-MPDU
	Define the term "frame" to avoid any confusion in the future. I would go with the definition I wrote in the comment which means an A-MPDU is a frame. MPDUs when sent individually are frames but are merely part of a frame when they are constituent in an A-MPDU.
	Gen AdHoc: Agree that the Frame and MPDU has been used interchangeably, but a PSDU can contain either a Frame or A-MPDU.  The correct term is used to convey the specific use in the TGn Draft.  Each use of Frame and MPDU used in the Baseline (TGma)needs to be checked to ensure that these terms are used consistently in the resulting draft. 


We have effectively introduced to new sublayers into the MAC – at the bottom we have A-MPDU, at the top we have A-MSDU.  We have not introduced new names for protocol units that relate to these sublayers.  Also the terms “frame” and MPDU are used synonomously.

So what goes into a PSDU is either a frame, an MPDU, or an A-MPDU.

A frame or an MPDU is transported in either a PSDU or an A-MPDU.

An MSDU or an A-MSDU is wholly or partly transported in a Data MPDU.

It is necessary to review occurrances of frame, MPDU or A-MPDU to consider making the following changes:

	Condition
	Change

	Frame or MPDU used in the context of PSDU or PPDU or packet
	Add “ or A-MPDU” after

	Frame or MPDU used in the context of frame format, or MAC protocol
	No change

	MSDU used in the context of what goes into a Data frame
	Add “ or A-MSDU” after

	MSDU in the context of communicating with the LLC
	No Change


There are the following numbers of uses of these terms in REVma D7.0:

	Term
	Count

	Frame
	2810

	MPDU
	485

	MSDU
	547


Proposed Changes
Related to “frame”
TGn Editor:  Add the following new subclauses to the TGn draft in the appropriate locations
9.2.10 DCF timing relations
Change paragraph 2 of 9.2.10 as follows:
All timings that are referenced from the end of the transmission are referenced from the end of the last symbol of the PPDU carrying a frame on the medium. The beginning of transmission refers to the first symbol of the preamble of the PPDU carrying the next frame on the medium.

Change paragraph 13 of 9.2.10 as follows:
The following equations define the MAC Slot Boundaries, using attributes provided by the PHY, which are such that they compensate for implementation timing variations. The starting reference of these slot boundaries is again the end of the last symbol of the PPDU carrying the previous frame on the medium.

11.6 Higher layer timer synchronization
11.6.2 Procedure at the QSTA

Change paragraph 2 of 11.6.2 as follows:
In order to determine whether to provide an MLME-HL-SYNC.indication primitive for a particular data frame, a MAC that supports MLME-HL-SYNC primitives compares the Address 1 field in a data frame’s MAC header against a list of group addresses previously registered by an MLME-HL-SYNC.request primitive. If the MAC and the transmitter of the Sync frame are collocated within the same STA, the MLME-HL-SYNC.indication primitive shall occur when the last symbol of the PPDU carrying a matching data frame is transmitted. Otherwise, the indication shall occur when the last symbol of the PPDU carrying the matching data frame is received. In both cases, the MLME-HL-SYNC.indication primitive provided is simultaneous (within implementationdependent delay bounds) with the indication provided to other STAs within the BSS for the same data frame.
Related to MPDU

TGn Editor:  Add the following new subclauses to the TGn draft in the appropriate locations
10.4.6 PLME-TXTIME.request

10.4.6.1 Function

Change 10.4.6.1 as follows:
This primitive is a request for the PHY to calculate the time that will be required to transmit onto the WM a PPDU containing a specified length MPDUPSDU, and using a specified format, data rate, and signalling.
10.4.6.2 Semantics of the service primitive

Change 10.4.6.2 as follows:
This primitive provides the following parameters:

PLME-TXTIME.request(TXVECTOR)

The TXVECTOR represents a list of parameters that the MAC sublayer provides to the local PHY entity in order to transmit an MPDU PSDU, as further described in 12.3.4.4 and 17.4 (which defines the local PHY entity).
10.4.6.3 When generated

Change 10.4.6.3 as follows:
This primitive is issued by the MAC sublayer to the PHY entity when the MAC sublayer needs to determine the time required to transmit a particular MPDUPSDU,.
12.3.5.4 PHY-TXSTART.request

12.3.5.4.1 Function

Change 12.3.5.4.1 as follows:
This primitive is a request by the MAC sublayer to the local PHY entity to start the transmission of an MPDU PSDU.

12.3.5.4.2 Semantics of the service primitive

Change 12.3.5.4.2 as follows:
The primitive provides the following parameters:

PHY-TXSTART.request(TXVECTOR)

The TXVECTOR represents a list of parameters that the MAC sublayer provides to the local PHY entity in order to transmit an MPDU PSDU. This vector contains both PLCP and PHY management parameters. The required PHY parameters are listed in 12.3.4.4.

12.3.5.4.3 When generated

Change 12.3.5.4.3 as follows:
This primitive will be issued by the MAC sublayer to the PHY entity when the MAC sublayer needs to begin

the transmission of an MPDU PSDU.

12.3.5.6 PHY-TXEND.request

12.3.5.6.1 Function
Change 12.3.5.6.1 as follows:
This primitive is a request by the MAC sublayer to the local PHY entity that the current transmission of the MPDU PSDU be completed.
12.3.5.6.3 When generated

Change 12.3.5.6.3 as follows:
This primitive will be generated when the MAC sublayer has received the last PHY-DATA.confirm from

the local PHY entity for the MPDUPSDU currently being transferred.
12.3.5.12 PHY-RXEND.indication

12.3.5.12.1 Function

Change 12.3.5.12.1 as follows:
This primitive is an indication by the PHY to the local MAC entity that the MPDUPSDU currently being received is complete.
12.3.5.12.2 Semantics of the service primitive

Change 12.3.5.12.2 as follows:
The primitive provides the following parameter:

PHY-RXEND.indication (RXERROR)

The RXERROR parameter can convey one or more of the following values: NoError, FormatViolation, CarrierLost, or UnsupportedRate. A number of error conditions may occur after the PLCP’s receive state machine has detected what appears to be a valid preamble and SFD. The following describes the parameter returned for each of those error conditions.

— NoError. This value is used to indicate that no error occurred during the receive process in the

PLCP.

— FormatViolation. This value is used to indicate that the format of the received PPDU was in error.

— CarrierLost. This value is used to indicate that during the reception of the incoming MPDUPSDU, the

carrier was lost and no further processing of the MPDUPSDU can be accomplished.

— UnsupportedRate. This value is used to indicate that during the reception of the incoming PPDU, a

nonsupported date rate was detected.

Related to A-MSDU

TGn Editor:  Add the following new subclauses to the TGn draft in the appropriate locations
Change definition 3.58 as follows:
3.58 fragmentation: The process of segmenting a medium access control (MAC) service data

unit (MSDU), Aggregated MAC service data unit (A-MSDU) or MAC management protocol data unit (MMPDU) into a sequence of smaller MAC protocol data units (MPDUs) prior to transmission. The process of recombining a set of fragment MPDUs into an MSDU, A-MSDU or MMPDU is known as defragmentation. These processes are described in ISO/IEC 7498-1: 1994 5.8.1.9.

6.1.2 Security services

Change 6.1.2 as follows:
Security services in IEEE 802.11 are provided by the authentication service and the WEP, TKIP, and CCMP mechanisms. The scope of the security services provided is limited to station-to-station data exchange. The data confidentiality service offered by an IEEE 802.11 TKIP implementation is the protection of the MSDU and by an IEEE 802.11 CCMP implementation is the protection of the MSDU or A-MSDU. For the purposes of this standard, TKIP and CCMP are viewed as logical services located within the MAC sublayer as shown in the reference model, Figure 10 (in 5.7). Actual implementations of the TKIP and CCMP services are transparent to the LLC and other layers above the MAC sublayer.
7.1.3.1.5 More Fragments field

Change 7.1.3.1.5 as follows:
The More Fragments field is 1 bit in length and is set to 1 in all data or management type frames that have

another fragment of the current MSDU, A-MSDU or current MMPDU to follow. It is set to 0 in all other frames.
7.1.3.1.8 More Data field

Change 7.1.3.1.8 as follows:
The More Data field is 1 bit in length and is used to indicate to a STA in PS mode that more MSDUs, A-MSDUs or

MMPDUs are buffered for that STA at the AP. The More Data field is valid in directed data or management

type frames transmitted by an AP to a STA in PS mode. A value of 1 indicates that at least one additional

buffered MSDU, A-MSDU or MMPDU is present for the same STA.
7.1.3.3.4 DA field

Change 7.1.3.3.4 as follows:
The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities intended as the final recipient(s) of the MSDU or A-MSDU (or fragment thereof) contained in the frame body field.
7.1.3.3.5 SA field

Change 7.1.3.3.5 as follows:
The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the transfer of the MSDU or A-MSDU (or fragment thereof) contained in the frame body field was initiated. The individual/group bit is always transmitted as a zero in the source address.
7.1.3.4.1 Sequence Number field

Change 7.1.3.4.1 as follows:
The Sequence Number field is a 12-bit field indicating the sequence number of an MSDU, A-MSDU or MMPDU. Each MSDU, A-MSDU or MMPDU transmitted by a STA is assigned a sequence number. Sequence numbers are not assigned to control frames, as the Sequence Control field is not present.

nQSTAs, as well as QSTAs operating as nQSTAs because they are in an nQBSS or nQIBSS, assign sequence numbers, to management frames and data frames (QoS subfield of the Subtype field is set to 0), from a single modulo-4096 counter, starting at 0 and incrementing by 1 for each MSDU, A-MSDU or MMPDU.

QSTAs associated in a QBSS maintain one modulo-4096 counter, per TID, per unique receiver (specified by the Address 1 field of the MAC header). Sequence numbers for QoS data frames are assigned using the counter identified by the TID subfield of the QoS Control field of the frame, and that counter is incremented by 1 for each MSDU or A-MSDU belonging to that TID. Sequence numbers for management frames, QoS data frames with a broadcast/multicast address in the Address 1 field, and all non-QoS data frames sent by QSTAs are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1 for each MSDU, A-MSDU or MMPDU. Sequence numbers for QoS (+)Null frames may be set to any value. 

Each fragment of an MSDU, A-MSDU or MMPDU contains a copy of the sequence number assigned to that MSDU, A-MSDU or MMPDU. The sequence number remains constant in all retransmissions of an MSDU, A-MSDU, MMPDU, or fragment thereof.
7.1.3.4.2 Fragment Number field

Change 7.1.3.4.2 as follows:
The Fragment Number field is a 4-bit field indicating the number of each fragment of an MSDU, A-MSDU or MMPDU. The fragment number is set to 0 in the first or only fragment of an MSDU, A-MSDU or MMPDU and is incremented by one for each successive fragment of that MSDU, A-MSDU or MMPDU. The fragment number remains constant in all retransmissions of the fragment.
7.1.3.5.1 TID subfield

Change 7.1.3.5.1 as follows:
The TID subfield identifies the TC or TS to which the corresponding MSDU, A-MSDU, or fragment thereof, in the Frame Body field belongs. The TID subfield also identifies the TC or TS of traffic for which a TXOP is being requested, through the setting of TXOP duration requested or queue size. The encoding of the TID subfield depends on the access policy (see 7.3.2.30) and is shown in Table 5. Additional information on the interpretation of the contents of this field appears in 6.1.1.2.16
7.1.3.5.5 Queue Size subfield
Change paragraph 2 of 7.1.3.5.5 as follows:

The queue size value is the total size, rounded up to the nearest multiple of 256 octets and expressed in units of 256 octets, of all MSDUs and A-MSDUs buffered at the QSTA (excluding the MSDU or A-MSDU of the present QoS data frame) in the delivery queue used for MSDUs and A-MSDUs with TID values equal to the value in the TID subfield of this QoS Control field. A queue size value of 0 is used solely to indicate the absence of any buffered traffic in the queue used for the specified TID. A queue size value of 254 is used for all sizes greater than 64 768 octets. A queue size value of 255 is used to indicate an unspecified or unknown size. If a QoS data frame is fragmented, the queue size value may remain constant in all fragments even if the amount of queued traffic changes as successive fragments are transmitted.

7.1.3.5.6 TXOP Duration Requested subfield

Change 7.1.3.5.6 as follows:
The TXOP Duration Requested subfield is an 8-bit field that indicates the duration, in units of 32 μs, that the sending STA desires for its next TXOP for the specified TID. The range of time values is 32 μs to 8160 μs. If the calculated TXOP duration requested is not a factor of 32 μs, that value is rounded up to the next higher integer that is a factor of 32 μs. The TXOP Duration Requested subfield is present in QoS data frames sent by non-AP QSTAs associated in a QBSS with bit 4 of the QoS Control field set to 0. The QAP may choose to assign a TXOP duration shorter than that requested in the TXOP Duration Requested subfield. A value of 0 in the TXOP Duration Requested subfield indicates that no TXOP is requested for the MSDUs or A-MSDUs for the specified TID in the current SP.

TXOP Duration Requested subfield values are not cumulative. A TXOP duration requested for a particular TID supersedes any prior TXOP duration requested for that TID. A value of 0 in the TXOP Duration Requested subfield may be used to cancel a pending unsatisfied TXOP request when its MSDU or A-MSDU is no longer queued for transmission. The TXOP duration requested is inclusive of the PHY and IFS overhead, and a QSTA should account for this when attempting to determine whether a given transmission fits within a specified TXOP duration.
7.1.3.5.7 QAP PS Buffer State subfield
Change paragraphs 3 and 4 of 7.1.3.5.7 as follows:
The Highest-Priority Buffered AC subfield is 2 bits in length and is used to indicate the AC of the highest priority traffic remaining that is buffered at the QAP, excluding the MSDU or A-MSDU of the present frame.

The QAP Buffered Load subfield is 4 bits in length and is used to indicate the total buffer size, rounded up to the nearest multiple of 4096 octets and expressed in units of 4096 octets, of all MSDUs and A-MSDUs buffered at the QAP (excluding the MSDU or A-MSDU of the present QoS data frame). A QAP Buffered Load field value of 15 indicates that the buffer size is greater than 57 344 octets. A QAP Buffered Load subfield value of 0 is used solely to indicate the absence of any buffered traffic for the indicated highest priority buffered AC when the Buffer State Indicated bit is 1.

7.1.3.6 Frame Body field
Change 7.1.3.6 as follows:
The Frame Body is a variable length field that contains information specific to individual frame types and subtypes. The minimum frame body is 0 octets. The maximum length frame body is defined by the maximum length (MSDU/A-MSDU + ICV + IV), where integrity check value (ICV) and initialization vector (IV) are the WEP fields defined in 8.2.1.

7.2.2 Data frames
Change paragraphs 7 and 8 of 7.2.2 as follows:
The DA field is the destination of the MSDU or A-MSDU (or fragment thereof) in the Frame Body field.

The SA field is the address of the MAC entity that initiated the MSDU or A-MSDU (or fragment thereof) in the Frame Body field.

Change paragraph 14 to 15 of 7.2.2 as follows (and insert 1 reference):
The frame body consists of the MSDU, A-MSDU, or a fragment thereof, and a security header and trailer (if and only if the Protected Frame subfield in the Frame Control field is set to 1). The frame body is null (0 octets in length) in data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data), regardless of the encoding of the QoS subfield in the Frame Control field.

For data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data) and for the corresponding QoS data frame subtypes, the Frame Body field is omitted; these subtypes are used for MAC control purposes. For data frames of subtypes Data, Data+CF-Ack, Data+CF-Poll, and Data+CF-Ack+CF+Poll and for the corresponding four QoS data frame subtypes, the Frame Body field contains all of, or a fragment of, an MSDU or A-MSDU after any encapsulation for security.

The maximum length of the Frame Body field can be determined from the maximum MSDU or A-MSDU length plus any overhead from encapsulation for encryption (i.e., it is always possible to send a maximum length MSDU, with any encapsulations provided by the MAC layer within a single data MPDU). When the frame body carries an A-MSDU, the size of the frame body field may be limited by:

· the PHY’s maximum PSDU length,

· if A-MPDU aggregation is used, the maximum MPDU length is limited to 4095 octets (see “A-MPDU aggregation”)
7.3.1.14 Block Ack Parameter Set field
Change footnote 19 in 7.3.1.4 as follows:

19For buffer size, the recipient of data advertises a single scalar number that is the number of maximum-size fragment buffers available.

Every buffered MPDU will consume one of these buffers regardless of whether the frame contains a whole MSDU, A-MSDU or a fragment of an

MSDUthereof. In other words, ten maximum-size unfragmented MSDUs will consume the same amount of buffer space at the recipient as 10

small fragments.
7.3.1.17 QoS Info field
Change paragraph 10 of 7.3.1.17 as follows:

The Max SP Length subfield is 2 bits in length and indicates the maximum number of total buffered MSDUs, A-MSDUs and MMPDUs the QAP may deliver to a non-AP QSTA during any SP triggered by the non-AP QSTA. Thissubfield is reserved when the APSD subfield in the Capability Information field is set to 0. This subfield isalso reserved when all four U-APSD flags are set to 0. If the APSD subfield in the Capability Informationfield is set to 1 and at least one of the four U-APSD flags is set to 1, the settings of the values in the Max SPLength subfield are defined in Table 25.

Table 25—Settings of the Max SP Length subfield

Change Table 25 as follows
	Bit 5
	Bit 6
	Usage

	0
	0
	QAP may deliver all buffered MSDUs, A-MSDUs and MMPDUs.

	1
	0
	QAP may deliver a maximum of two MSDUs and MMPDUs per SP.

	0
	1
	QAP may deliver a maximum of four MSDUs and MMPDUs per SP.

	1
	1
	QAP may deliver a maximum of six MSDUs and MMPDUs per SP.


8.3.3.4.3 PN and replay detection
Change bullets e-g of 8.3.3.4.3 as follows:
e) For each PTKSA, GTKSA, and STAKeySASTKSA, the recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU or A-MSDU priority and shall use the PN recovered from a received frame to detect replayed frames, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 7.3.2.25). A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU or A-MSDU priority. A transmitter shall not use IEEE 802.11 MSDU or A-MSDU priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU or A-MSDU priority.

f) The receiver shall discard MSDUs or A-MSDUs whose constituent MPDU PN values are not sequential. A receiver shall discard any MPDU that is received with its PN less than or equal to the replay counter and shall increment the value of dot11RSNAStatsCCMPReplays for this key.

g) For MSDUs or A-MSDUs sent using the Block Ack feature, reordering of received MSDUs or A-MSDUs according to the Block Ack receiver operation (described in 9.10.4) is performed prior to replay detection.

8.6.3 Mapping PTK to CCMP keys

Change 8.6.3 as follows:
See 8.5.1.2 for the definition of the EAPOL temporal key derived from PTK.

A STA shall use the temporal key as the CCMP key for MSDUs or A-MSDUs between the two communicating STAs.
8.7.2 RSNA frame pseudo-code

Change 8.7.2 as follows:
STAs transmit protected MSDUs to a RA when temporal keys are configured and an MLME.SETPROTECTION. request primitive has been invoked for transmit to that RA. STAs expect to receive protected MSDUs and A-MSDUs from a TA when temporal keys are configured and an MLME.SETPROTECTION.request primitive has been invoked for receive from that TA. MSDUs or A-MSDUs that do not match these conditions are sent in the clear and are received in the clear.

Change heading 8.7.2.1 as follows:
8.7.2.1 Per-MSDU/Per-A-MSDU Tx pseudo-code

Change 8.7.2.1 as follows
if dot11RSNAEnabled = true then

if MSDU or A-MSDU has an individual RA and Protection for RA is off for Tx then

transmit the MSDU or A-MSDU without protections

else if (MPDU has individual RA and Pairwise key exists for the MPDU’s RA) or 
(MPDU has a multicast or broadcast RA and network type is IBSS and IBSS GTK exists for MPDU’sTA) then

// If we find a suitable Pairwise or GTK for the mode we are in…

if key is a null key then

discard the entire MSDU or A-MSDU and generate one or more an MA-UNITDATA.confirm primitives to notify LLC that the MSDUs waswere undeliverable due to a null key

else

// Note that it is assumed that no entry will be in the key

// mapping table of a cipher type that is unsupported.

Set the Key ID subfield of the IV field to zero.

if cipher type of entry is AES-CCM then

Transmit the MSDU or A-MSDU, to be protected after fragmentation using AES-CCM

else if cipher type of entry is TKIP then

Compute MIC using Michael algorithm and entry’s Tx MIC key.

Append MIC to MSDU

Transmit the MSDU, to be protected with TKIP

else if cipher type of entry is WEP then

Transmit the MSDU, to be protected with WEP

endif

endif

else // Else we didn’t find a key but we are protected, so handle the default key case or discard

if GTK entry for Key ID contains null then

discard the MSDU or A-MSDU and generate anone or more MAUNITDATA. confirm primitives to notify LLC that the entire MSDUs waswere undeliverable due to a null GTK

else if GTK entry for Key ID is not null then

Set the Key ID subfield of the IV field to the Key ID.

if MPDU has an individual RA and cipher type of entry is not TKIP then

discard the entire MSDU or A-MSDU and generate anone or more MAUNITDATA. confirm primitives to notify LLC that the entire MSDUs waswere undeliverable due to a null key

else if cipher type of entry is AES-CCM then

Transmit the MSDU or A-MSDU, to be protected after fragmentation using AES-CCM

else if cipher type of entry is TKIP then

Compute MIC using Michael algorithm and entry’s Tx MIC key.

Append MIC to MSDU

Transmit the MSDU, to be protected with TKIP

else if cipher type of entry is WEP then

Transmit the MSDU, to be protected with WEP

endif

endif

endif

endif
8.7.2.2 Per-MPDU Tx pseudo-code

Change 8.7.2.2 as follows:
if dot11RSNAEnabled = TRUE then

if MPDU is member of an MSDU that is to be transmitted without protections

transmit the MPDU without protections

else if MSDU or A-MSDU that MPDU is a member of is to be protected using AES-CCM

Protect the MPDU using entry’s key and AES-CCM

Transmit the MPDU

else if MSDU that MPDU is a member of is to be protected using TKIP

Protect the MPDU using TKIP encryption

Transmit the MPDU

else if MSDU that MPDU is a member of is to be protected using WEP

Encrypt the MPDU using entry’s key and WEP

Transmit the MPDU

else

// should not arrive here

endif

endif
8.7.2.4 Per-MSDU Rx pseudo-code

Change 8.7.2.4 as follows:
if dot11RSNAEnabled = TRUE then

if the frame was not protected then

Receive the MSDU or A-MSDU unprotected

Make MSDU(s) available to higher layers

else// Have a protected MSDU or A-MSDU
if Pairwise key is an AES-CCM key then

Accept the MSDU or A-MSDU if its MPDUs had sequential PNs (or if it consists of only one MPDU), otherwise discard the MSDU or A-MSDU as a replay attack and increment dot11RSNAStatsCCMPReplays

Make MSDU(s) available to higher layers

else if Pairwise key is a TKIP key then

Compute the MIC using the Michael algorithm

Compare the received MIC against the computed MIC

discard the frame if the MIC fails increment 

dot11RSNAStatsTKIPLocalMICFailures

and invoke countermeasures if appropriate

compare TSC against replay counter, if replay check fails increment 

dot11RSNAStatsTKIPReplays

otherwise accept the MSDU

Make MSDU available to higher layers

else if dot11WEPKeyMappings has a WEP key then

Accept the MSDU since the decryption took place at the MPDU

Make MSDU available to higher layers

endif

endif

endif
9.1.6 MAC data service

Change 9.1.6 as follows:
The MAC data service provides the transport of MSDUs between MAC peer entities as characterized in 6.1.1.

The transmission process is started by receipt of an MA-UNITDATA.request primitive containing an MSDU and the associated parameters. This may cause one or more data MPDUs containing the MSDU to be transmitted following A-MSDU aggregation, fragmentation and security encapsulation, as appropriate.
The MA-UNITDATA.indication primitive is generated in response to one or more received data MPDUs containing an MSDU following validation, address filtering, decryption, decapsulation, and defragmentation and A-MSDU de-aggregation, as appropriate.

9.2.5.3 Recovery procedures and retransmit limits

Change paragraphs 2 to 3 of 9.2.5.3 as follows:
Error recovery shall be attempted by retrying transmissions for frame exchange sequences that the initiating STA infers have failed. Retries shall continue, for each failing frame exchange sequence, until the transmission is successful, or until the relevant retry limit is reached, whichever occurs first. STAs shall maintain a SRC and a LRC for each MSDU, A-MSDU or MMPDU awaiting transmission. These counts are incremented and reset independently of each other.
After an RTS frame is transmitted, the STA shall perform the CTS procedure, as defined in 9.2.5.7. If the RTS transmission fails, the SRC for the MSDU, A-MSDU or MMPDU and the SSRC are incremented. This process shall continue until the number of attempts to transmit that MSDU, A-MSDU or MMPDU reaches dot11ShortRetryLimit.

Change paragraphs 5 and 6  of 9.2.5.3 as follows:
Retries for failed transmission attempts shall continue until the SRC for the MPDU of type Data or MMPDU is equal to dot11ShortRetryLimit or until the LRC for the MPDU of type Data or MMPDU is equal to dot11LongRetryLimit. When either of these limits is reached, retry attempts shall cease, and the MPDU of type Data (and any MSDU or A-MSDU of which it is a part) or MMPDU shall be discarded.

A STA in PS mode, in an ESS, initiates a frame exchange sequence by transmitting a PS-Poll frame to request data from an AP. In the event that neither an ACK frame nor a data frame is received from the AP in response to a PS-Poll frame, then the STA shall retry the sequence, by transmitting another PS-Poll frame, at its convenience. If the AP sends a data frame in response to a PS-Poll frame, but fails to receive the ACK frame acknowledging this data frame, the next PS-Poll frame from the same STA may cause a retransmission of the last MSDU. This duplicate MSDU or A-MSDU shall be filtered at the receiving STA using the normal duplicate frame filtering mechanism. If the AP responds to a PS-Poll by transmitting an ACK frame, then responsibility for the data frame delivery error recovery shifts to the AP because the data are transferred in a subsequent frame exchange sequence, which is initiated by the AP. The AP shall attempt to deliver one MSDU or A-MSDU to the STA that transmitted the PS-Poll, using any frame exchange sequence valid for an individually addressed MSDU or A-MSDU. If the PS STA that transmitted the PS-Poll returns to Doze state after transmitting the ACK frame in response to successful receipt of this MSDU or A-MSDU, but the AP fails to receive this ACK frame, the AP will retry transmission of this MSDU or A-MSDU until the relevant retry limit is reached. See Clause 11 for details on filtering of extra PS-Poll frames.

9.2.5.5 Control of the channel

Change paragraph 1 of 9.2.5.5 as follows:
The SIFS is used to provide an efficient MSDU delivery mechanism. Once the STA has contended for the channel, that STA shall continue to send fragments until either all fragments of a single MSDU, A-MSDU or MMPDU have been sent, an acknowledgment is not received, or the STA is restricted from sending any additional fragments due to a dwell time boundary. Should the sending of the fragments be interrupted due to one of these reasons, when the next opportunity for transmission occurs the STA shall resume transmission. The algorithm by which the STA decides which of the outstanding MSDUs or A-MSDUs shall next be attempted after an unsuccessful transmission (as defined in 9.2.5.2) attempt is beyond the scope of this standard, but any such algorithm shall comply with the restrictions listed in 9.7.

Change paragraphs 9 to 11 of 9.2.5.5 as follows:
After a STA contends for the channel to retransmit a fragment of an MSDU or A-MSDU, it shall start with the last fragment that was not acknowledged. The destination STA shall receive the fragments in order (because the source sends them in order and they are individually acknowledged). It is possible, however, that the destination STA may receive duplicate fragments. It shall be the responsibility of the receiving STA to detect and discard duplicate fragments.

A STA shall transmit after the SIFS only under the following conditions during a fragment burst:

— The STA has just received a fragment that requires acknowledgment.

— The source STA has received an acknowledgment for a previous fragment, has more fragment(s) for the same MSDU or A-MSDU to transmit, and there is enough time before the next dwell boundary to send the next fragment and receive its acknowledgment.

The following rules shall also apply:

— When a STA has transmitted a frame other than an initial or intermediate fragment, that STA shall not transmit on the channel following the acknowledgment for that frame, without performing the backoff procedure.

— When an MSDU or A-MSDU has been successfully delivered or all retransmission attempts have been exhausted, and the STA has a subsequent MSDU or A-MSDU to transmit, then that STA shall perform a backoff procedure.

9.2.9 Duplicate detection and recovery

Change paragraphs 2 and 3 of 9.2.9 as follows:
Duplicate frame filtering is facilitated through the inclusion of a Sequence Control field (consisting of a sequence number and fragment number) within data and management frames as well as TID subfield in the QoS Control field within QoS data frames. MPDUs that are part of the same MSDU or A-MSDU shall have the same sequence number, and different MSDUs or A-MSDUs shall (with a high probability) have a different sequence number.
The sequence number, for management frames and for data frames with QoS subfield of the Subtype field set to 0, is generated by the transmitting STA as an incrementing sequence of integers. In a QSTA, the sequence numbers for QoS (+)Data frames are generated by different counters for each TID and receiver pair and shall be incremented by one for each new MSDU or A-MSDU corresponding to the TID/receiver pair.

9.7 MSDU transmission restrictions
Change paragraphs 2 to 6 of 9.7 as follows:
An nQSTA shall ensure that no more than one MSDU, A-MSDU or MMPDU from a particular SA to a particular individual RA is outstanding at a time. Note that a simpler, more restrictive invariant to maintain is that no more than one MSDU with a particular individual RA may be outstanding at a time.

For all transmissions not using the acknowledgment policy of Block Ack, a QSTA shall ensure that no more than one MSDU, A-MSDU or MMPDU with a particular TID from a particular SA to a particular individual RA is outstanding at any time. Note that a simpler, more restrictive invariant to maintain is that no more than one MSDU or  A-MSDU with any particular TID with a particular individual RA may be outstanding at any time. This restriction is not applicable for MSDUs or A-MSDUs that are to be transmitted using the Block Ack mechanism.

In a STA where the optional StrictlyOrdered service class has been implemented, that STA shall ensure that there is no group-addressed (multidestination) MSDU of the StrictlyOrdered service class outstanding from the SA of any other outstanding MSDU (either individual or group-addressed). This is because a group addressed MSDU is implicitly addressed to a collection of peer STAs that could include any individual RA. 

It is recommended that the STA select a value of dot11MaxTransmitMSDULifetime that is sufficiently large that the STA does not discard MSDUs or A-MSDUs due to excessive Transmit MSDU timeouts under normal operating conditions.

An A-MSDU shall contain only MSDUs of a single service class, and inherits that service class for the purpose of the following rules. For MSDUs or A-MSDUs belonging to the service class of QoSAck, when the receiver is a QSTA, the QoS data frames that are used to send these MSDUs or A-MSDUs shall have the Ack Policy subfield in the QoS Control field set to Normal Ack or Block Ack. For MSDUs or A-MSDUs belonging to the service class of QoSNoAck when the receiver is a QSTA, the QoS data frames that are used to send these MSDUs or A-MSDUs shall have the Ack Policy subfield in the QoS Control field set to No Ack. 
9.9.1.2 EDCA TXOPs
Change paragraph 4 of 9.9.1.2 as follows:
A QSTA shall fragment a unicast MSDU or A-MSDU so that the transmission of the first MPDU of the TXOP does not cause the TXOP limit to be exceeded at the PHY rate selected for the initial transmission attempt of that MPDU. The TXOP limit may be exceeded, when using a lower PHY rate than selected for the initial transmission attempt of the first MPDU, for a retransmission of an MPDU, for the initial transmission of an MPDU if any previous MPDU in the current MSDU has been retransmitted, or for broadcast/multicast MSDUs. When the TXOP limit is exceeded due to the retransmission of an MPDU at a reduced PHY rate, the STA shall not transmit more than one MPDU in the TXOP.

9.9.1.6 Retransmit procedures

Change paragraphs 1 to 4 of 9.9.1.6 as follows:
QSTAs shall maintain a short retry counter and a long retry counter for each MSDU, A-MSDU or MMPDU that belongs to a TC requiring acknowledgment. The initial value for the short and long retry counters shall be zero. QSTAs also maintain a short retry counter and a long retry counter for each AC. They are defined as QSRC[AC] and QLRC[AC], respectively, and each is initialized to a value of zero.
After transmitting a frame that requires acknowledgment, the QSTA shall perform the acknowledgment procedure, as defined in 9.2.8. The short retry count for an MSDU, A-MSDU or MMPDU and the QSRC[AC] shall be incremented every time transmission of a MAC frame of length less than or equal to dot11RTSThreshold fails for that MSDU, A-MSDU or MMPDU. This short retry count and the QSTA QSRC[AC] shall be reset when a MAC frame of length less than or equal to dot11RTSThreshold succeeds for that MSDU, A-MSDU or MMPDU. The long retry count for an MSDU, A-MSDU or MMPDU and the QLRC[AC] shall be incremented every time transmission of a MAC frame of length greater than dot11RTSThreshold fails for that MSDU, A-MSDU or MMPDU. This long retry count and the QLRC[AC] shall be reset when a MAC frame of length greater than dot11RTSThreshold succeeds for that MSDU, A-MSDU or MMPDU. All retransmission attempts for an MPDU that has failed the acknowledgment procedure one or more times shall be made with the Retry field set to 1 in the data or management frame.

Retries for failed transmission attempts shall continue until the short retry count for the MSDU, A-MSDU or MMPDU is equal to dot11ShortRetryLimit or until the long retry count for the MSDU, A-MSDU or MMPDU is equal to dot11LongRetryLimit. When either of these limits is reached, retry attempts shall cease, and the MSDU, A-MSDU or MMPDU shall be discarded.

For internal collisions occurring with the EDCA access method, the appropriate retry counters (short retry counter for MSDU, A-MSDU or MMPDU and QSRC[AC] or long retry counter for MSDU, A-MSDU or MMPDU and QLRC[AC]) are incremented. For transmissions that use Block Ack, the rules in 9.10.3 also apply. QSTAs shall retry failed transmissions until the transmission is successful or until the relevant retry limit is reached.

9.9.2.2 TXOP structure and timing
Change paragraph 2 of 9.9.2.2 as follows:
A TXOP or transmission within a TXOP shall not extend across TBTT, dot11CFPMaxDuration (if during CFP), dot11MaxDwellTime (if using an FH PHY), or dot11CAPLimit. The HC shall ensure that the full duration of any granted TXOP meets these requirements so that non-AP QSTAs may use the time prior to the TXOP limit of a polled TXOP without checking for these constraints. Subject to these limitations, all decisions regarding what MSDUs, A-MSDUs and/or MMPDUs are transmitted during any given TXOP are made by the QSTA that holds the TXOP.

9.9.2.3 HCCA transfer rules

Change paragraph 1 of 9.9.2.3 as follows:
A TXOP obtained by receiving a QoS (+)CF-Poll frame uses the specified TXOP limit consisting of one or more frame exchange sequences with the sole time-related restriction being that the final sequence shall end not later than the TXOP limit. In QoS CF-Poll and QoS CF-Ack+CF-Poll frames, the TID subfield in the QoS Control field indicates the TS for which the poll is intended. The requirement to respond to that TID is nonbinding, and a QSTA may respond with any frame. Upon receiving a QoS (+)CF-Poll frame, a non-AP QSTA may send any frames, i.e., QoS data frames belonging to any TID as well as management frames in the obtained TXOP. MSDUs and A-MSDUs may be fragmented in order to fit within TXOPs.
Change paragraph 3 of 9.9.2.3 as follows:
If a QSTA has set up at least one TS for which the Aggregation subfield in the associated TSPEC is set to 0, the QAP shall use only QoS CF-Poll or QoS CF-Ack+CF-Poll frames to poll the QSTA and shall never use QoS (+)Data+CF-Poll to poll the QSTA. It should be noted that although QoS (+)CF-Poll is a data frame, but it should be transmitted at one of the rates in the BSSBasicRateSet parameter in order to set the NAV of all QSTA that are not being polled (see 9.6). If a CF-Poll is piggybacked with a QoS data frame, then the frame containing all or part of an MSDU or A-MSDU may be transmitted at the rate that is below the negotiated minimum PHY rate.

9.10 Block Acknowledgment (Block Ack)

9.10.1 Introduction
Change paragraph 3 of 9.10.1 as follows:
The Block Ack mechanism does not require the setting up of a TS; however, QSTAs using the TS facility may choose to signal their intention to use Block Ack mechanism for the scheduler’s consideration in assigning TXOPs. Acknowledgments of frames belonging to the same TID, but transmitted during multiple TXOPs, may also be combined into a single BlockAck frame. This mechanism allows the originator to have flexibility regarding the transmission of data MPDUs. The originator may split the block of frames across TXOPs, separate the data transfer and the Block Ack exchange, and interleave blocks of MPDUs carrying all or part of MSDUs or A-MSDUs for different TIDs or RAs.

11.2 Power management

11.2.1 Power management in an infrastructure network

STAs changing Power Management mode shall inform the AP of this fact using the Power Management bits within the Frame Control field of transmitted frames. The AP shall not arbitrarily transmit MSDUs or A-MSDUs to STAs operating in a PS mode, but shall buffer MSDUs and A-MSDUs and only transmit them at designated times.

The STAs that currently have buffered MSDUs or A-MSDUs within the AP are identified in a TIM, which shall be included as an element within all beacons generated by the AP. A STA shall determine that an MSDU or A-MSDU is buffered for it by receiving and interpreting a TIM.

STAs operating in PS modes shall periodically listen for beacons, as determined by the STA’s ListenInterval and the ReceiveDTIMs parameter in the MLME-POWERMGT.request primitive.

In a BSS operating under the DCF, or during the CP of a BSS using the PCF, upon determining that an MSDU or A-MSDU is currently buffered in the AP, a STA operating in the PS mode shall transmit a short PS-Poll frame to the AP, which shall respond with the corresponding buffered MSDU or A-MSDU immediately, or acknowledge the PS-Poll and respond with the corresponding MSDU or A-MSDU at a later time. If the TIM indicating the buffered MSDU or A-MSDU is sent during a CFP, a CF-Pollable STA operating in the PS mode does not send a PS-Poll frame, but remains active until the buffered MSDU or A-MSDU is received (or the CFP ends). If any STA in its BSS is in PS mode, the AP shall buffer all broadcast and multicast MSDUs and deliver them to all STAs immediately following the next Beacon frame containing a DTIM transmission.

A STA shall remain in its current Power Management mode until it informs the AP of a Power Management mode change via a frame exchange that includes an acknowledgement from the AP. Power Management mode shall not change during any single frame exchange sequence, as described in 9.12.

A non-AP QSTA may be in PS mode before the setup of DLS or Block Ack. Once DLS is set up with another non-AP QSTA, the non-AP QSTA suspends the PS mode and shall always be awake. When a STA enters normal (non-APSD) PS mode, any downlink Block Ack agreement without an associated schedule is suspended for the duration of this PS mode. MSDUs and A-MSDUs for TID without a schedule are sent using Normal Ack following a PS-poll as described in rest of this subclause. Uplink Block Ack, Block Acks for any TID with a schedule, and any Block Acks to APSD QSTA continue to operate normally.

11.2.1.2 AP TIM transmissions

Change 11.2.1.2 as follows:
The TIM shall identify the STAs for which traffic is pending and buffered in the AP. This information is coded in a partial virtual bitmap, as described in 7.3.2.6. In addition, the TIM contains an indication whether broadcast/multicast traffic is pending. Every STA is assigned an AID by the AP as part of the association process. AID 0 (zero) is reserved to indicate the presence of buffered broadcast/multicast MSDUs. The AP shall identify those STAs for which it is prepared to deliver buffered MSDUs or A-MSDUs by setting bits in the TIM’s partial virtual bitmap that correspond to the appropriate AIDs.
Table 78—Power Management modes
Change the second row of Table 78 as follows:

	PS
	STA listens to selected beacons (based upon the ListenInterval parameter of the MLMEASSOCIATE.request primitive) and sends PS-Poll frames to the AP if the TIM element in the most recent beacon indicates a directed MSDU or A-MSDU buffered for that STA. The AP shall transmit buffered directed MSDUs or A-MSDUs to a PS STA only in response to a PS-Poll from that STA, or during the CFP in the case of a CF-Pollable PS STA. In PS mode, a STA shall be in the Doze state and shall enter the Awake state to receive selected beacons, to receive broadcast and multicast transmissions following certain received beacons, to transmit, and to await responses to transmitted PS-Poll frames or (for CF-Pollable STAs) to receive CF transmissions of buffered MSDUs or A-MSDUs.


11.2.1.3 TIM types
Change paragraph 4 of 11.2.1.3 as follows:
The third and fourth lines in Figure 199 depict the activity of two STAs operating with different power management requirements. Both STAs power-on their receivers when they need to listen for a TIM. This is indicated as a ramp-up of the receiver power prior to the TBTT. The first STA, for example, powers up its receiver and receives a TIM in the first beacon; that TIM indicates the presence of a buffered MSDU or A-MSDU for the receiving STA. The receiving STA then generates a PS-Poll frame, which elicits the transmission of the buffered data MSDU or A-MSDU from the AP. Broadcast and multicast MSDUs are sent by the AP subsequent to the transmission of a beacon containing a DTIM. The DTIM is indicated by the DTIM count field of the TIM element having a value of 0.

11.2.1.4 Power management with APSD
Change paragraph 4 of 11.2.1.4 as follows:
If there is no unscheduled SP in progress, the unscheduled SP begins when the QAP receives a trigger frame from a non-AP QSTA, which is a QoS data or QoS Null frame associated with an AC the STA has configured to be trigger-enabled. An unscheduled SP ends after the QAP has attempted to transmit at least one MSDU, A-MSDU or MMPDU associated with a delivery-enabled AC and destined for the non-AP QSTA, but no more than the number indicated in the Max SP Length field if the field has a nonzero value.

11.2.1.5 AP operation during the CP

Change paragraph 1 of 11.2.1.5 as follows:
APs shall maintain a Power Management status for each currently associated STA that indicates in which Power Management mode the STA is currently operating. QAPs that implement and signal their support of APSD shall maintain an APSD and an access policy status for each currently associated non-AP QSTA that indicates whether the non-AP QSTA is presently using APSD and shall maintain the schedule (if any) for the non-AP QSTA. An AP shall, depending on the Power Management mode of the STA, temporarily buffer the MSDU, A-MSDU or management frame destined to the STA. A QAP implementing APSD shall, if a non-AP QSTA is using APSD and is in PS mode, temporarily buffer the MSDU, A-MSDU or management frames destined to that non-AP QSTA. No MSDUs, A-MSDUs or management frames addressed directly to STAs operating in the Active mode shall be buffered for power management reasons.
Change list items a) and b) of 11.2.1.5 as follows:
a) MSDUs, A-MSDUs or management frames destined for PS STAs, shall be temporarily buffered in the AP. MSDUs, A-MSDUs or management frames, destined for PS QSTAs using APSD shall be temporarily buffered in the APSD-capable QAP. The algorithm to manage this buffering is beyond the scope of this standard, with the exception that if the AP is QoS-enabled, it shall preserve the order of arrival of frames on a per-TID, per-STA basis.

b) MSDUs, A-MSDUs or management frames destined for STAs in the Active mode, shall be directly transmitted to those STAs.

Change list item g) of 11.2.1.5 as follows:
g) A single buffered MSDU, A-MSDU or management frame for a STA in the PS mode shall be forwarded to the STA after a PS-Poll has been received from that STA. For a non-AP QSTAs using U-APSD, the QAP transmits one frame destined for the non-AP QSTA from any AC that is not delivery-enabled in response to PS-Poll from the non-AP QSTA. When all ACs associated with the non-AP QSTA are delivery-enabled, QAP transmits one frame from the highest priority AC. The AP can respond with either an immediate Data frame or with an ACK, while delaying the responding Data frame.

For a STA in PS mode and not using U-APSD, the More Data field of the response Data frame shall be set to indicate the presence of further buffered MSDUs, A-MSDUs or management frames for the polling STA. For a non-AP QSTA using U-APSD, the More Data field shall be set to indicate the presence of further buffered MSDUs, A-MSDUs or management frames that do not belong to delivery-enabled ACs. When all ACs associated with the non-AP QSTA are delivery-enabled, the More Data field shall be set to indicate the presence of further buffered MSDUs, A-MSDUs or management frames belonging to delivery-enabled ACs. If there are buffered frames to transmit to the STA, the QAP may set the More Data bit in a QoS +CF-Ack frame to 1, in response to a QoS data frame to indicate that it has one or more pending frames buffered for the PS STA identified by the RA address in the QoS +CF-Ack frame. A QAP may also set the More Data bit in an ACK frame in response to a QoS data frame to indicate that it has one or more pending frames buffered for the PS STA identified by the RA address in the ACK frame, if that PS STA has set the More Data Ack subfield in the QoS Capability information element to 1.

Further PS-Poll frames from the same STA shall be acknowledged and ignored until the MSDU, A-MSDU or management frame has either been successfully delivered or presumed failed due to maximum retries being exceeded. This prevents a retried PS-Poll from being treated as a new request to deliver a buffered frame.

Change paragraphs 1 and 2 of  list item h) of 11.2.1.5 as follows:

h) At each scheduled APSD SP for a non-AP QSTA, the APSD-capable QAP shall attempt to transmit at least one MSDU, A-MSDU or MMPDU, associated with admitted TSPECs with the APSD and Schedule subfields both set to 1, that are destined for the non-AP QSTA. At each unscheduled SP for a non-AP QSTA, the QAP shall attempt to transmit at least one MSDU, A-MSDU or MMPDU, but no more than the value specified in the Max SP Length field in the QoS Capability element from delivery-enabled ACs, that are destined for the non-AP QSTA. 

The More Data bit of the directed data or management frame associated with delivery-enabled ACs and destined for that non-AP QSTA indicates that more frames are buffered for the delivery-enabled ACs. The More Data bit set in MSDUs, A-MSDUs or management frames associated with nondelivery-enabled ACs and destined for that non-AP QSTA indicates that more frames are buffered for the nondelivery-enabled ACs. For all frames except for the final frame of the SP, the  EOSP subfield of the QoS Control field of the QoS data frame shall be set to 0 to indicate the continuation of the SP. A QAP may also set the More Data bit to 1 in a QoS +CF-Ack frame in response to a QoS data frame to indicate that it has one or more pending frames buffered for the target STA identified by the RA address in the QoS +CF-Ack frame. If the QoS data frame is associated with a delivery-enabled AC, the More Data bit in the QoS +CF-Ack frame indicates more frames for all delivery-enabled ACs. If the QoS data frame is not associated with a delivery-enabled AC, the More Data bit in the QoS +CFAck frame indicates more frames for all ACs that are not delivery-enabled.

Change list items i) to l) of 11.2.1.5 as follows:
i) If the QAP does not receive an acknowledgment to a directed MSDU, A-MSDU or management frame sent to a non-AP QSTA in PS mode following receipt of a PS-Poll from that non-AP QSTA, it may retransmit the frame for at most the lesser of the maximum retry limit and the MIB attribute dot11QAPMissingAckRetryLimit times before the next beacon, but it shall retransmit that frame at least once before the next beacon, time permitting and subject to its appropriate lifetime limit. If an acknowledgment to the retransmission is not received, it may wait until after the next Beacon frame to further retransmit that frame subject to its appropriate lifetime limit.

j) If the QAP does not receive an acknowledgment to a directed frame containing all or part of an MSDU or A-MSDU sent with the EOSP subfield set to 1, it shall retransmit that frame at least once within the same SP, subject to applicable retry or lifetime limit. The maximum number of retransmissions within the same SP is the lesser of the maximum retry limit and the MIB attribute dot11QAPMissingAckRetryLimit. If an acknowledgment to the retransmission of this last frame in the same SP is not received, it may wait until the next SP to further retransmit that frame, subject to its applicable retry or lifetime limit.

k) An AP can delete buffered frames for implementation dependent reasons, including the use of an aging function and availability of buffers. The QAP may base the aging function on the listen interval specified by the non-AP QSTA in the (Re)Association Request frame.

l) When an AP is informed that a STA changes to the Active mode, then the AP shall send buffered MSDUs, A-MSDUs and management frames (if any exist) to that STA without waiting for a PS-Poll. When a QAP is informed that an APSD-capable non-AP QSTA is not using APSD, then the QAP shall send buffered MSDUs, A-MSDUs and management frames (if any exist) to that non-AP QSTA according to the rules corresponding to the current PS mode of the non-AP QSTA.

11.2.1.6 AP operation during the CFP

Change 11.2.1.6 as follows:
APs shall maintain a Power Management status for each currently associated CF-Pollable STA that indicates

in which Power Management mode the STA is currently operating. An AP shall, for STAs in PS mode,

temporarily buffer theany MSDU or A-MSDU destined to the STA.

a) MSDUs or A-MSDUs destined for PS STAs shall be temporarily buffered in the AP. The algorithm to manage this buffering is beyond the scope of this standard.

b) MSDUs or A-MSDUs destined to STAs in the Active mode shall be transmitted as defined in Clause 9.

c) Prior to every CFP, and at each beacon interval within the CFP, the AP shall assemble the partial virtual bitmap containing the buffer status per destination for STAs in the PS mode, set the bits in the partial virtual bitmap for STAs the PC is intending to poll during this CFP, and shall send this out in the TIM field of the DTIM. The bit for AID 0 (zero) in the bit map control field of the TIM IE shall be set when broadcast or multicast traffic is buffered, according to 7.3.2.6. 

d) All broadcast and multicast MSDUs, with the Order bit in the Frame Control field clear, shall be buffered if any associated STAs are in the PS mode, whether or not those STAs are CF-Pollable.

e) Immediately after every DTIM (Beacon frame with DTIM Count field of the TIM element equal to zero), the AP shall transmit all buffered broadcast and multicast frames. The More Data field shall be set in the headers of all but the final such frame to indicate the presence of further buffered broadcast/ multicast MSDUs. If the AP is unable to transmit all of the buffered broadcast/multicast MSDUs before the TBTT following the DTIM, the AP shall indicate that it will continue to deliver the broadcast/multicast MSDUs by setting the bit for AID 0 (zero) in the bit map control field of the TIM element of every Beacon frame, until all buffered broadcast/multicast frames have been transmitted.

f) Buffered MSDUs, A-MSDUs or MMPDUs for STAs in the PS mode shall be forwarded to the CF-Pollable STAs under control of the PC. Transmission of these buffered MSDUs or management frames as well as CF-Polls to STAs in the PS mode that were indicated in the DTIM in accordance with paragraph c) of this subclause shall begin immediately after transmission of buffered broadcast and multicast frames (if any), and shall occur in order by increasing AID of  F-Pollable STAs. A CFPollable STA for which the TIM element of the most recent beacon indicated buffered MSDUs or management frames shall be in the Awake state at least until the receipt of a directed frame from the AP in which the Frame Control field does not indicate the existence of more buffered MSDUs, A-MSDUs or management frames. After acknowledging the last of the buffered MSDUs, A-MSDUs or management frames, the CF-Pollable STA operating in the PS mode may enter the Doze state until the next DTIM is expected.

g) An AP shall have an aging function to delete pending traffic buffered for an excessive time period. The exact specification of the aging function is beyond the scope of this standard.

h) When an AP detects that a CF-Pollable STA has changed from the PS mode to the Active mode, then the AP shall queue any buffered frames addressed to that STA for transmission to that CFPollable STA as directed by the AP’s PC.

11.2.1.7 Receive operation for STAs in PS mode during the CP

Change 11.2.1.7 as follows:
STAs in PS mode shall operate as follows to receive an MSDU, A-MSDU or management frame from the AP when no PC is operating and during the CP when a PC is operating.

a) STAs shall wake up early enough to be able to receive the first beacon scheduled for transmission after the time corresponding to the last TBTT plus the STA's current ListenInterval.

b) When a STA detects that the bit corresponding to its AID is set in the TIM, the STA shall issue a PSPoll to retrieve the buffered MSDU, A-MSDU or management frame. The PS-Poll shall be transmitted after random delay uniformly distributed between zero and aCWmin slots following a DIFS.

c) The STA shall remain in the Awake state until it receives the Data or Management frame in response to its poll or it receives another beacon whose TIM indicates that the AP does not have any MSDUs, A-MSDUs or management frames buffered for this STA. If the bit corresponding to the STA’s AID is set in the subsequent TIM, the STA shall issue another PS-Poll to retrieve the buffered MSDU, A-MSDU or management frame(s). When a non-AP QSTA that is using U-APSD and has all ACs deliveryenabled detects that the bit corresponding to its AID is set in the TIM, the non-AP QSTA shall issue a trigger frame or a PS-Poll frame to retrieve the buffered MSDU, A-MSDU or management frames.

d) If the More Data field in the received MSDU, A-MSDU or management frame indicates that more traffic for that STA is buffered, the STA, at its convenience, shall Poll until no more MSDUs, A-MSDUs or management frames are buffered for that STA.

e) When ReceiveDTIMs is true, the STA shall wake up early enough to be able to receive every DTIM sent by the AP of the BSS. A STA that stays awake to receive broadcast/multicast MSDUs shall remain awake until the More Data field of the broadcast/multicast MSDUs indicates there are no further buffered broadcast/multicast MSDUs or until a TIM is received indicating there are no more buffered broadcast/multicast MSDUs. If a non-AP QSTA receives a QoS +CF-Ack frame from its QAP with the More Data bit set to 1, then the QSTA shall operate exactly as if it received a TIM with its AID bit set. If a non-AP QSTA has set the More Data Ack subfield in QoS Capability information element to 1, then if it receives an ACK frame from its QAP with the More Data bit set to 1, the QSTA shall operate exactly as if it received a TIM with its AID bit set. For example, a QSTA that is using the PS-Poll delivery method shall issue a PS-Poll frame to retrieve a buffered frame. 
11.2.1.8 Receive operation for STAs in PS mode during the CFP

Change 11.2.1.8 as follows:
STAs in PS mode that are associated as CF-Pollable shall operate as follows in a BSS with an active PC to receive MSDUs or management frames from the AP during the CFP: 

a) STAs shall enter the Awake state so as to receive the Beacon frame (which contains a DTIM) at the start of each CFP.

b) To receive broadcast/multicast MSDUs, the STA shall wake up early enough to be able to receive every DTIM that may be sent during the CFP. A STA receiving broadcast/multicast MSDUs shall remain awake until the More Data field of the broadcast/multicast MSDUs indicates there are no further buffered broadcast/multicast MSDUs, or until a TIM is received indicating there are no more broadcast/multicast MSDUs buffered.

c) When a STA detects that the bit corresponding to its AID is set in the DTIM at the start of the CFP (or in a subsequent TIM during the CFP), the STA shall remain in the Awake state for at least that portion of the CFP through the time that the STA receives a directed MSDU, A-MSDU or management frame from the AP with the More Data field in the Frame Control field indicating that no further traffic is buffered.

d) If the More Data field in the Frame Control field of the last MSDU, A-MSDU or management frame received from the AP indicates that more traffic for the STA is buffered, then, when the CFP ends, the STA may remain in the Awake state and transmit PS-Poll frames during the CP to request the delivery of additional buffered MSDU, A-MSDU or management frames, or may enter the Doze state during the CP (except at TBTTs for DTIMs expected during the CP), awaiting the start of the next CFP. 
11.2.1.9 Receive operation for non-AP QSTAs using APSD

Change 11.2.1.9 as follows:
A non-AP QSTA using APSD shall operate as follows to receive an MSDU, A-MSDU or management frame from the QAP:

a) If a scheduled SP has been set up, the non-AP QSTA wakes up at its scheduled start time. (The non-AP QSTA shall wake up early enough to receive transmissions at the scheduled SP.)

b) If the non-AP QSTA is initiating an unscheduled SP, the non-AP QSTA wakes up and transmits a trigger frame to the QAP. When one or more ACs are not delivery-enabled, the non-AP QSTA may retrieve MSDUs, A-MSDUs and MMPDUs belonging to those ACs by sending PS-Poll frames to the QAP.

c) The non-AP QSTA shall remain awake until it receives a QoS data frame addressed to it, with the EOSP subfield in the QoS Control field set to 1.

d) The non-AP QSTA may send additional PS-Poll frames if the More Data subfield is set to 1 in downlink unicast data or management frames that do not belong to any deliver-enabled ACs. The non-AP QSTA may send additional trigger frames if the More Data subfield is set to 1 in downlink unicast data or management frames that belong to delivery-enabled ACs.
11.2.2 Power management in an IBSS
11.2.2.1 Basic approach

Change 11.2.2.1 as follows:
The basic approach is similar to the infrastructure case in that the STAs are synchronized, and multicast MSDUs and those MSDUs or A-MSDUs that are to be transmitted to a power-conserving STA are first announced during a period when all STAs are awake. The announcement is done via an ad hoc ATIM sent in an ATIM Window. A STA in the PS mode shall listen for these announcements to determine if it needs to remain in the awake state. The presence of the ATIM window in the IBSS indicates if the STA may use PS Mode. To maintain correct information on the power save state of other stations in an IBSS, a station needs to remain awake during the ATIM window. At other times the STA may enter the Doze state except as indicated in the following procedures.
The basic approach is similar to the infrastructure case in that the STAs are synchronized, and multicast MSDUs and those MSDUs or A-MSDUs that are to be transmitted to a power-conserving STA are first announced during a period when all STAs are awake. The announcement is done via an ad hoc ATIM sent in an ATIM Window. A STA in the PS mode shall listen for these announcements to determine if it needs to remain in the awake state. The presence of the ATIM window in the IBSS indicates if the STA may use PS Mode. To maintain correct information on the power save state of other stations in an IBSS, a station needs to remain awake during the ATIM window. At other times the STA may enter the Doze state except as indicated in the following procedures.

When an MSDU or A-MSDU is to be transmitted to a destination STA that is in a PS mode, the transmitting STA first transmits an ATIM frame during the ATIM Window, in which all the STAs including those operating in a PS mode are awake. The ATIM Window is defined as a specific period of time, defined by the value of the ATIM Window parameter in the IBSS Parameter Set supplied to the MLME-START.request primitive, following a TBTT, during which only Beacon or ATIM frames shall be transmitted. ATIM transmission times are randomized, after a Beacon frame is either transmitted or received by the STA, using the backoff procedure with the CW equal to aCWmin. Directed ATIMs shall be acknowledged. If a STA transmitting a directed ATIM does not receive an acknowledgment, the STA shall execute the backoff procedure for retransmission of the ATIM. Multicast ATIMs shall not be acknowledged. 

If a STA receives a directed ATIM frame during the ATIM Window, it shall acknowledge the directed ATIM and stay awake for the entire beacon interval waiting for the announced MSDU(s) or A-MSDU(s) to be received. If a STA does not receive an ATIM, it may enter the Doze state at the end of the ATIM Window. Transmissions of MSDUs announced by ATIMs are randomized after the ATIM Window, using the backoff procedure described in Clause 9.

It is possible that an ATIM may be received from more than one STA, and that a STA that receives an ATIM may receive more than a single MSDU or A-MSDU from the transmitting STA. ATIM frames are only addressed to the destination STA of the MSDU or A-MSDU. 

An ATIM for a broadcast or multicast MSDU shall have a destination address identical to that of the MSDU. After the ATIM interval, only those directed MSDUs or A-MSDUs that have been successfully announced with an acknowledged ATIM, and broadcast/multicast MSDUs that have been announced with an ATIM, shall be transmitted to STAs in the PS mode. Transmission of these frames shall be done using the normal DCF access procedure.

Figure 200 illustrates the basic PS operation.

The estimated power-saving state of another STA may be based on the power management information transmitted by that STA and on additional information available locally, such as a history of failed transmission attempts. The use of RTS/CTS in an IBSS may reduce the number of transmissions to a STA that is in PS mode. If an RTS is sent and a CTS is not received, the transmitting STA may assume that the destination STA is in PS mode. The method of estimating the power management state of other STAs in the IBSS is outside the scope of this standard.

11.2.2.3 STA power state transitions

Change paragraph 1 of 11.2.2.3 as follows:
A STA may enter PS mode if and only if the value of the ATIM Window in use within the IBSS is greater than zero. A STA shall set the Power Management subfield in the Frame Control field of Data MPDUs containing all or part of MSDUs or A-MSDUs that it transmits using the rules in 7.1.3.1.7.
11.2.2.4 ATIM and frame transmission

Change 11.2.2.4 as follows:
If power management is in use within an IBSS, all STAs shall buffer MSDUs and A-MSDUs for STAs that are known to be in PS mode. The algorithm used for the estimation of the power management state of STAs within the IBSS is outside the scope of this standard. MSDUs and A-MSDUs may be sent to STAs in Active mode at any valid time.

a) Following the reception or transmission of the beacon, during the ATIM Window, the STA shall transmit a directed ATIM management frame to each STA for which it has one or more buffered unicast MSDUs and A-MSDUs. If the STA has one or more buffered multicast MSDUs, with the Strictly Ordered bit clear, it shall transmit an appropriately addressed multicast ATIM frame. A STA transmitting an ATIM management frame shall remain awake for the entire current beacon interval.

b) All STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first ATIM following the beacon. All remaining ATIMs shall be transmitted using the conventional DCF access procedure.

c) ATIM management frames shall only be transmitted during the ATIM Window.

d) A STA shall transmit no frame types other than RTS, CTS, and ACK Control frames and Beacon and ATIM management frames during the ATIM Window.

e) Directed ATIM management frames shall be acknowledged. If no acknowledgment is received, the ATIM shall be retransmitted using the conventional DCF access procedure. Multicast ATIM management frames shall not be acknowledged.

f) If a STA is unable to transmit an ATIM during the ATIM Window, for example due to contention with other STAs, the STA shall retain the buffered MSDU(s) and A-MSDU(s) and attempt to transmit the ATIM during the next ATIM Window.

g) Immediately following the ATIM Window, a STA shall begin transmission of buffered broadcast/ multicast frames for which an ATIM was previously transmitted. Following the transmission of any broadcast/multicast frames, any MSDUs and management frames addressed to STAs for which an acknowledgment for a previously transmitted ATIM frame was received shall be transmitted. All STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first frame following the ATIM Window. All remaining frames shall be transmitted using the conventional DCF access procedure.

h) A buffered MSDU may be transmitted using fragmentation. If an MSDU or A-MSDU has been partially transmitted when the next beacon frame is sent, the STA shall retain the buffered MSDU or A-MSDU and announce the remaining fragments by transmitting an ATIM during the next ATIM Window.
i) If a STA is unable to transmit a buffered MSDU during the beacon interval in which it was announced, for example due to contention with other STAs, the STA shall retain the buffered MSDU or A-MSDU and announce the MSDU or A-MSDU again by transmitting an ATIM during the next ATIM Window.

j) Following the transmission of all buffered MSDUs or A-MSDUs, a STA may transmit MSDUs or A-MSDUs without announcement to STAs that are known to be in the Awake state for the current beacon interval due to an appropriate ATIM management or Beacon frame having been transmitted or received.

k) A STA may discard frames buffered for later transmission to power-saving STAs if the STA determines that the frame has been buffered for an excessive amount of time or if other conditions internal to the STA implementation make it desirable to discard buffered frames (e.g., buffer starvation). In no case shall a frame be discarded that has been buffered for less than dot11BeaconPeriod. The algorithm to manage this buffering is beyond the scope of this standard.

11.10.2 Quieting channels for testing

Change paragraph 4 of 11.10.2 as follows:
Control of the channel is lost at the start of a quiet interval, and the NAV is set by all the STAs in the BSS or IBSS for the length of the quiet interval. Transmission of any MPDU and any associated acknowledgment shall be complete before the start of the quiet interval. If, before starting transmission of an MPDU, there is not enough time remaining to allow the transmission to complete before the quiet interval starts, the STA shall defer the transmission by selecting a random backoff time, using the present CW (without advancing to the next value in the series). The short retry counter and long retry counter for the MSDU or A-MSDU are not affected.
11.10.6 Requesting and reporting of measurements
Change paragraph 4 of 11.10.6 as follows:
A STA that successfully requests another STA to perform a measurement on another channel should not transmit MSDUs, A-MSDUs or MMPDUs to that STA during the interval defined for the measurement plus any required channel switch intervals. In determining this period, a STA shall assume that any required channel switches take less than dot11ChannelSwitchTime per switch.
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