August 2006

doc.: IEEE 802.11-06/1147r0

IEEE P802.11
Wireless LANs

	TGr Security Architecture – Unique PMK-R1 Names

	Date August 16, 2006

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Kapil Sood
	Intel Corp.
	2111 NE 25th Ave JF3-206

Hillsboro OR 97124
	+1-503-264-3759
	Kapil.Sood@intel.com

	Nancy Cam-Winget
	Cisco Systems
	3625 Cisco Way, San Jose CA 95134
	+1-408-853-0532
	ncamwing@cisco.com

	Rajneesh Kumar
	Cisco Systems
	170 W Tasman Drive

San Jose, Ca 95124
	+1-408-527-6148
	rajneesh@cisco.com

	Lily Chen
	NIST
	100 Bureau Dr.
Gaithersburg, MD 20878
	(301) 975-6974
	llchen@nist.gov

	Jesse Walker
	Intel
	2111 NE 25th Ave JF3-206, Hillsboro OR 97124
	503-264-3759
	Jesse.Walker@intel.com




Updates based on TGr Draft D2.2
Update section 8.5A.4, with changes marked as follows:

8.5A.4 PMK-R0 
The top level FT Key Hierarchy key, PMK-R0 binds the SPA, top level key holder (R0KH-ID), Mobility Domain Identifier, and SSID with the keying material resulting from the negotiated AKM. The PMK-R0 is the top level 256-bit keying material used to derive the next level keys (PMK-R1s): 


R0-Key-Data = KDF-384(XXKey, "R0 Key Derivation", SSIDlength || SSID || MDID || R0KH-ID || 0x00 || SPA) 


PMK-R0 = L(R0-Key-Data, 0, 256)
Where
· L(-) is defined in 8.5.1

· KDF-384 is the KDF function as defined in 8.5A.3 used to generate a key of length 384 bits.   PMK-R0 key shall be computed as the first 256 bits (bits 0-255) of the R0-Key-Data.  The latter 128 bits of R0-Key-Data shall be used as the PMK-R0Name-Salt to generate the PMKR0Name.
· If the AKM negotiated is 00-0F-AC:3, then XXKey shall be the second 256 bits of the MSK (MSK being derived from the IEEE 802.1X authentication), i.e., XXKey = L(MSK, 256, 256). If the AKM negotiated is 00-0F-AC:4, then XXKey shall be the PSK. 

· "R0 Key Derivation" is 0x5230204B65792044657269766174696F6E. 
· SSIDlength is a single octet whose value is the number of octets in the SSID. 
· SSID is the service set identifier, a variable length sequence of octets, as it appears in the Beacons and Probe Responses. 
· MDID is the 48-bit Mobility Domain Identifier field from the Mobility Domain information element that was used during FT Initial Mobility Domain Association. 
· R0KH-ID is the 16-octet identifier of the holder of PMK-R0. 
· SPA is the STA’s Supplicant’s MAC address.
The PMK-R0 is referenced and named as follows: 


PMKR0Name = Truncate-128(SHA-256("R0 Key Name" || SSIDlength || SSID || MDID || R0KH-ID || 0x00 || SPA || PMK-R0Name-Salt)) 

where

· "R0 Key Name" is 0x5230204b6579204e616d65. 

· PMK-R0Name-Salt = L(R0-Key-Data, 256, 128).  The next 128 bits (bits 256-383) of the R0-Key-Data shall be used in computing the PMK-R0Name.

· 
· Truncate-128(-) returns the first 128 bits of its argument, and securely destroys the remainder. 
The PMKR0Name is used to uniquely identify the PMK-R0 key.
In Section 8.5A.6.2, Page 29, Line 1

Remove: “The R0KH shall securely transmit the ANonce used in the calculation of PMKR0Name to the R1KH for use in the FT Initial Mobility Domain Association exchange and for PSK calculations.”
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Abstract


The document provides the text updates to make PMK-R1 names unique across different key hierarchy instantiations, by making the PMKR0Names unique.  Updates are made to TGr draft D2.2.  





The text addresses a subset of changes discussed and proposed in 11-06-0566-02-000r-tgr-security-architecture.ppt (other changes are in different text submissions).  This submission addresses comments from LB82 around Security Architetcure for Fast Transitioning.
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