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Wednesday August 2, 2006

11:00am

Attendees:

Clint Chaplin 
Bill Marshall 
Michael Montemurro

Dorothy Stanley
Jouni Malinen 
Rajneesh Kumar

Frank Ciotti

Kapil Sood

Lily Chen

· Call to order

· Review of IEEE Intellectual Property Policy
· Discussion on the FT State Machine in document 11-06/1135r0

The description on page two only addresses the IEEE 802.11 defined components of the IEEE 802.1X exchange.

The state machines supports both push or pull mechanisms for R1 key distribution.
The state machine should not have to get this detailed for key distribution.

The R0 key holder should know about all R1 key holders. This should be left up to the implementation.

The state machines are never tested for compliance, but they support the protocol definition.

These state machines should not be informative. They should appear in an informative annex.

IEEE 802.11i should have placed the state machine in the informative annex.

These state machines spell out how/when the PMK-R0 is calculated from the MSK, and the PMK-R1 is calculated from the PMK-R0. This state machine spells out how the keys are calculated.

By keeping the key derivations separate, both push or pull mechanism can be supported.

We could add an informative annex and place the FT state machine there. In that way, there can be as much detail as possible.
The IEEE SA ruled that clauses as a whole are either normative or informative.

An informative note could be added, but informative paragraphs or figures are not allowed.

Some more detail needs to be added to these state machines in order complete them.

The discussion on normative versus informative is tabled to continue with the presentation.

In the pre-authentication discussion we bound the MSK to the usage. That should be included in this submission.

The FT pre-authentication will use a different Ethertype to distinguish from IEEE 802.11i.

Both EAP-Success and Auth-Success delineate Initial Association. Key Run signals a 4-way handshake, or an IEEE 802.11r FT.
The R0 key comes as a result of the EAP Authentication. The MSK is used in the Auth state for IEEE 802.11i. For FT, the MSK is used in the R0 key state machine.

The Initial Association kicks off the R0 State Machine and R1 State Machines.

The switch between reservation and base mechanism is assigned in the configuration of the AP.
The pseudo code and the state machine should not be used in combination. These diagrams should be cleaned up.

The FT PTK calc box should have three errors instead of the pseudo code. There is a similar issue with the FT request.

The FT-Reserve-2 and the FT-Confirm could be combined.

Some of the issues discussed here can be addressed by document 11-06/1142r0 next week.
There will be a revised edition of this document for next week.

· Kapil will be preparing multiple submissions in the coming weeks: getting rid of the ANonce in the R0-KeyDerivation; support for multiple key hierarchies; and the KCK-11 derivation.

· We will cancel next weeks teleconference and resume the call on August 16.
· Adjourn until the teleconference on August 16.

Wednesday August 16, 2006

11:00am

Attendees:

Clint Chaplin 
Bill Marshall 
Michael Montemurro

Dorothy Stanley

Rajneesh Kumar

Frank Ciotti

Kapil Sood

· Call to order

· Review of IEEE Intellectual Property Policy

· Reminder about emails regarding logistics for the adhoc in Santa Clara.

· Discussion of document 11-06/566r2 by Kapil Sood.

We had agreed to accept document 11-06/566r2 and write text for the draft.

We need to decide whether to advertise the key holders in Beacon and Probe Response messages.

The dot1x component implements the control port. The RSNA key management receives and processes message 1 and instructs the dot1x control port to be opened. This document needs to be updated to clarify this behaviour.
We need to update this document to reflect all changes that we have decided on.

This document was the TGr security architecture as well as other items. The title of this document should be changed to reflect its content.

We need a document that states the TGr security architecture. Any other information in this document should be removed and placed in another submission. 

We could create a security architecture document as well as a “security considerations” document.

Slide 15 assumes that the KCK-11 is needed. The definition of the KCK-11 should be justified.

The KCK-11 was needed to prevent key reuse between the IEEE 802.1X entity and the IEEE 802.11 entity.

The key is used for the same function. It’s simply used in 

The R1 Key holder name will be a MAC address. It would correspond to the entity that it resides, a controller or an AP. It could be set to a BSSID.

The point is that the R1 Key Holder ID should be a MAC address.

We may have to change the text description for the MIB variable.

There was discussion on the KCK-11. We have not voted to accept it. There is currently no submission to define the KCK-11.

On slide 18, the figure should not likey be included in Clause 5.

We should take a minimalist approach to updating Clause 5.

We should treat this security architecture document and treat updating the TGr amendment separately.
· Discussion of document 11-06/1142r0 by Kapil Sood.

The figure in section 5 will be moved into clause 8.5A.6.
Most of the procedures described in this state machine is described in normative text.

The interaction between R0 and R1 Key Holders/State Machines are missing.

The interaction between the Key Holders and the IEEE 802.1X state machine is not handled.

The handling of error conditions are missing.

There doesn’t appear to be anything that is not covered in normative sections.

The TKIP counter measures need to be covered by the state machines.
The difference between this submission and the state machines in submission 11-06/1135r0 is that it is more modular and contains more detail.

This is a more modular approach. The submission in document 11-06/1135r0 reused the existing IEEE 802.11i state machines.

Both presentation approaches are valid. It comes down to how the task group decides how they want to present.

The state machine could get a broader perspective on the problem.

Kapil needs to ask Jouni Malinen for his feedback on this approach.
Dorothy Stanley will send out comments separately.

· The teleconference is adjourned until the Adhoc meeting on Tuesday August 22. 

Wednesday September 6, 2006

11:00am

Attendees:

Clint Chaplin (Chair),

Bill Marshall (editor)

Suman Sharma

Dorothy Stanley

Frank Ciotti

Kapil Sood

Lily Chen

Rajneesh Kumar

· Call to order

· Review of IEEE Intellectual Property Policy

Agenda:

06/1142r2 Kapil

06/1337r0 Dorothy

1317r1 Kapil (posted as result of feedback from adhoc mtg)
Presentation 06/1142r2 – Kapil Sood
Changes have been made to document based on feedback received. 

Would like to merge with 06/1135.

Changes include:

· Reservations are now shown

· Other the air & over the DS changed to MLME msgs

· Removed TKIP attack on state machine

· Removed dependency on 4-way Handshake 

· Added wait-states for some transitions

· Added clarity to distinguish events from msgs

· Added R1 state to provide more unity to diagrams

Comment: In Figure A1, There is no interface defined for RSNA to MLME in the present standard, but we seem to be defining one here.

Kapil: That wasn’t the intent.  The box to the right is meant to be more illustrative.

Comme t: Example – the Reassociation Request is delivered to more than just the RSNA Key Mgmt.

Comment: Is the term “cryptographic boundary” well defined?  

Comment: It is not defined in 11i, thus 11ma.

Comment: KCK – Are two keys needed?  Bill has asked for submissions for both approaches.  Kapil will update his document to remove references to KCK11.  

Comment: Do we need the term “Base Mechanism”?  We can simply use the term “Fast Transition” and then add “Reservation” as needed.  

Kapil: Agree

Bill: that will require a submission to change the draft as well.

Presentation: 06/1337 – Dorothy Stanley
In the ad-hoc it was suggested to add SHA-256 support – this document describes this.

Comment: How would you add support for SHA-256 with 802.11ma (non-FT)?

Dorothy: We could add a bullet iv to describe how to use SHA-256 in non-FT security.

Comment: This would be adding another option to the negotiation.  There is no downside.

Comment: I recommend that we try adding this to 11ma as well.

Dorothy: The window is closed to add anything to 11ma.

Comment: Can we use a longer MIC value (>128bits)?

Comment: Using SHA-256 makes a collision attack more difficult with the same length.

Dorothy: The way the EAPOL-Key frames are defined, 128bits are used, so we can’t simply increase it.

Comment: Is there a concern with having the MIC Control field be only 8bits rather than 16?  That results in the subsequent 16 bit fields not being on 16 bit boundaries.  It may be better to leave it at 16 bits and reserve the last 8 bits.  There were some LB comments along these lines.

Comment: Does this cover the Re-association MIC?

Comment: It is in the FTIE.

Comment: The MIB variable FTEnabled is not the correct one to use here.  The simplest way to indicate this is to use the text from clause 7.2.3.6 (RSNA Suite Selected is 3 or 4).

Kapil – Discussion on email topic of R1KH interfaces

Kapil: A high level interface is needed.  Action Frame MLME’s are missing for FT messages.

Kapil: The RRB is not sending the msg back to the MAC, but rather to the remote.  On the remote side, nothing is occurring on the MLME interface.  Three options are available.  Is the best choice is to terminate the msg on the R1KH?

Comment: Why is it necessary that the action frame go into the MAC on the TAP?

Kapil: It is not necessary – that is one option.

Comment: Remote Request Indication is used rather than the Action Indication.

Kapil: Only 3 of the 4 exchanges are defined.

Comment: Only 3 are needed – Request, Confirm, Indication.

Please send any agenda items for next week’s teleconference to Clint.

Chair: any objection to adjourning

None

Adjourned at 11:09am CDT.

· Wednesday September 13, 2006

11:00am

Attendees:

Clint Chaplin 
Bill Marshall 
Michael Montemurro

Dorothy Stanley

Suman Sharma
Kapil Sood

Lily Chen

· Call to order

· Review of IEEE Intellectual Property Policy

· Dorothy incorporated the changes to SHA-256 as per the discussion as document 11-06/1337r1.

· Dorothy will update the pre-authentication document for Melbourne as well as document 11-06/832r4.

· Discussion on document 11-06/1142r3 by Kapil Sood

The document has been updated based on the discussion last week.

Kapil will update the document based on comments and this session for Melbourne.

This document should be updated to the correct date. It should be based off of version 8.0 of the TGm draft.

The introductory paragraph of the text mentions TKIP countermeasures three times. TKIP countermeasures do not need to be mentioned three times.

There needs to be a text that refers to Figure A-1.
In the PMK-R0 state, there is an error condition PMK-R0 not available. The key has to be available to get into the previous state.

The interaction with IEEE 802.1X is not correct in figure X.6. In this case, the IEEE 802.1X.

The mechanism used by IEEE 802.11i to control the state machine will not work for IEEE 802.11r.
We should remove the references to state variables in IEEE 802.1X and use Force-Authorised instead.

It should be 802.1X::portControl = ForceAuthorized.

This change should be made to both station and AP state machines.

The “if pair=true”, should be removed from the state machines. It refers to a specific IEEE 802.11i mechanism.
All of the sequences of the external interfaces and state variables are normative. However the implementation is not.

Kapil Sood and Bill Marshall will discuss Bill’s comments off-line.

In Figure X6, it makes sense to install the keys immediately.
· We need documents available prior to the meeting in Melbourne.

· Kapil will present documents from the adhoc in Melbourne.

· Adjourn until the mid-term plenary in Melbourne.
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