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· Call to order

· Review of IEEE Intellectual Property Policy
· Discussion on the FT State Machine in document 11-06/1135r0

The description on page two only addresses the IEEE 802.11 defined components of the IEEE 802.1X exchange.

The state machines supports both push or pull mechanisms for R1 key distribution.
The state machine should not have to get this detailed for key distribution.

The R0 key holder should know about all R1 key holders. This should be left up to the implementation.

The state machines are never tested for compliance, but they support the protocol definition.

These state machines should not be informative. They should appear in an informative annex.

IEEE 802.11i should have placed the state machine in the informative annex.

These state machines spell out how/when the PMK-R0 is calculated from the MSK, and the PMK-R1 is calculated from the PMK-R0. This state machine spells out how the keys are calculated.

By keeping the key derivations separate, both push or pull mechanism can be supported.

We could add an informative annex and place the FT state machine there. In that way, there can be as much detail as possible.
The IEEE SA ruled that clauses as a whole are either normative or informative.

An informative note could be added, but informative paragraphs or figures are not allowed.

Some more detail needs to be added to these state machines in order complete them.

The discussion on normative versus informative is tabled to continue with the presentation.

In the pre-authentication discussion we bound the MSK to the usage. That should be included in this submission.

The FT pre-authentication will use a different Ethertype to distinguish from IEEE 802.11i.

Both EAP-Success and Auth-Success delineate Initial Association. Key Run signals a 4-way handshake, or an IEEE 802.11r FT.
The R0 key comes as a result of the EAP Authentication. The MSK is used in the Auth state for IEEE 802.11i. For FT, the MSK is used in the R0 key state machine.

The Initial Association kicks off the R0 State Machine and R1 State Machines.

The switch between reservation and base mechanism is assigned in the configuration of the AP.
The pseudo code and the state machine should not be used in combination. These diagrams should be cleaned up.

The FT PTK calc box should have three errors instead of the pseudo code. There is a similar issue with the FT request.

The FT-Reserve-2 and the FT-Confirm could be combined.

Some of the issues discussed here can be addressed by document 11-06/1142r0 next week.
There will be a revised edition of this document for next week.

· Kapil will be preparing multiple submissions in the coming weeks: getting rid of the ANonce in the R0-KeyDerivation; support for multiple key hierarchies; and the KCK-11 derivation.

· We will cancel next weeks teleconference and resume the call on August 16.
· Adjourn until the teleconference on August 16.
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