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Updates based on TGr Draft D2.2
Section 5 to be updated
Create a new Section 8A.6
8A.6 FT Security Architecture State Machines 
The Fast Transition (FT) normative state machines decribed in this section elicit the behavior of the FT protocol mechanisms with an objective to enhance interoperability.  However, it must be emphasized that the means of implementing this behavior within specific implementations and architectures, is outside the scope.

The FT key holder architecture diagram describes the key management entities that are authorized to receive and store PMK-R0 and PMK-R1 keys.  The cryptographic boundary of PMK-R0 shall be the R0KH.  Once delivered from R0KH to the R1KH, the cryptographic boundary of PMK-R1 shall be the R1KH.  The FT R0KH and FT R1KH shall be part of 802.11 SME RSNA Key Management, whose behavior is decribed within this section.
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Fig A1: Key Holder Architecture

FT RSNA Key Management uses the MA_UNITDATA interface to send/receive EAPOL-Key data-frames for FT Initial Association and TKIP countermeasures, MLME interfaces described below for FT mechanisms, and MLME_SETKEYS and MLME_SETPROTECTION primitives.  FT Key Management defines three new mechanisms for Key Management delivery and reception:

a. The MLME_ACTION  interfaces for FT key management over the DS,

b. The MLME_AUTH interface for key management over the air, and

c. The MLME_REASSOC interface for key management over the air.

Some of the state machine design considerations are as follows:

1. Events received in a state, which are not depicted in the FT state machine diagrams shall be treated as error conditions, with the exception of TKIP countermeasures which can be received and sent in any state.

2. The TKIP countermeasure messages can be received in any FT state, as per procedures defined in Clause 8.3.2.4, and shall be processed using the KCK1X key.  
3. Events which are valid in all states are indicated with an “*” in FT state machines.
8A.6.1 R0 Key Holder Authenticator State Machine
There is one R0 Key Holder state machine, which incorporates the FT Initial Association and the FT Base Mechanism key management.
The state diagram in Fig X1 consists of:
1) The FT-R0-AUTHENTICATION, INIT-802-1X-XXKEY, INIT-PSK-XXKEY, CALC-PMK-R0, CALC-PMK-R1, FT-R0-AUTH-DONE, and FT-R0-AUTH-CLEANUP are the states which handle R0 Key Holder functions including key hierarchy instantiation, key generation, and cleanup.

2) This state machine interacts with the R1 key holder authenticator state machines.
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Fig X1: R0 Key Holder Authenticator State Machine
8A.6.1.1 R0 Key Holder Authenticator State Machine states
CALC-PMK-R0:

CALC-PMK-R1:

FT-R0-AUTH-CLEANUP:
FT-R0-AUTH-DONE:

FT-R0-AUTHENTICATION:

INIT-802-1X-XXKEY:

INIT-PSK-XXKEY:

8A.6.1.2 R0 Key Holder Authenticator State Machine variables
<To Be Added>
8A.6.1.3 R0 Key Holder Authenticator State Machine procedures

<To Be Added>

8A.6.2 R1 Key Holder Authenticator FT Initial Association State Machine

There is one R1 Key Holder state machine for FT Initial Association.  FT Initial Association R1 key holder state machine has different functions and interactions that the other R1 key holders state machines,and as such, is depicted by a distinct state machine. 
The state machine defined in Fig X2 consists of:

1) The FT-AUTHENTICATION, FT-INIT-GET-R1_SA, FT-INIT-R1_SA, FT-PTKSTART, FT-PTK-CALC-NEGOTIATING, FT-PTK-CALC-NEGOTIATING2, FT-PTK-CALC-NEGOTIATING3, FT-PTK-INIT-DONE are the different states in this diagram. These handle PMK-R1 key reception, PTK handshake, cleanup and teardown.
2) This state machine interacts with the R0 key holder state machine.
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Fig X2: R1 Key Holder FT Initial Association Authenticator State Machine
8A.6.2.1 R1 Key Holder Authenticator FT Initial Association State Machine states

FT-AUTHENTICATION:

FT-INIT-GET-R1_SA:

FT-INIT-R1_SA:

FT-PTK-INIT-DONE:
FT-PTK-CALC-NEGOTIATING:

FT-PTK-CALC-NEGOTIATING2:

FT-PTK-CALC-NEGOTIATING3:

FT-PTKSTART:

8A.6.2.2 R1 Key Holder Authenticator FT Initial Association State Machine variables

<To Be Added>

8A.6.2.3 R1 Key Holder Authenticator FT Initial Association State Machine procedures

<To Be Added>

8A.6.3 R1 Key Holder Authenticator Base Mechanism State Machine

There is one R1 Key Holder authenticator state machine for all R1 key holders to which a STA can FT using the FT Base Mechanism.
The state machine defined in Fig X3 consists of:

1) The FT-BM-AUTHENTICATION, 
2) This state machine interacts with the R0 Key holder authenticator state machine to get the PMK-R1 Security Association.
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Fig X3: R1 Key Holder FT Base Mechanism Authenticator State Machine
8A.6.3.1 R1 Key Holder Authenticator Base Mechanism State Machine states

8A.6.3.2 R1 Key Holder Authenticator Base Mechanism State Machine variables

<To Be Added>

8A.6.3.3 R1 Key Holder Authenticator Base Mechanism State Machine procedures

<To Be Added>

8A.6.4 R0 Key Holder Supplicant State Machine

There is one R0 Key Holder state machine on the supplicant, which incorporates the FT Initial Association and the FT Base Mechanisms functions.
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Fig X4: R0 Key Holder Supplicant State Machine

8A.6.4.1 R0 Key Holder Supplicant State Machine states

8A.6.4.2 R0 Key Holder Supplicant State Machine variables

<To Be Added>

8A.6.4.3 R0 Key Holder Supplicant State Machine procedures

<To Be Added>

8A.6.5 R1 Key Holder Supplicant Initial Association State Machine

The R1 Key Holder Initial Association state machine on the supplicant, incorporates the functions necessary for deriving the PMK-R1 key on FT Initial Association.
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Fig X5: R1 Key Holder Supplicant FT Initial Association State Machine

8A.6.5.1 R1 Key Holder Supplicant Initial Association State Machine states

8A.6.5.2 R1 Key Holder Supplicant Initial Association State Machine variables

<To Be Added>

8A.6.5.3 R1 Key Holder Supplicant Initial Association State Machine procedures

<To Be Added>

8A.6.6 R1 Key Holder Supplicant Base Mechanism State Machine

The R1 Key Holder Base Mechanism state machine on the supplicant, incorporates the functions necessary for deriving the PMK-R1 key on FT Base Mechanism.
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Fig X6: R1 Key Holder Supplicant FT Base Mechanism State Machine

8A.6.6.1 R1 Key Holder Supplicant Base Mechanism State Machine states

8A.6.6.2 R1 Key Holder Supplicant Base Mechanism State Machine variables

<To Be Added>

8A.6.6.3 R1 Key Holder Supplicant Base Mechanism State Machine procedures

<To Be Added>
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The text addresses a subset of changes discussed and proposed in 11-06-0566-02-000r-tgr-security-architecture.ppt), and in 11-06-1135-00-000r-ft-state-machines (other changes are in different text submissions).  This submission addresses comments from LB82 around Security Architetcure for Fast Transitioning with specific state machine diagrams and text.  
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Derive-key-name-PMK-R0()
Create PMK-R0 PMKSA


CALC-PMK-R1


Authorize-PMK-R1-SM()
Derive-key-PMK_R1()
Derive-key-name-PMK-R1()
Create PMK-R1-SA


UCT for Initial Assoc.
 || FT-Transition-Auth(R1KH-ID), from FT-R1KH-BM SM


FT-R0-AUTH-DONE


FT-PMK-R1-SA(PMK-R1-SA, R1KH-ID) to FT-BM-INIT_R1-SA


Save PMK-R0-SA Context <STA, MDID>, Key Authorizations, Lifetimes


FT-Initial-Assoc-PTK-Done(R1KH-ID), from FT-R1-Initial-Assoc_SM || FT-BM-Reassoc-Done from FT-BM-HANDSHAKE-DONE


FT-R0-AUTH-CLEANUP


Remove PMK-R0-SA Context for STA and MDID, Key Authorizations, Lifetimes


Error Conditions from this SM, R1KH SM


Error


Distribute (List-R1KH-IDs, PMK-R1-SAs)


UCT


UCT


Error



