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Executive Summary:

Main TGu agenda for the week was reviewed.
Three technical presentations were made:

- MAC Address Anonymity (06/991r0)

- Generic Emergency Call Procedure (06/917r0)

- SSPN ID and probe flag (06/942r0)

Liaison issues were reviewed:
- 3GPP SA3

- ETSI TISPAN
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Monday Morning Ad Hoc: (9:30 - 11:00)

Meeting called to order at 9:35am.

Agenda is available in 06/946r1

Chair went through the IEEE802 and IEEE802.11 policies and procedures.

The agenda for the official TGu session is reviewed, with some comments suggested.
Technical Presentations:

-  MAC address anonymity (06/991r0) Colin Blanchard

Comment: The primary threat is over air interface (allowing attacker to sniff where the STA is). It is does not apply to wired portion. 
Colin: This requirement is to address the passive attack.
Comment: IEEE802.11 link range is smaller compare to cellular system. If attacker is close enough to sniff, they can also see the user, and there is already no location privacy

Colin: Using MAC, attacker can know who the users are. Also, there are other sensitive information may be revealed.
Comment: Is there any coordination with IEEE802.11p (TGp)? They also have the requirement for anonymity.

Stephen (Chair): In TGp, random number is used for the MAC address. There is no overlap based on discussion with TGp chair, and the TGu solution might be different.

Colin: 3G has some solution for SAE. It is not decided yet. It is important to keep the requirement and we can have solution to that.

Stephen (Chair): Does TGu need to send Liaison Letter to 3GPP SA3 to request for more information?
Colin: It is useful to reaffirm the requirement, and also to get information from 3GPP point of view.
Comment: The issue is general for IEEE802.11 rather than just TGu. 

Comment: TGu issue is also an IEEE802.11 issue, since TGu will be approved by the WG in the end. 

Comment: The solution may have impact on every TG.

Comment: The TGu solution will be reviewed by the WG.

Comment: Regarding the threat model, the MAC address is more of equipment ID instead of user ID. How would attacker bind that to user ID?
Colin: In IEEE802.11i, the MAC address is bound to the authentication and thus the user ID.
Colin: For example, in GSM, the IMSI is used for routing instead of the phone number. Therefore there is a binding of Device ID to the User ID
Comment: L2 encryption should provide protection for such information.
Colin: An attacker could call a phone number, and see if that MAC is activated.

Comment: In GSM the subscription is tided to IMSI. In 11, there is no subscription, but the closest

ID is the MAC address.
Comment: If a permanent address is assigned, there could be database record of the user.

Comment: From cost benefit point of view, it may not worth the effort since the solution is a fundamental change to the current standard.

Comment: If no solution is provided, the WLAN may be prevented from certain service/market due to the security considerations.
Comment: There may also be regulation requirements. 

Comment: There is a reason for the requirement. We will check the solution and decide if it is acceptable. 
Straw polls: 

Would you consider postponing any down selection voting on the MAC address anonymity until more information is received from cellular organisations until the next plenary?

Result (for-against): 19-2
Would you consider sending a liaison letter to 3GPP SA3 asking for more information on this issue?

Result (for-against): 19-1
Stephen (Chair): Formal motions need to be raised in the main session.
- Generic Emergency Call Procedure (06/917r0) Anne-Laure Selignan
A generic emergency call solution was presented, and further discussions were carried offline.
- SSPN ID and probe flag (06/942r0) Hitoshi Morioka

Presenter indicated interests of merging with other network selection proposals. Chair encouraged offline discussion regarding that.
Liaison discussions:
- Liaison to 3GPP SA3
It is already covered in the MAC address anonymity discussions. A formal motion would be raised regarding this issue during the formal session.
- ETSI TISPAN EMTEL (06/993r0) Colin Blanchard
Comment: Existing TR has issue for supporting WLAN, e.g. location, privacy. Certain improvements need to be done. Why it states that TISPAN doesn't specify the access network?
Colin: WLAN or other access networks are treated as black boxes. If the access network can provide needed information, the core will just take and use it. The access network could be of any type, e.g. copper wired network.  

Stephen (Chair): Does TGu want to have a Recommended Practice on the issue?

Comment: TISPAN refers to 3GPP work in their document. We can do the same.

Stephen: Who should TGu talk to regarding this issue? 

Comment: TR41.4 is looking forward for that. 

Stephen: TGu will work on a Liaison Letter to inform them about what we have now.
Ad Hoc session adjourned. The TGu session starts from Monday 17th July 2006 1600.
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