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Background
FT Processing introduces new key management operations, and new means by which a security association is established. This document contains text for the new RSNA Key Management State Machines, including:
· A new FT Supplicant State Machine

· Modifications to the Authenticator (PTK) State Machine

· A new PMKR0-KH state machine

· Clarification changes related to existing GTK state machines
· Modifications to  RSNA Key Management Supplicant State Machine pseudocode
FT Architecture Components

The PMKRO-KH, PMKR1-KH and PTK-Holder perform RSNA Key Management State Machine Functions. Figure 10, Clause 5.8 in IEEE 802.11-REVma D7.0, duplicated below, shows the placement of RSNA Key management within the SME. 
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RSNA Key Management uses the MA_UNITDATA interface to send/receive EAPOL-Key data-frames.  FT processing uses EAPOL-Key data frames, the MLME_SETKEYS and MLME_SETPROTECTION primitives and defines three new mechanisms for Key Management data to be sent and received:
a. The MLME ACTION  interfaces for key management data received over the DS,
b. The MLME_AUTH interface for Key Management data sent and received over the air, and

c. The MLME_REASSOC interface for Key Management data sent and received over the air.

This is shown in the figure below. 
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Insert the following text as a new section, 8.5.6.5
8.5.6.5 RSNA FT Supplicant Key Management State Machine

The Supplicant State Machine shall be instantiated when an FT mechanism is used. It is used for all FT mechanisms except for the Initial Association, which uses the RSNA Supplicant State Machine. [Need modifications to the current state machine pseudo code for PMKR1]
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8.5.6.5.1 RSNA FT Supplicant Key Management state machine variables

To be provided

8.5.6.5.1 RSNA FT Supplicant Key Management state machine procedures

To be provided
Insert the following text as a new section after 8.5.7

8.5.8 RSNA Authenticator R0 Key Management State Machine

The RSNA Authenticator R0 Key Management State Machine shall be instantiated by the Authenticator when the STA has successfully authenticated to a Mobility Domain. 
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8.5.8.1 RSNA Authenticator R0 Key Management state machine variables

To be provided; RIKHID available, transition to CALCPMKR1? 
8.5.6.5.1 RSNA Authenticator R0 Key Management state machine procedures

To be provided
Replace the current Part 1 of the Authenticator State Machine with the following:
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Text changes to state machine variables and procedures - To be provided
GTK text changes– If GTK changed during the FT Handshake, trigger Group Key Handshake (Update) for this STA - To be provided

Update EAPOL() to D7.0 – To be provided
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Abstract


This document contains initial drafts of FT RSNA Key Management State machines for both the Authenticator and Supplicant. 
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