July 2006

doc.: IEEE 802.11-06/1107r0

IEEE P802.11
Wireless LANs

	Management Frame Field for BIP MIC

	Date:  2006-07-19

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Kevin Hayes
	Atheros Communications
	5480 Great America Parkway, Santa Clara, Ca 95054
	408-773-5275
	kevin@atheros.com





Background:

When BIP is used in a hetergenous BSS of TGw-compliant STAs and non-compliant (legacy) STAs, broadcast management frames must be used that will be understandable by both kinds of clients.  Also, the MIC field should be the penultimate field in the frame, before the FCS.

We introduce a new container for the MIC such that legacy STAs will be able to perform general IE processing on the field.

Detailed Editorial Instructions:

Change the clause 7.3.2.27 as follows:
7.3.2.27 Management MIC information element (MMIE) field
The Management MIC information element field (MMIE) (MMF) is used to protect broadcast management frames from forgery and replay. It provides message integrity for broadcast Deauthenticate and Disassociate Frames.
Figure 80a depicts the MMIE MMF format.

	(ANA value)
	Length
	Key ID
	Replay
	MIC

	1
	1
	2
	6 or 16
	8


The value of the Element ID field shall be {edNOTE : TBD} ANA value shall be assigned by the Assigned Number Authority.
The MMF shall be inserted immediately preceding the FCS of the MMPDU.
The Length field denotes the number of octets in the information element MMF and shall have a value of either 16 or 26. Length 26 shall be used with protected Broadcast Disassociate frames and protected Broadcast Deauthenticate frames. Length 16 shall be used with other protected broadcast management frames.
Change Figure 104a to be:

	IEEE 802.11 Header
	Management Frame Body
	Management MIC IE Field
	FCS


Change clause 8.3.4.4 as follows:

BIP uses a different replay protection scheme, depending on the management frame type and format of the
MMIE MMF.

Change clause 8.3.4.4.1 as follows:

8.3.4.4.1 MMIE Replay field as sequence number 
When the MMIE MMF Length field is 16, the MMIE MMF Replay field represents a sequence number. An MMIE MMF of length 16 shall only be used with broadcast action management frames. 
In this case the transmitter shall insert a monotonically increasing value into the MMIE MMF Replay field. The receiver shall maintain a 48-bit replay counter for each IGTK. The replay counter shall be set to the value provided by the Authenticator. When a broadcast protected management frame subsequently arrives with an MMIE MMF Length field of 16, the receiver shall interpret the MMIE MMF Replay field as a 48 bit integer. It shall then compare this integer value against the replay counter for the IGTK identified by the MMIE MMF Key ID field. If the integer value from the received MMIE MMF Replay Field is less than or equal to the replay counter value for the IGTK, the receiver shall silently discard the frame and increment a MIB counter.
Change clause 8.3.4.4.2 as follows:
8.3.4.4.2 MMIE Replay field as current DGTK 
When the MMIE MMF Length field is 26, the MMIE MMF Replay field contains the current DGTK of its sender. An MMIE MMF of length 26 shall only be used with broadcast disassociation or deauthentication frames. 
In this case, the transmitter shall insert the DGTK into the MMIE MMF Replay field. Each receiver shall 
maintain its own 128-bit Disconnect Hash Value (DHV). The transmitter distributes the DHV when the 
pairwise security association is established. The DHV is derived by the transmitter as described in 
Section 8.5.1.4. 
The receiver identifies the DGTK and DHV using the transmitter's MAC address. 
Upon receipt of a protected broadcast Disassociate or Deauthenticate management frame, indicated by an 
MMIE MMF Length field of 26, the receiver shall interpret the MMIE MMF Replay field value as the DGTK. To determine if the received protected broadcast frame is a replay or forgery, the receiver shall compute

Change clause 8.3.4.5 as follows:

When a STA wishes to transmit a protected broadcast management frame it shall: 
a) Select the appropriate key (IGTK or DGTK) for the frame and construct the MMIE MMF with the 
MIC field muted to zero. Clause 7.3.2.26 defines the MMIE MMF.
b) Compute AAD for this management frame, as specified in 8.3.4.3.
c) Compute AES-CMAC-64 over the concatenation of (AAD||Management Frame Body||MMIE MMF)
d) Insert the left-most 64-bits of the result into the MMIE MMF MIC field.
e) Compose the broadcast protected management frame as the IEEE 802.11 header, Management
Frame Body, and MMIE MMF
f) Transmit the broadcast management frame.

Change clause 8.3.4.6 as follows:

When a STA receives a broadcast management frame protected by BIP, it shall 
a) Identify the appropriate key and associated state based on the MMIE MMF Length field. 
b) Execute the appropriate replay filtering scheme defined in 8.3.4.4. 
c) If the replay filtering scheme succeeds, the receiver shall compute AAD for this management frame, as specified in 8.3.4.3 and compute the AES-CMAC-64 over the concatenation of 
(AAD|| Management Frame Body|| MMIE MMF) 
If the left-most 64-bits of the result do not match the value in the MMIE MMF, then the receiver shall silently discard the frame and increment a MIB counter {ednote: TBD}.
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Abstract


This submission contains instructions to the TGw technical editor in order to modify the layout of the mgmt frame IE, used with BIP..
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