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Replace Clause 11A.5 with the following:

Editorial Note: This is a new outline for Clause 11A.5. Different security proposals may be supported by inserting them into the correct subclause or by adding new subclauses.

11A.5 Mesh Link Security
This clause specifies the enhancements needed to the Clause 8 mechanisms to secure links in a WLAN Mesh network. The defined security mechanisms provide link-by-link security. End-to-end security is beyond the scope of this specification.
11A. Security Framework

Link security for a WLAN Mesh is provided in five stages:
a) Discovery. Each MP advertises its security policy in the Beacons and Probe Responses it generates. Other MPs within range interpret received Beacons and Probe Responses to learn the security policy of the message source.
b) IEEE 802.11 Authentication. When used this performs peer authentication and implicit authorization to perform mesh forwarding.
c) Role determination. The security policy is consumed by an algorithm that determines which party plays the role of IEEE 802.1X Authenticator and which Supplicant for each link instance. This algorithm executes prior to beginning the link establishment procedure defined in Clause 11A.3.2.1.
d) Policy selection. Policy selection is similar to that in Clause 8, with the Supplicant selecting among the pairwise ciphersuites and authenticated key management protocols advertised by the Authenticator in its Beacons and Probe Responses. The Supplicant asserts its selection through the WLAN Mesh link establishment procedure, defined in Clause 11A.3.2.1. The IEEE 802.1X entity closes its controlled port when the link establishment procedure begins.
e) Authentication and key management. After link establishment completes, the Authenticator initiates IEEE 802.1X authentication and a variant of the authenticated key management process defined in Clause 8.5. IEEE 802.1X authentication may be null if a pre-shared key is employed. The use of this mechanism is optional
f) Secure link operation. Once authenticated key management completes, the IEEE 802.1X entity opens its controlled port to allow data to flow, which is now protected.
When security is enabled, at least one of b) and e) is required.

11A. Discovery
An MP discovers another MP by inspecting the mesh ID in its beacons. When it notices an MP with which it does not have an association is advertising a mesh ID for a mesh it supports it will deem the other MP discovered and proceed to 802.11 authentication.

11A. 802.11 Authentication

After Discovery an MP shall utilize 802.11 authentication to authenticate the discovered MP.

11A. Role determination
11A. Policy selection
11A. Authentication and key management

11A. Secure link operation
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Abstract


This submission contains a new outline for Clause 11A.5. 
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