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Background:

IEEE 802.11ma Draft 7 specifies the use of unique TSC’s for TKIP and unique PN’s for CCMP.  
Clause 8.3.2.6 states:  
“Each MPDU shall have a unique TKIP TSC value.” 

“Each transmitter shall maintain a single TSC (48 bit counter) for each PTKSA, GTKSA, and

STAKeySA.”

Clause 8.3.2.1.1 states 

“Reuse of any TSC value compromises already sent traffic.”

Clause 8.3.3.1 states:

“CCM requires a fresh temporal key for every session. CCM also requires a unique nonce value for each frame protected by a given temporal key, and CCMP uses a 48-bit packet number (PN) for this purpose. Reuse of a PN with the same temporal key voids all security guarantees.”

Clause 8.3.3.3 states:
“Increment the PN, to obtain a fresh PN for each MPDU, so that the PN never repeats for the same temporal key.”

Clause 8.3.3.3.1 states:

“The PN is incremented by a positive number for each MPDU. The PN shall never repeat for a series ofencrypted MPDUs using the same temporal key.”

Clause 8.3.3.4.3 states:

“Each transmitter shall maintain a single PN (48-bit counter) for each PTKSA, GTKSA, and

STAKeySA.”

Both TKIP and CCMP rely on a single PN stream to enforce the requirement of a unique keystream.  This single PN requirement is already in the 11ma draft.  The changes herein describe the necessary changes to TGw draft 0.02 to exploit this property.  The main changes are to use 0x00 for priority field for both TKIP and CCMP, and to clarify the description of the receive sequence counter.
Detailed Editorial Instructions:

In clause 8.3.2.1, change the sentence:

A transmitter calculates a keyed cryptographic message integrity code (MIC) over the SA and DA 
of the MSDU or MMPDU, the MSDU priority (see 8.3.2.3), or 0xff as the MMPDU priority if required, and the MSDU or MMPDU plaintext data. 

In clause 8.3.2.3.1, change the sentence:

The Priority field refers to the priority parameter of the MA-UNITDATA.request service primitive for frames of type data, or 0x00 for frames of type management..
In clause 8.3.3.1, change the sentence:
When CCMP is selected as the RSN pairwise cipher, unicast management frames shall be protected with CCMP by taking the Priority as the octet with value 255 (0xff).0x00.
In clause 8.3.2.6, change this text:
g) For each PTKSA, GTKSA, and STAKeySASTKSA, the receiver shall maintain a separate data replay counter for each data frame priority and shall use the TSC recovered from a received data frame to detect replayed data frames, subject to the limitations on the number of supported replay counters indicated in the RSN Capabilities field, as described in 7.3.2.25. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value for the frame’s priority. A transmitter shall not reorder frames with different priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

Also in clause 8.3.2.6, insert the following bullet after (g) and renumber the subsequent bullets as appropriate:

h) If management frame protection is enabled, the recipient shall maintain a single management frame replay counter and shall use the TSC recovered from a received management frame to detect replayed management frames.  A replayed frame occurs when the TSC extracted from a received management frame is less than or equal to the current management frame replay counter value.  The transmitter shall not reorder protected management frames
In clause 8.3.3.4.3, change this text:
        e) For each PTKSA, GTKSA, and STAKeySA, the recipient shall maintain a separate data frame replay counter for each IEEE 802.11 MSDU priority and shall use the PN recovered from a received data frame to detect replayed data frames, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 7.3.2.25). A replayed frame occurs when the PN extracted from a received frame is less than or equal to the current replay counter value for the frame’s MSDU priority. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

Also in clause 8.3.3.4.3, insert the following bullet after (e) and renumber the subsequent bullets as appropriate:

        f) If management frame protection is enabled, the recipient shall maintain a single management frame replay counter and shall use the PN recovered from a received management frame to detect replayed management frames.  A replayed frame occurs when the PN extracted from a received management frame is less than or equal to the current management frame replay counter value.  The transmitter shall not reorder protected management frames.
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Abstract


This submission contains instructions to the TGw technical editor in order to effect unique keystreams for management frames.
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