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This text specifies values for the ESS and IBSS fields in the capability information field of beacons and probe response frames sent by non-AP Mesh Points to avoid backward compatibility issues with legacy STAs.  

Background:

P802.11s-D0.02 allows for beacon and probe responses to be sent both by Mesh APs as well as non-MAP Mesh Points.  
If a legacy STA receives a  Beacon or Probe Response from a non-MAP MP, how does the legacy STA know that the MP will not accept an Association Request?  The current draft deals with this issue with the following text in Clause 7.2.3.1:
When dot11WLANMeshService is true but the interface on which the beacon is being sent is not configured as an Access Point, the SSID IE shall be set to the wildcard value. [Note: the SSID is a required IE in beacon frames. To avoid having non-mesh STAs send association requests to non-MAP Mesh Points, a valid SSID should not be included in beacons sent by non-MAP Mesh Points. To avoid backward compatibility issues, rather than removing the SSID IE from MP (non-MAP) beacons the wildcard value is used.]

This existing mechanism is not sufficient to prevent legacy STAs from attempting Association Requests since legacy APs are frequently configured to send the null SSID in their Beacons, allegedly as a security measure.  Legacy STAs will therefore still interpret these Beacon sources as APs.
To resolve this issue, the text below leverages the capability information field included in beacons and probe response frames which includes a bit for “ESS” and a bit for “IBSS”.  The base standard says that APs set the ESS subfield to 1 and the IBSS subfield to 0 while STAs within an IBSS set the ESS subfield to 0 and the IBSS subfield to 1.  To deal with this legacy issue, a new sentence should be added in clause 7.3.1.4 to say “Non-AP MPs set both the ESS subfield and IBSS subfield to 0 in transmitted Beacon or Probe Response management frames.”

The following is normative text proposed as an amendment to P802.11s/D0.02.

Make the following changes to the fourth paragraph of Clause 7.3.1.4 “Capability Information field”:

APs set the ESS subfield to 1 and the IBSS subfield to 0 within transmitted Beacon, or Probe Response, Association Request, or Association Response management frames. STAs within an IBSS set the ESS subfield to 0 and the IBSS subfield to 1 in transmitted Beacon or Probe Response management frames.  Non-AP MPs set both the ESS subfield and IBSS subfield to 0 in transmitted Beacon, Probe Response, Association Request, or Association Response management frames.
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Abstract


This submission contains normative text specifying the correct values for the ESS and IBSS fields in the capability information field of beacons and probe response frames sent by non-AP Mesh Points to avoid backward compatibility issues with legacy STAs.  
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