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Change section 8.5.2.2 as follows:

	
	

	GTK[NGTK]
	is the encapsulated GTK, with key identifier field set to NGTK. This is in the KeyData field. The key identifier specifies which index is used for this GTK. Index 0 shall not be used for GTKs, except in mixed environments, as described in 8.5.1.

	IGTK[NIGTK]
	is the IGTK with key identifier set to NIGTK.

	PN
	is the packet number provided by the IGTK KDE

	DGTK KDE
	is the DGTK KDE. 


Change Section 8.5.6.2 as follows:

8.5.6.2 Supplicant state machine variables

The following list summarizes the variables used by the Supplicant state machine:

— PTK – This variable represents the current PTK.

— TPTK – This variable represents the current PTK until Message 3 of the 4-Way Handshake arrives

and is verified.

— GTK[] – This variable represents the current GTKs for each data group key index.
— IGTK[] – This variable represents the current IGTKs for each management group key index.

— DGTK – This variable represents the current DGTK.

— PMK – This variable represents the current PMK.
Change Section 8.5.6.3 as follows:

8.5.6.3 Supplicant state machine procedures

The following list summarizes the procedures used by the Supplicant state machine:

— STADisconnect – The Supplicant invokes this procedure to disassociate and deauthenticate its STA

from the AP.

— MIC(x) – The Supplicant invokes this procedure to compute a MIC of the data x.

— CheckMIC() – The Supplicant invokes this procedure to verify a MIC computed by the MIC()

function.

— StaProcessEAPOL-Key – The Supplicant invokes this procedure to process a received EAPOLKey

frame. The pseudo-code for this procedure is as follows:

StaProcessEAPOL-Key (S, M, A, I, K, RSC, ANonce, RSC, MIC, RSNIE, GTK[NGTK], IGTK[NIGTK​],PN, DGTK)

TPTK ← PTK

TSNonce ← 0

PRSC ← 0

UpdatePTK ← 0

State ← UNKNOWN

if M = 1 then

if Check MIC(PTK, EAPOL-Key frame) fails then

State ← FAILED

else

State ← MICOK

endif

endif

if K = P then

if State ≠ FAILED then

if PSK exists then – PSK is a preshared key

PMK ← PSK

else
PMK ← L(MSK, 0, 256)

endif

TSNonce ← SNonce

if ANonce ≠ PreANonce then

TPTK ← Calc PTK(PMK, ANonce, TSNonce)

PreANonce ← ANonce

endif

if State = MICOK then

PTK ← TPTK

UpdatePTK ← I

if UpdatePTK = 1 then

if no GTK then

PRSC ← RSC

endif

if MLME-SETKEYS.request(0, TRUE, PRSC, PTK) fails then

invoke MLMEDEAUTHENTICATE.

request

endif

MLME.SETPROTECTION.request(TA, Rx)

endif

if GTK then

if (GTK[NGTK] ← Decrypt GTK) succeeds then

if MLME-SETKEYS.request(NGTK, 0, RSC, GTK[NGTK]) fails then

invoke MLME-DEAUTHENTICATE.request

endif

else

State ← FAILED

endif

endif
if IGTK then

if (IGTK[NIGTK] ← Decrypt IGTK) succeeds then

if MLME-SETKEYS.request(NIGTK, 0, PN, IGTK[NIGTK]) fails then

invoke MLME-DEAUTHENTICATE.request

endif

else

State ← FAILED

endif

endif

if DGTK then

if (DGTK ← Decrypt DGTK) succeeds then

if MLME-SETKEYS.request(DGTK) fails then

invoke MLME-DEAUTHENTICATE.request

endif

else

State ← FAILED

endif

endif

endif

endif

else if KeyData = GTK then

if State = MICOK then

if (GTK[NGTK] ← Decrypt GTK) succeeds then

if MLME-SETKEYS.request(NGTK, T, RSC, GTK[NGTK]) fails then

invoke MLME-DEAUTHENTICATE request

endif

else

State ← FAILED

endif
if (IGTK[NIGTK] ← Decrypt IGTK) succeeds then

if MLME-SETKEYS.request(NIGTK, T, PN, IGTK[NIGTK]) fails then

invoke MLME-DEAUTHENTICATE request

endif

else

State ← FAILED

endif

if (DGTK ← Decrypt DGTK) succeeds then

if MLME-SETKEYS.request(DGTK) fails then

invoke MLME-DEAUTHENTICATE request

endif

else

State ← FAILED

endif

else

State ← FAILED

endif
Change Section 8.5.6.2 as follows:
Here UNKNOWN, MICOK, and FAILED are values of the variable State used in the Supplicant pseudo-code. State is used to decide how to do the key processing. MICOK is set when the MIC of the EAPOL-Key has been checked and is valid. FAILED is used when a failure has occurred in processing the EAPOL-Key frame. UNKNOWN is the initial value of the variable State.

When processing 4-Way Handshake Message 3, the GTK, IGTK, and DGTK are decrypted from the EAPOL-Key frame and installed. The PTK shall be installed before the GTK, IGTK and DGTK.

[…]

— CalcGTK(x) – Generates the GTK.

— DecryptGTK(x) – Decrypt the GTK from the EAPOL-Key frame.
— DecryptIGTK(x) – Decrypt the IGTK from the EAPOL-Key frame.

— DecryptDGTK(x) – Decrypt the DGTK from the EAPOL-Key frame.
Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


This contribution complements document 0853r1 which was voted in on Monday July 18th. 


It contains updated text for Section 8.5.6 on the Supplicant Key Management State Machine.


The changes are based on draft .11ma D7.0.
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