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In clause 8.3.2.1, delete the phrase:

        or 0xff as the MMPDU priority

In clause 8.3.3.1, delete the sentence:

        When CCMP is selected as the RSN pairwise cipher, unicast management frames shall be protected with CCMP by taking the Priority as the octet with value 255 (0xff).

Add the following:

8.3.3.3.3 Construct CCM nonce

In figure 136, change the field "Priority Octet" to "Nonce Flags Octet".  Allocate b4 as "Management".  Retain b5-b7 as "Reserved.

Replace this text:

The Nonce field has an internal structure of Priority Octet || A2 || PN (“||” is concatenation), where

     — The Priority Octet field shall be set to the fixed value 0 (0x00) when there is no QC field present in the MPDU header. When the QC field is present, bits 0 to 3 of the Priority Octet field shall be set to 28 the value of the QC TID (bits 0 to 3 of the QC field). Bits 4 to 7 of the Proirity Octet field are reserved and shall be set to 0.

With:

The Nonce field has an internal structure of Nonce Flags Octet || A2 || PN (“||” is concatenation), where

     — The Priority field of the Nonce Flags Octet shall be set to the fixed value 0 (0x00) when there is no QC field present in the MPDU header. When the QC field is present, bits 0 to 3 of the Priority field shall be set to the value of the QC TID (bits 0 to 3 of the QC field).

     — The Management field of the Nonce Flags Octet shall be set to 1 if the Type field of the Frame Control field is 00 (Management frame).  The Management field of the Nonce Flags Octet shall be set to 0 if the Type field of the Frame Control field is 10 (Data frame).

     — Bits 3 to 7 of the Nonce Flags Octet field are reserved and shall be set to 0.

8.3.3.4 CCMP decapsulation

Replace this text:

        c) The Nonce value is constructed from the A2, PN, and Priority Octet fields.

With:

        c) The Nonce value is constructed from the A2, PN, and Nonce Field Octet fields.

8.3.3.4.3 PN and replay detection

Replace this text:

        e) For each PTKSA, GTKSA, and STAKeySA, the recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority and shall use the PN recovered from a received frame to detect replayed frames, subject to the limitation of the number of supported replay counters indicated in the RSN

Capabilities field (see 7.3.2.25). A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU prior- ity. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver sup- ports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

With:

        e) For each PTKSA, GTKSA, and STAKeySA, the recipient shall maintain a separate data frame replay counter for each IEEE 802.11 MSDU priority and shall use the PN recovered from a received data frame to detect replayed data frames, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 7.3.2.25). A replayed frame occurs when the PN extracted from a received frame is less than or equal to the current replay counter value for the frame’s MSDU priority. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

Insert the following bullet after (e) and renumber the subsequent bullets as appropriate:

        f) If management frame protection is enabled, the recipeient shall mantain a single management frame replay counter and shall use the PN recovered from a received management frame to detect replayed management frames.  A replayed frame occurs when the PN extracted from a received management frame is less than or equal to the current management frame replay counter value.  The transmitter shall not reorder protected management frames.

Abstract


In order to ensure that a unique nonce is used for all frames (data and management) encrypted using CCMP under the same PTKSA, modifications to the CCM nonce construction and CCMP replay detection are proposed.
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