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Session I, Tuesday July 18, 2006 16:00-18:00, Hyatt  – Emma B,C
Meeting called to order by Jesse Walker at 16:00, with Sandy Turner as Recording Secretary.

Document 06/1049r1, Opening Report, Jesse Walker
The Chair reviewed the Membership & Anti-Trust information, per slide 4.

The Chair read the IEEE-SA Standards Board Bylaws on Patents in Standards, per slide 5, and asked if everyone understood the Patent Policy.  All members understood.  The Chair asked if there were any Letters of Assurance the Chair should be aware of.  There was no response.  The Chair read the Inappropriate Topics for IEEE WG Meetings, per slide 6.

The Chair also went over the Agenda slides on the following:

· Copyright

· Goals

Approved the Minutes of the May 2006 Meeting, 11-06-0786-00, and the teleconferences, 11-06-0904-00 and 11-06-1044-00, by unanimous consent.

The Chair reviewed the detailed proposed Agenda for the week, per slide 10.  There were no changes to the agenda and it was approved by unanimous consent.

Business

Motion 1
Motion: Move to instruct the editor to create P802.11w D0.03
Moved: Nancy Cam-Winget
Second: Henry Ptasinski
Vote: 13-0-1
The Chair created the following list of presentations and motions that would update the draft:

· 11-06-0271-09 (spreadsheet)

· 11-06-0930-09 (spreadsheet)

· 11-06-0929-00

· 11-06-0848-02

· 11-06-1009-00

· 11-06-0932-00

· 11-06-0931-00

· 11-06-0866-00

· 11-06-0853-01

· 11-06-0852-00

Additional key points during the discussion of preparing the draft to go to Letter Ballot:
· The editor updated the spreadsheet 11-06-0274-09, Review Comments, to incorporate the following:  

· Color key tab of open comments, resolution applied to draft, conflict with resolution and draft (e.g. some comments were based on a previous version of the draft, some comments were on text that had been removed), resolution needs draft text submission

·  Transition between editors and others
· Jacksonville motions

The Chair asked if there were any objections to the editor’s changes.  There were none.

A comment was made that the Policies and Procedures required the Draft to be on the server and was approved with a 75% vote.  No time requirement was indicated.

Document 06/0482r2, RSC Pools for Mgmt Frames, Kevin Hayes
Key points include:
· If the counters collide in the middle, you need to rekey.  Some people implement this with a Deauth.
· Slide 7, second bullet, “Guaranteeing Uniqueness with PN: Simply allocate PNs starting from 0xfffffffff and subsequently decrease them”, only applies to management frames.
· If management frame protection (TGw) was enabled, there would be 9 classes (8 for data, 1 for management).
· In determining how to put frames in different bins, the frame type would be used as the switch.  For QOS, the TID would do the switch.
· This submission is contradictory to 11-06-929-00, “Constructing Unique Management Streams”, which shows an attack that is possible if a keystream is not uniquely identified.

· There was not enough information in Motion 1 (below) to provide the editor sufficient direction.

· The following two motions (slide 10, 11) were delayed until normative text was on the server:
Motion:  Move to instruct TGw editor to make following changes:

The 0xff value used as input to the TKIP MIC and CCMP MIC for management frames shall be removed from those calculations as in accordance with clause 8.3.3.3.2

The 0xff value used as input to the CCMP Nonce for management frames shall be set to 0x00 as in accordance with clause 8.3.3.3.3

Motion:  Instruct the TGw editor to make the following change:

· The PN values used for robust management frames shall be drawn from a counter starting at 0xffffffffff and the replay check process shall enforce the values are decreasing.
Document 06/0929r0, Constructing Unique Management Streams, Nancy Cam-Winget
Key points include:
· The probability of this attack can only be reduced in TKIP.  Someone suggested removing TKIP from TGw.
· There was confusion as to whether a single transmit replay counter is required vs not.  While this is an implementation for 802.11i, it is not enforceable or explicit for the receiver.

· This document offers a cleaner implementation than the previous presentation since it uniquely identifies streams without relying on a Deauth to rekey when counters collide.

· Setting the CCMP Priority as the octet with value (0xff) may be too restrictive as it usurps all the reserved bits.

· The Chair suggested the 3 parties with differing proposals come back with a single proposal.
Document 06/0866r0 Capability Advertisement, Kapil Sood

Motion 2
Motion: move to instruct the editor to incorporate 11-06-866-00 into the draft
Moved: Kapil Sood
Second: Nancy Cam-Winget
Vote: 10-0-1
Document 06/0931r0 Per-Frame Pseudo Frame Updates, Kapil Sood
Motion 3
Motion: move to instruct the editor to incorporate 11-06-931-00 into the draft
Moved: Kapil Sood
Second: Suman Sharma
Vote: 9-0-2
Document 06/0932r0 IBSS Updates, Kapil Sood

Motion 4
Motion: move to instruct the editor to incorporate 11-06-932-00 into the draft
Moved: Kapil Sood
Second: Suman Sharma
Vote: 9-0-2
Document 06/0852r0, IGTK and DHV KDEs, Fabrice Stevens
Motion 5
Motion: move to instruct the editor to incorporate 11-06-852-00 into the draft
Moved: Fabrice Stevens
Second: Kapil Sood
Vote: 10-0-3
The Chair said the Editor is empowered to make changes to ensure the notation is consistent with the draft.
Document 06/0853r1, IGTK and DHV update examples, Fabrice Stevens
Key points include:
· The Editor did not feel the last instruction (“Update the state machine diagrams…”) was clear.
· Fabrice will work with Nancy on the updates.

· The EAPOL-Key notation needs to be updated to be consistent with 802.11ma Draft 7.0.
Motion 6
Motion: move to instruct the editor to incorporate 11-06-853-01 into the draft
Moved: Fabrice Stevens
Second: Kapil Sood
Vote: 8-0-5

Document 06/1009r0, Remove MUP, Kevin Hayes
Motion 7
Motion: move to instruct the editor to incorporate 11-06-1009-01 into the draft
Moved: Kevin Hayes
Second: Marcus Wong 
Vote: 10-0-4
Document 06/0496r0, Normative Text BMF Protection, Marcus Wong
Key points include:
· This proposal provides insider protection without unicast, which is a different from the broadcast protection already in the draft.  It is an alternative, not complimentary method.

· The document required further work in the AKM (distinguish between the two approaches) and the RSN capability bits sections (a recent motion reduced the number of capability bits).

· The last time this was presented, concerns were raised on whether current and new hardware could handle the amount of buffering required to verify the MIC, especially in regard to 802.11n.  A comment was made that the author was asked to provide more information on the effects of power save mode and a metric on how to measure the impact on the AP.
Straw poll:  Would you be interested in having optional management frame protection based on 11-06-0496- 00
Yes: 3
No: 7
The author decided to withdraw his motion.

The Chair recessed the session at 18:00.

Session II, Wednesday July 19, 2006 16:00-18:00, Hyatt  – Elizabeth C
The Chair convened the session at 16:00.
The Chair reminded everyone to enter their attendance.
The business for today is to hear technical presentations and update the draft.
The Chair created the following list of presentations and motions that would update the draft:
11-06-1063-01

11-06-1090-00

11-06-1068-00

11-06-1080-00
Document 06/1063r1, CCMP Nonce Construction and Replay Detection Management Frames, Henry Ptasinski
Key points include:
· This does not apply to TKIP.
· There was a request to hear Kevin’s proposal prior to a motion on this document since the two were related.  The Chair agreed as long as the motions were still separate.

Document 06/1080r0, Key Stream Uniqueness for Management Frames, Kevin Hayes
Key points include:

· This is a simpler approach that relies on things already in the standard (802.11i, 802.11ma).
· 802.11i only addresses the data plane, not the management plane.  That is what 802.11w does.  Management frames do not have QoS and could come at different priorities and sequences than the data streams.  The construction has to be uniquely identified.
· Don’t confuse ordering with uniqueness of the key stream. Key stream uniqueness is required across all frames used with a given temporal key.  It is a property required of the transmitter, and enforced by the receiver.
· There is no guarantee on the receiver for each class because of the construction.  In the 11i protocol, the construction guarantees the uniqueness since it includes the priority class in the nonce construction.  We want to do the same for management by allocating one more bit from the reserved field to identify it as a unique stream.
· A single bit difference in the hash is all we need for uniqueness.  Why do we need more entropy?

· PN is part of the nonce.  If you send two frames with different PNs, you will have uniqueness.  The standard says I should never send two frames with the same PN.
· QoS was added into the CCMP nonce generation for two reasons:  construct unique nonces, redundancy in the crypto design. Historically, there are many implementations errors in this function where sequence numbers are repeated. It’s a best practice.
· With different architectures, like wireless switches and routers, it’s possible that management frames might be processed in different devices than the data frames.
· If you have different agents performing crypto, then you have shared state since they share the same PMK and PTK.  To require that they share the same PN pool is not an onerous additional requirement.

· It’s not clear if this would change existing hardware.

Motion 8
Motion: move to instruct the editor to incorporate 11-06-1063-01 into the draft
Moved: Henry Ptasinski
Second: Nancy Cam-Winget
Vote: 9-6-3 fails

Motion 9
Motion: move to instruct the editor to incorporate 11-06-1080-00 into the draft
Moved: Kevin Hayes
Second: Journi Malinen
Vote: 7-8-2 fails

The Chair offered guidance to the two parties in resolving the comment.  He suggested studying the CCM Mode of operation to understand the assumptions that were made.

Document 06/1068r0, Section 8.5.6 update, Fabrice Stevens
Key points include:
· Note 3 was not affected since it was added for APs which do not support pairwise keys.
Motion 10
Motion: move to instruct the editor to incorporate 11-06-1068-00 into the draft
Moved: Fabrice Stevens
Second: Nancy Cam-Winget
Vote: 12-0-3
Document 06/1090r0, Additional Editorial Changes to 11w Draft for MUP Removal, Marcus Wong 
Motion 11
Motion: move to instruct the editor to incorporate 11-06-1090-00 into the draft
Moved: Marcus Wong
Second: Jouni Malinen
Vote: 11-0-3 passes
The Chair had the Editor review the proposed resolutions for comments (motion below) before the group.

Motion 12
Motion: move to instruct the editor to incorporate the resolutions to comments 67, 117, 192, 148, 174, 181 and 204 found in 11-06-0271-09 into the draft
Moved: Nancy Cam-Winget
Second: Fabrice Stevens  
Vote: 11-0-3 passes
The Chair asked if there was other business to discuss.  Key points include:

· Adding another key to resolve the priority field issue would add a lot of text.
· There are two open issues in the internal draft: priority field, Kevin Hayes has an assignment of a new management IE layout.
· When the Chair was asked if we could go to Letter Ballot with one unresolved issue, the Chair replied that under the Policy and Procedures, the Chair felt obligated to rule any such motion as out of order if he knew of unresolved issues in the draft.

The Chair recessed the session at 17:31.
Session III, Wednesday July 19, 2006 16:00-18:00, Hyatt  – Elizabeth A
The Chair convened the session at 08:03.

Motion 13
Motion: move to instruct the editor to produce a new draft TGw P802.11w D0.04, incorporating all comments resolved and accepted by the Task Group
Moved: Dorothy Stanley
Second: Kapil Sood  
Vote: 11-0-1
Motion 14
Motion: Move to empower TGw teleconferences on August 17 at 11 AM EDT
Moved:  Kapil Sood
Second: Kevin Hayes
Vote: by unanimous consent
Document 06/1107r0, Management Frame Field for BIP MIC, Kevin Hayes
Key points include:
· This fixed field looks like an IE for legacy processing.

· The field is guaranteed to be the last one with the following text in Section 7.3.2.27 “The MMF shall e inserted immediately preceding the FCS of the MMPDU”.
· There was concern that Clause 7 might need modifications to better describe receiver processing.

· A suggestion was made to define the last field more generically for future use (e.g. a container with TLDs inside if it).  A disadvantage of this approach is that there are only 253 bytes to work with.

The Chair and Secretary will not be at the next meeting in Melbourne.

Straw poll:  Would you like to recommend that Donald Eastlake be appointed as Temporary Chair for TGw for the Melbourne meeting
Yes: 13 

No: 0
The Chair adjourned the session at 08:3
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Minutes of the 802.11 TGw Task Group meeting held during the IEEE 802 July 2006 Session in San Diego, CA from July 16-21, 2006.
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