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Abstract

This document provides a normative text proposal in support of requirement R11Nx (Network Selection Cluster Requirements) in 05/822r11. 
· R11N1:”Define functionality by which a STA can determine whether its subscription to an SSPN would allow it to access a particular 802.11 AN before actually joining a BSS within that 802.11 AN. Proposals must describe their consideration of scalability.”
· R11N1: "Define functionality by which a STA can determine whether its subscription to an SSPN would allow it to access a particular 802.11 AN before actually joining a BSS within that 802.11 AN. Proposals must describe their consideration of scalability.”
· R11N2: “The mechanism described in requirement R10N1 must allow a STA that has multiple credentials with an SSPN to select the correct credentials when authenticating with a Local Network.”
· R11N3: “Define functionality to support authentication with multiple SSPNs through a single AP.”
· R11N4: “Define functionality by which a STA can determine which interworking services are available before joining a BSS.”
· R11N5: “Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if connection is authorized based on an SSPN subscription.”
· R11N6: “Functionality shall be provided by which during the connection process a STA can be informed of the actual charges to be applied to this session.”
· R11N7: “It should be possible to inform a STA about unbroadcasted SSIDs without causing the STA to probe for each preferred SSID.”
· R11N8: “Define functionality by which the STA is able to determine what online enrolment (also called online subscription) methods are supported by the local network.”
This text proposal is based on P802.11-REVma-D7.0.
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1 Overview

1.2 Purpose

…

Specifically, this standard

· — Describes the functions and services required by an IEEE 802.11™-compliant device to operate

· within ad hoc and infrastructure networks as well as the aspects of station mobility (transition)

· within those networks.

· — Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery

· services.

· — Defines several PHY signaling techniques and interface functions that are controlled by the IEEE

· 802.11 MAC.

· — Permits the operation of an IEEE 802.11-conformant device within a wireless local area network

· (LAN) that may coexist with multiple overlapping IEEE 802.11 wireless LANs.

· — Describes the requirements and procedures to provide data confidentiality of user information being

· transferred over the wireless medium (WM) and authentication of IEEE 802.11-conformant devices.

· — Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that

· may be used to satisfy regulatory requirements for operation in the 5 GHz band. The regulations and

· conformance tests are listed in Clause 2.

· Defines the MAC procedures to support LAN applications with quality of service (QoS) requirements, including the transport of voice, audio, and video.  
Insert the following bullet below:

· Defines the functions and procedures required by an IEEE 802.11TM compliant device to access external network services via a IEEE 802.11 wireless LAN.

3 Definitions
3.x Service Provider (SSP): an organization (operator) offering connection to network services, usually for a fee.  The user has a contractual relationship with the service provider.

3.y Subscription Service Provider Network (SSPN): the network with which a STA has an established relationship with an SSP.  The network maintains user subscription information, and is always the same for a given user identity, or indeed multiple identities.

5 General Description

5.9 Generic Advertisement Services

The purpose of Generic Advertisement Service (GAS) functionality is to enable the STA to identify the availability and information related to the desired network services, e.g. information about available SSPs, located in the DS. The requirement for this functionality was originally identified by deployment issues associated with public access hotspots where it is currently impossible for users to determine whether they will be able to access network services based solely on information currently advertised by the network. There is a need for non-AP STAs in state-1 to query for network services supported by SSPNs beyond an AP.
5.9.1 Pre-association information services

There are a number of reasons why providing this information pre-association is beneficial:

· The information is available earlier to support more informed decision about which AP to associate with – this prevents a less efficient style of operation where the STA has to associate with an AP before discovering the information and then decide whether to stay associated or not.

· It is possible to query multiple networks in parallel.
· The STA can discover information about APs that are not part of the same management group as the AP to which it is currently associated.  For example, supporting the selection of an AP belonging to a different hotspot with an appropriate roaming agreement in place.
7 Frame formats

7.2 Format of individual frame types

7.2.3 Management frames

7.2.3.1 Beacon frame format

Insert a new row into table 8 as shown below:

Table 8—Beacon frame body

	Order
	Information
	Notes

	25
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingEnabled is true.

	26
	Generic Advertisement Service Capability
	Advertisement Service Capability shall be present if dot11AdvertisementServiceEnabled is true.

	27
	Generic Advertising Service Traffic Indication Map
	Present in Beacon if any of the supported Advertisement Protocols are configured for multicast delivery.

	28
	ESSID
	ESSID shall be present if dot11InterworkingEnabled is present


7.2.3.4 Association Request frame format

Insert a new row into table 10 as shown below:

Table 10—Association Request frame body

	Order
	Information
	Notes

	11
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingCapabilityEnabled is true.


7.2.3.5 Association Response frame format

Insert a new row into table 11 as shown below:

Table 11—Association Response frame body

	Order
	Information
	Notes

	8
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingCapabilityEnabled is true.


7.2.3.6 Reassociation Request frame format

Insert a new row into table 12 as shown below:

Table 12—Reassociation Request frame body

	Order
	Information
	Notes

	12
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingCapabilityEnabled is true.


7.2.3.7 Reassociation Response frame format

Insert new row into table 13 as follows:

Table 13—Reassociation Response frame body

	Order
	Information
	Notes

	8
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingCapabilityEnabled is true.


7.2.3.9 Probe Response frame format

Insert a new row before the last line into table 15 and modify the last row as shown below:

Table 15—Probe Response frame body

	Order
	Information
	Notes

	24
	Interworking Capability
	Interworking Capability shall be present if dot11InterwokingEnabled is true.

	25
	Generic Advertisement Service Capability
	Advertisement Service Capability shall be present if dot11AdvertisementServiceEnabled is true.

	28
	ESSID
	ESSID shall be present if dot11InterworkingEnabled is present


7.3 Management frame body components

7.3.1 Fields that are not information elements
7.3.1.9 Status Code Field 

Insert the following:
Table 23 ― Status Codes

	Status Code
	Meaning

	52
	No outstanding GAS request

	53
	GAS Query Protocol(s) not supported

	54
	GAS Response not received from backend network

	55
	Requested delivery method not supported for this GAS Query protocol

	56
	GAS Query Response frame received from DS is  larger than 802.11 MSDU size limit

	57
	GAS Query Response larger than permitted per configured AP policy

	58-65535
	Reserved


7.3.1.11 Action field

Insert the following new row into table 24 and update the reserved value as shown:

Table 24—Category values

	Value
	Name
	See subclause

	x
	Interworking
	7.4.6

	(x+1)–127
	Reserved
	—


NOTE— x will be defined. 

Insert the following:
7.3.1.18 GAS Query ID 

GAS Query ID is returned by the AP in the GAS Initial Response frame to indicate that a backend query is being carried out on behalf of the non-AP STA. The non-AP STA shall use the GAS Query ID in the GAS Comeback Request to retrieve the response information after expiry of GAS Comeback delay when using unicast delivery mechanism. The GAS Query ID is included in the GAS Comeback Response frames in both unicast and multicast delivery mechanisms. 

	
	B0
	B7

	
	GAS Query ID

	Octets:
	1


Figure u1—GAS Query ID 

7.3.1.19 GAS Query Fragment ID 

GAS Query Fragment ID is used by the AP when a GAS Query Response spans multiple MSDUs.  AP uses this field to inform the non-AP STA of the fragment number (and thus the re-assembly order of the transmitted frames) as well as identifying the last fragment of the Query Response.

	
	B0
	B6
	B7

	
	GAS Query Fragment ID
	Last Fragment

	Bits:
	7
	1


Figure u2a—GAS Query Fragment ID 
7.3.2 Information Elements

Insert the following Element IDs into Table 26 and change the Reserved row accordingly: 

Table 26 ― Element IDs

	Information Element
	Element ID

	Reserved
	51

	Interworking Capability
	52

	GAS Capability
	53

	Advertisement Protocol
	54

	GAS Request
	55

	GAS Response
	56

	GAS Traffic Indication Map
	57

	GAS Comeback Delay
	58

	ESSID
	59

	Reserved
	60-126


Insert the following new clauses after 7.3.2.35
7.3.2.36 Interworking Capability Information element

The Interworking Capability Information element contains information about the interworking service capabilities of a STA as shown in Figure u2. 

	
	
	
	

	
	Element ID
	Length
	Interworking Capabilities

	Octets:
	1
	1
	2


Figure u2—Interworking Capability Information element format

The Element ID field is equal to the Interworking Capability value in Table 26.

The Length field is the length of the Interworking Capabilities field. The value of the Length field is 2.

The Interworking Capabilities field is a bit field indicating the advertised interworking capabilities of the STA. The Interworking Capabilities field is shown in Figure u3
	
	B0
	B1
	B2
	B3
	B15

	
	QoS Map
	Expedited Bandwidth Request
	Emergency Services Only
	Reserved

	Bits:
	1
	1
	1
	13


Figure u3—Interworking Capabilities field

· The QoS Map Service capability bit set to 1 indicates the AP supports QoS Map Service.  The QoS Map Service capability bit set to 0 indicates the STA does not support QoS Map Service.

· The Expedited Bandwidth Request Service capability bit set to 1 indicates the STA supports Expedited Bandwidth Request Service.  The Expedited Bandwidth Request Service capability bit set to 0 indicates the STA does not support Expedited Bandwidth Request Service.

· The ESO (Emergency Services Only on this SSID) capability set to 1 indicates higher layer emergency call services are reachable via this SSID.  The ESO capability set to 0 indicates other means are necessary to determine if higher layer emergency call services are reachable via this SSID.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of an Interworking Capability element shall be interpreted as the STA having no advertised Interworking Capabilities.

7.3.2.36 GAS Capability Information element

The GAS Capability Information element contains information about the advertisement service capabilities of a STA as shown in Figure u4.  
	
	
	
	
	
	
	

	
	Element ID
	Length
	Advertisement Protocol IE #1
	Advertisement Protocol IE #2
(Optional)
	…
	Advertisement Protocol IE #N
(Optional)

	Octets:
	1
	1
	variable
	variable
	…
	variable


Figure u4— GAS Capability Information element format

The Element ID field is equal to the GAS Capability value in Table 26.

The Length field is the length of the GAS Capabilities field. The Length field is determined by the number and size of the Advertisement Protocol IEs.
The Advertisement Protocol IE is defined in Figure u4a.

The GAS Capability information element shall contain at least one Advertisement Protocol IE.
The lack of a GAS Capability element shall be interpreted as the STA having no advertised GAS Capability.

7.3.2.37 Advertising Protocol Information element

The Advertising Protocol Information element contains information which identifies a particular advertisement protocol and its delivery method(s) as shown in Figure u4a.
	
	
	
	
	

	
	Element ID
	Length
	Delivery Method
	Advertisement Protocol ID

	Octets:
	1
	1
	1
	variable


Figure u4a— Advertisement Protocol Information element format

The Element ID field is equal to the Advertisement Protocol value in Table 26 or the Vendor Specific Element ID.
The Length field is the length of the Advertisement Protocol Information element. The Length field is determined by the Advertisement Protocol ID.
The Delivery Method field is a 1-octet field which specifies multicast or unicast delivery method.  The format of this field is shown in Figure u4b.

The Advertisement Protocol ID is a variable length field. If the first octet of this field is the vendor specific Advertising Protocol ID as provided in Table u1a, then this field contains the Vendor Specific Information Element per clause 7.3.2.26.  If this first octet of this field is not the vendor specific Advertising Protocol ID, then its length is 1 octet and its value is per Table u1a.
	
	B0
	B1
	B2
	B7

	
	Multicast Delivery
	Unicast Delivery
	Reserved

	Bits:
	1
	1
	6


Figure u4b— Delivery Method field

A STA using the Advertisement Protocol Information element requests the desired delivery method of advertisement protocol by setting either Bit0 or Bit1 as appropriate.

· Bit 0 is set to 1 if the STA supports multicast delivery as described in clause11.11.1.  Bit 0 is set to 0 if the STA does not support multicast delivery for this Advertisement Protocol IE.

· Bit 1 is set to 1 if the STA supports unicast delivery as described in clause 11.11.2.  Bit 1 is set to 1 if the STA does not support unicast delivery for this Advertisement Protocol IE.

The STA shall either support multicast delivery or unicast delivery.  Optionally, an STA may support both delivery methods.
Table u1a—Advertisement Protocol ID definitions
	Name
	Value

	MIH Information Service
	0

	MIH Command and Event Services Capability Discovery
	1

	Reserved
	2-220

	Vendor Specific
	221

	Reserved
	222 – 255


· MIH Information Service in Table u1 is a mechanism defined in IEEE 802.21 to support information retrieval from an information repository in the DS. 
· MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 to support discovering capabilities of command service and event service entities in the DS. 
· Advertisement Protocol ID is reserved for a Vendor Specific protocol which shall have the format defined in clause 7.3.2.26.

· Note: after approval of this amendment, Advertisement Protocol IDs will be managed by 802.11 Assigned Numbers Authority.
7.3.2.38 GAS Request Information element

The GAS Request Information element contains information about the details of the GAS request. The format of the GAS Request element is shown in Figure u6.
	
	
	
	
	

	
	Element ID
	Length
	Advertisement Protocol IE
	Query

	Octets:
	1
	1
	variable
	variable


Figure u6—Advertisement Request Information element format
The Element ID field is equal to the GAS Request value in Table 26.

The Length field is variable. The minimum value of the Length field is 2.

The Advertisement Protocol IE is used by a STA to request a query using a specific advertising protocol.  This field is defined in clause 7.3.2.37.
The actual format of the Query depends on the Advertisement Protocol ID value. For example, if the Advertisement Protocol ID value is 0 (see 7.3.2.37), then the format is as per the IEEE 802.21 specification. 
The GAS Request element is included in a GAS Initial Request action frame. 
7.3.2.39 GAS Response Information element

The GAS Response Information element contains information about the details of the advertisement response. The format of the GAS Response element is shown in Figure u6a.

	
	
	
	
	

	
	Element ID
	Length
	Advertisement Protocol IE
	Response Info

	Octets:
	1
	1
	variable
	variable


Figure u6a— GAS Response Information element format
The Element ID field is equal to the GAS Response value in Table 26.

The Length field is variable. The minimum value of the Length field is 2.

The Advertisement Protocol IE field is equal to Advertisement Protocol IE which was specified in the preceding request.

The GAS Response info contains the result of the preceding query request. The actual format of the GAS Response Info depends on the Advertisement Protocol ID value. For example, if the Advertisement Protocol ID value is 0 (see 7.3.2.37), then the format is as per the IEEE 802.21 specification. 

GAS Response Element is sent by the AP to the non-AP STA in the GAS Response or GAS Comeback frame to provide the information about one or more requested network services. 

7.3.2.40 GAS Traffic Indication Map Information Element
The GAS Traffic Indication Map (GASTIM) Information element shall be present in every beacon if dot11AdvertisementServiceEnabled is true and at least one of the Advertisement Protocols (cf. clause 7.3.2.37) is configured for multicast delivery method.  The format of the GASTIM element is shown in Figure u7.

	
	
	
	
	
	
	

	
	Element ID
	Length
	GASTIM Count
	GASTIM Period
	Time to Suspend
	Query ID(s) (optional) 

	Octets:
	1
	1
	1
	1
	2
	N


Figure u7— GASTIM Information element format
The Element ID field is equal to the GAS Traffic Indication Map value in Table 26.

The Length field is variable. The minimum value of the Length field is 4.

The GASTIM Count field indicates how many beacons (including the current frame) appear before the next

GASTIM. A GASTIM Count of 0 indicates that the current beacon is a GASTIM beacon and advertising frames will be scheduled for transmission after the cessation of the GASTIM beacon. The GASTIM count field is a single

octet.

The GASTIM Period field indicates the number of Beacon intervals between successive GASTIMs. If all beacons are GASTIMs, the GASTIM Period field has the value 1. The GASTIM Period value 0 is reserved. The GASTIM period field is a single octet.

The Time To Suspend field indicates the number of TUs after TBTT (GASTIM) after which the AP will not schedule for transmission any further multicast advertising frames.  The Time to Suspend field is two octets.
The Query ID(s) field is a variable length field composed of a list of Query ID(s) (cf. clause 7.3.1.18).  Inclusion of a Query ID in this list means the AP has scheduled the GAS Comeback Response(s) (cf. clause 7.4.6.4) for transmission subsequent to this GASTIM with the Query ID(s) as indicated in this field. This field can only be present when GASTIM count is zero.
7.3.2.41 GAS Comeback Delay element
The GAS Comeback Delay Information element contains information about the delay time in response to preceding GAS request. The format of the GAS Comeback Delay element is shown in Figure u8.
	
	
	
	

	
	Element ID
	Length
	GAS Comeback Delay

	Octets:
	1
	1
	2


Figure u8— GAS Comeback Delay Information element format

The Element ID field is equal to the GAS Comeback Delay value in Table 26.

The Length field is 2.

The GAS Comeback Delay field specifies the delay time value in TUs 

The GAS Comeback Delay is returned by the AP in the GAS Initial Response frame to indicate that a backend query is being carried out on behalf of the non-AP STA. The non-AP STA shall use the GAS Comeback Request to retrieve the response information after expiry of GAS Comeback delay.
7.3.2.42 ESSID Information element
The Extended Service Set ID (ESSID) Information element contains description of ESSID. The format of the ESSID element is shown in Figure u9.

	
	
	
	

	
	Element ID
	Length
	ESSID

	Octets:
	1
	1
	6


Figure u9— ESSID Information element format

The Element ID field is equal to the ESSID value in Table 26.

The value of the Length field is 6.

The ESSID field specifies the definition of ESSID.  

In the infrastructure mode, the ESSID definition includes the BSSID value of one of the group of APs. The ESSID and the SSID together to provide is a unique value that is advertised in beacons and probe responses so that the non-AP STA is aware of continued applicability of previously discovered interworking and advertising services when moving from one AP to another within the scope of the ESSID.
7.4 Action frame format details

Insert the following after clause 7.4.5:

7.4.6 Interworking action details
Several Action frame formats are defined for Interworking purposes. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table u58.  Interworking Action frames which are transmitted by a STA to a wildcard BSSID may be dropped by the receiving STA.  All GAS Action frames shall be transmitted using UP = 0 with the EDCA parameters for AC_BE.
Table u58—Interworking Action field values
	Action field value 
	Meaning

	0
	GAS Initial Request

	1
	GAS Initial Response

	2
	GAS Comeback Request

	3
	GAS Comeback Response

	4-255
	Reserved


7.4.6.1 GAS Initial Request Action frame format

The GAS Initial Request frame uses the Action frame body format and is transmitted by a non-AP-STA to AP. The format of the GAS Initial Request frame body is shown in Table u59.  

Table u59— GAS Initial Request frame body format 
	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	GAS Request Element

	4~255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to 0 (representing a GAS Initial Request frame, as specified in Table u58).
The Dialog Token field is defined in clause 7.3.1.12 and set by the requesting STA for the action frame exchange.

GAS request element is defined in 7.3.2.38. There shall be only one element per request. 
7.4.6.2 GAS Initial Response Action frame format

The GAS Response frame uses the Action frame body format and is transmitted by an AP to a non-AP-STA. The format of the GAS Response frame body is shown in Table u60..  

Table u60—GAS Initial Response frame body format 
	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Status Code

	4
	GAS Query ID 

	5
	GAS Multicast Address (optional)

	6
	GAS Comeback Delay (optional)

	7
	GAS Response Element (optional)

	8 - 255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to 1 (representing a GAS Initial Response frame, as specified in Table u58).
The Dialog Token field is copied from the preceding GAS Initial Request action frame. 
The Status Code values are defined in 7.3.1.9.

The GAS Query ID is defined in 7.3.1.18. It shall be set by the AP in this response frame; GAS Comeback Request and Response shall use the same value for Query ID.
The GAS multicast address is a multicast MAC address (6 octets) used for multicast GAS mechanism (cf. clause 11.11.1). 

The GAS Comeback Delay is defined in 7.3.2.41. If this element is not present then the non-AP STA shall not perform a GAS-Comeback frame exchange as defined in the unicast GAS mechanism.
The GAS Response Element is defined in 7.3.2.39. There shall be zero or one element per response. 
7.4.6.3 GAS Comeback Request Action frame format

The GAS Comeback Request frame uses the Action frame body format and is transmitted by a non-AP-STA to AP. The format of the GAS Comeback Response frame body is shown in Table u61.  

Table u61— GAS Comeback Request frame body format 

	Order 
	Information

	0
	Category

	1
	Action

	2
	GAS Query ID

	3 – 255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to the 2 (representing a GAS Comeback Request frame, as specified in Table u58).
The GAS Query ID is defined in 7.3.1.18. This value shall be copied from the earlier GAS Initial Response frame.
7.4.6.4 GAS Comeback Response Action frame format

The GAS Comeback Response frame uses the Action frame body format and is transmitted by an AP to non AP.-STA. This action frame is used for both the unicast delivery and multicast delivery methods. The format of the GAS Comeback Response frame body is shown in Table u62.  

Table u62— GAS Comeback Response frame body format 

	Order 
	Information

	0
	Category

	1
	Action

	2
	Status Code

	3
	GAS Query ID

	4
	GAS Query Fragment ID

	5
	GAS Comeback Delay (optional)

	6
	GAS Request Element (optional)

	7
	GAS Response Element (optional)

	8 - 255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to 3 (indicating GAS Comeback Response, as specified in Table u58.
The Status Code values are defined in 7.3.1.9.

The GAS Query ID field shall correspond to the GAS Initial Response action frame exchange. This value shall be set to 0 when there is no outstanding request to process. 
The GAS Query Fragment ID is defined in 7.3.1.19.  When there are more than one Query Response Fragments, the AP shall set the GAS Query Fragment ID to 0 for the initial fragment and increment it by 1 for each subsequent fragment in a multi-frame Query Response. The Last Fragment bit shall be set to 1 whenever the final fragment of a Query response is being transmitted. 
The GAS Comeback Delay is defined in 7.3.2.41. This element is used in unicast GAS mechanism and shall be present when there is no GAS response element included in this frame. When it is present, it provides an indication for STA to make another GAS Comeback frame exchange.
The GAS Request Element is defined in 7.3.2.38. This information element shall be included only when multicast delivery method is used.

The GAS Response Element is defined in 7.3.2.39. There shall be zero or only one element per response.

10. Layer Management

10.3 MLME SAP interface
10.3.30 Network Selection Support

This set of primitives support the process of Generic Advertisement Services for network selection. 
10.3.30.1 MLME-GAS-Initial-Request.request

10.3.30.1.1 Function

This primitive requests the information of a specific advertisement service from the network. It is valid at the non-AP STA and requests the AP to provide generic advertisement service.

10.3.30.1.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Initial-Request.request (






DialogToken ,

AdvertisementProtocolID,






Query




)
	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the GAS request.

	AdvertisementProtocolID
	Integer
	N/A
	Identifies which protocol is used to format Query.  This is either an 802.11 assigned Advertisement Protocol ID or a vendor-specific ID.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 


10.3.30.1.3 When generated

This primitive is generated by the SME at a non-AP STA to request a specific advertisement service from the DS. 

10.3.30.1.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.11.1
10.3.30.2 MLME-GAS-Initial-Response.confirm

10.3.30.2.1 Function

This primitive reports the status code of the GAS request with a query ID, and optional comeback delay information or multicast address and the response elements, if available at that point.
10.3.30.2.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Initial-Response.confirm (





StatusCode,
DialogToken,





GASQueryID,






GASComebackDelay,






GASMulticastAddress,










AdvertisementProtocolID,




ResponseInfo 




)
	Name
	Type
	Valid Range
	Description

	StatusCode
	Enumeration
	NO_Outstanding_GAS_Request_Available
GAS_Not_Supported

GAS_Response_Not_Received

Requested_Delivery_Method_Not_Supported

Requested_Info_Not_Available
	Indicates the result response to the GAS-initial-request from the peer MAC entity.

	DialogToken
	Integer
	0 – 255
	The dialog token to identify the GAS request.

	GASQueryID
	Integer
	As defined in frame format
	used to match the query and the response information. 

	GASComebackDelay
	Integer
	As defined in frame format
	specifies the delay time to retrieve the response information

	GASMulticastAddress
	MACAddress
	A multicast MAC address
	Specifies the multicast MAC address to which the response info frame is addressed. A response info frame is an action frame with a query response.

	AdvertisementProtocolID
	Integer
	N/A
	Protocol ID identifying which protocol is used to format Query

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 


10.3.30.2.3 When generated

This primitive is generated by the MLME as a response to the MLME-GAS-initial-Request.request primitive indicating the result of that request.

The primitive is generated when the non-AP STA receives a response in the form of a GAS Initial Response frame is received in the corresponding action frame from the AP. 

10.3.30.2.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.y

10.3.30.3 MLME-GAS-Initial-Request.indication

10.3.30.3.1 Function

This primitive reports to the AP SME about the GAS Request.

10.3.30.3.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Initial-Request.indication (









AdvertisementProtocolID,






Query,





Non-APSTAAddress





)
	Name
	Type
	Valid Range
	Description

	AdvertisementProtocolID
	Integer
	N/A
	identifies which protocol is used to format the Query.  This is either a 802.11 assigned Advertisement Protocol ID or a vendor-specific ID.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which query message is received. 


10.3.30.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a request for the GAS advertisement service from a non-AP STA. 

10.3.30.3.4 Effect of receipt

The AP is notified of the request from the non-AP STA.

The SME should operate according to the procedures defined in 11.11. 

The SME generates an MLME-GAS-Initial-Response.response primitive within a dot11GASResponseTimeout.
10.3.30.4 MLME-GAS-Initial-Response.response

10.3.30.4.1 Function

This primitive responds to the request for an advertisement service by a specified non-AP STA MAC entity. 

10.3.30.4.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Initial-Response.response (






StatusCode,





NonAPSTAAddress,
GASQueryID,

GASComebackDelay,






GASMulticastAddress,





AdvertisementProtocolID,





ResponseInfo










)
	Name
	Type
	Valid Range
	Description

	StatusCode
	Enumeration
	NO_Outstanding_GAS_Request_Available

GAS_Not_Supported

GAS_Response_Not_Received

Requested_Delivery_Method_Not_Supported

Requested_Info_Not_Available
	Indicates the result response to the GAS-initial-request from the peer MAC entity.

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity to which query response information is transmitted. 

	GASQueryID
	Integer
	As defined in frame format
	used to match the query and the response information. 

	GASComebackDelay
	Integer
	As defined in frame format
	specifies the delay time to retrieve the response information

	GASMulticastAddress
	MACAddress
	A multicast MAC address
	Specifies the multicast MAC address to which the response info frame is addressed. A response info frame is a data frame with a query response.

	AdvertisementProtocolID
	Integer
	N/A
	identifies which protocol is used to format the Query.  This is either a 802.11 assigned Advertisement Protocol ID or a vendor-specific ID.

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 


10.3.30.4.3 When generated

This primitive is generated by the SME at the AP as a result of an MLME-GAS-Initial-Request.indication primitive. 

10.3.30.4.4 Effect of receipt

The primitive causes the MAC entity at the AP to send a GAS Initial Response frame in the corresponding GAS response action management frame to the non-AP STA.
10.3.30.5 MLME-GAS-Comeback-Request.request

10.3.30.5.1 Function

This primitive requests the information of a specific advertisement service from the network in a comeback request. It is valid at the non-AP STA and requests the AP.

10.3.30.5.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Comeback-Request.request (






GASQueryID




)
	Name
	Type
	Valid Range
	Description

	GASQueryID
	Integer
	As defined in frame format
	used to match the query and the response information. 


10.3.30.5.3 When generated

This primitive is generated by the SME at a non-AP STA to request a specific GAS advertisement service from the network side using a comeback request. 

10.3.30.5.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.11
10.3.30.6 MLME-GAS-Comeback-Response.confirm

10.3.30.6.1 Function

This primitive reports the status code of the GAS comeback request with an optional query ID, comeback delay information and the response elements, if available at that point.
10.3.30.6.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Comeback-Request.confirm (






StatusCode,





GASQueryID,






GASComebackDelay,





AdvertisementProtocolID,





ResponseInfo 




)
	Name
	Type
	Valid Range
	Description

	StatusCode
	Enumeration
	NO_Outstanding_GAS_Request_Available

GAS_Not_Supported

GAS_Response_Not_Received

Requested_Delivery_Method_Not_Supported

Requested_Info_Not_Available
	Indicates the result response to the GAS-Comeback-request from the peer MAC entity.

	GASQueryID
	Integer
	As defined in frame format
	used to match the query and the response information. 

	GASComebackDelay
	Integer
	As defined in frame format
	specifies the delay time to retrieve the response information

	AdvertisementProtocolID
	Integer
	N/A
	identifies which protocol is used to format the Query.  This is either a 802.11 assigned Advertisement Protocol ID or a vendor-specific ID.

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 


10.3.30.6.3 When generated

This primitive is generated by the MLME as a result of an MLME-GAS-Comeback-Request.request primitive indicating the result of that request.

The primitive is generated when the non-AP STA receives a response in the form of a GAS Comeback Request frame in the corresponding action frame from the AP. 

10.3.30.6.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.11.

10.3.30.7 MLME-GAS-Comeback-Request.indication

10.3.30.7.1 Function

This primitive reports to the AP SME the request GAS Comeback-Request.

10.3.30.7.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Comeback-Request.indication (






GASQueryID,






Non-APSTAAddress





)
	Name
	Type
	Valid Range
	Description

	GASQueryID
	Integer
	As defined in frame format
	used to match the query and the response information. 


10.3.30.7.3 When generated

This primitive is generated by the MLME as a result of receipt of a request for the advertisement service from a non-AP STA. 

10.3.30.7.4 Effect of receipt

The AP is notified of the request from the non-AP STA.

The SME should operate according to the procedures defined in 11.y. 

The SME generates an MLME-GAS-Comeback-Response.response primitive within a dot11GASResponseTimeout.
10.3.30.8 MLME-GAS-Comeback-Response.response

10.3.30.8.1 Function

This primitive responds to the request for a advertisement service by a specified non-AP STA MAC entity. 

10.3.30.8.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-GAS-Comeback-Request.response (






StatusCode,





Non-APSTA Address,
GASQueryID,

GASComebackDelay,





AdvertisementProtocolID,





ResponseInfo 




)
	Name
	Type
	Valid Range
	Description

	StatusCode
	Enumeration
	NO_Outstanding_GAS_Request_Available

GAS_Not_Supported

GAS_Response_Not_Received

Requested_Delivery_Method_Not_Supported

Requested_Info_Not_Available
	Indicates the result response to the GAS-Comeback-request from the peer MAC entity.

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity to which query response information is transmitted. 

	GASQueryID
	Integer
	As defined in frame format
	used to match the query and the response information. 

	GASComebackDelay
	Integer
	As defined in frame format
	specifies the delay time to retrieve the response information

	AdvertisementProtocolID
	Integer
	N/A
	identifies which protocol is used to format Query

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 


10.3.30.8.3 When generated

This primitive is generated by the SME at the AP as a result of an MLME-GAS-Comeback-Request.indication primitive. 

10.3.30.8.4 Effect of receipt

The primitive causes the MAC entity at the AP to send a GAS Comeback-response frame in the corresponding GAS Comeback-response action management frame to the non-AP STA.

11 MLME

Insert the following new clauses after section 11.10

11.11 Interworking Procedures: Generic Advertisement Services
This clause describes the actions and the procedures to enable network selection for 802.11 capable STAs as well as the seamless interworking of a multi-access capable STAs with other non-802.11 access technologies or when other non-802.11 specific network protocols are involved. It specifies the transport mechanisms to advertising services for network selection or other purposes while clients are in the un-associated state (state 1). IEEE 802.11u GAS capability is included in the beacon and probe response frames.  GAS transport is transparent to the Advertising Protocol which is used for Queries and Query Responses.  Vendor specific advertising protocols are also supported.
The GAS information delivery mechanism is supported using two options:

i) Multicast mechanism


ii) Unicast mechanism

11.11.1 Multicast Mechanism
The non-AP STA obtains the GAS capability information from beacons or Probe response messages. The GAS capability fields indicate the Advertisement Protocol IDs supported in the BSS. The non-AP STA can send a GAS-Initial-Request with one of the supported protocol ids with specific query to obtain information about the specific interworking service. Upon receipt of the GAS-Initial-Request frame AP generates a GAS-Initial-Response with a GAS Query ID and a GAS multicast address. The AP forwards or proxies the request to the backend advertising server to retrieve the query results. The response message from the advertising server is queued in the AP for multicast delivery at a later time.

In order to support multicast mechanism, a GASTIM IE is included in the beacons. The GASTIM count field is decremented for every beacon from a configured count value to zero and then restarted with the configured value for the following beacon. The GAS multicast delivery begins immediately after the beacon that includes the GASTIM count field value set to zero. The multicast delivery includes one or more GAS Comeback Response Action Frames that include the GAS query ID, corresponding GAS request element (optional), and GAS query results information.    The following figure shows the messaging sequence.
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Figure 17 ― Example flow for GAS Multicast Query Mechanism
AP transmits multicast GAS Comeback Response Action Frames containing encapsulated query responses. As configured in the AP, each frame is transmitted several times to make the transmission more reliable.  
The GAS protocol supports Query Responses whose length is greater than the MSDU size.  This is accomplished by the AP’s use of the Query Fragment ID field in the GAS Comeback Response action frame. The Query Fragment ID is incremented by 1 for each subsequent frame in a multi-frame query response.  A receiving STA shall wait to receive all the fragments from AP to reassemble the whole response action frame. A receiving STA can determine when a frame is re-transmitted (for improved reliability) since the Query Fragment ID field is the same for these frames. If Query Response results in a multi-frame response, AP shall first transmit all the frames belong to a single Query Response until exhausting the all fragments. The AP may then repeat to transmit the Query Responses for the number of times it is configured with.

11.11.2 Unicast Mechanism 

The non-AP STA obtains the GAS capability information from beacons or probe response messages. The GAS capability fields indicate the Advertising Protocol IDs supported in the BSS. The non-AP STA can send a GAS-Initial-Request with one of the supported protocol IDs with specific query to obtain information about the specific interworking service. Upon receipt of the GAS-Initial-Request frame AP generates a GAS-Initial-Response with a GAS Query ID and a GAS Comeback delay. The AP forwards or proxies the request to the backend advertising server to retrieve the query results. The response message from the advertising server is queued in the AP for the comeback delay duration.

The non-AP STA shall send a GAS Comeback Request including the GAS Query ID (provided in the earlier GAS-Initial-Response) immediately after the expiry of the comeback delay. The AP shall provide the results in the GAS-Comeback-Response with the corresponding Query ID, GAS Request element (optional) and the query results. 
The multi-frame Query Responses whose length is greater than the MSDU size is accomplished by the AP’s use of the Query Fragment ID field in the GAS Comeback Response action frame; the Query Fragment ID shall be set to 0 for the initial frame and incremented by 1 for each subsequent frame in a multi-frame query response.  If the Query Response is a multi-frame response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall also set the Last Fragment bit of GAS Query Fragment to 1 when the transmitted fragment is the final fragment. The receiving STA shall wait to receive all the fragments unicast from AP to reassemble the whole response action frame.
If there were no Query results queued at the time of receiving the GAS-Comeback-Request then the AP can provide a new Comeback delay value in the GAS-Comeback-response with same Query ID.
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Figure 17 ― Example flow for GAS Unicast Query Mechanism
The basic protocol concept for the unicast mechanism is as follows:

· An AP receiving a GAS request from an STA with a for a certain advertisement service request can ensure that the specific service is supported in the backend and send an immediate response. 
· Within the GAS response, the AP returns a query identifier Query ID (whose value is unique for the AP) to be used by the STA to query the AP again without the need for indicating again the GAS Request IE required (this may be useful when more than one GAS Request IEs are requested and are not available instantaneously at the AP, and performing a new query by providing again the list of IEs would imply a waste of radio resources), and by the AP to correlate the queries. 
· The AP may also return a time value Comeback Delay determined by the AP and indicating how long the station shall wait before querying the AP again. The STA does not need to remain active while waiting to send the GAS Comeback request, therefore enabling power saving. In case the STA is connected to an AP1 and is actively exchanging data frames with AP1, but wants to retrieve information from a target AP2, the STA does not need to remain on the AP2 channel while waiting to send the GAS Comeback request.
· The STA waits Comeback delay period and sends a GAS Comeback Request with the Query ID.
· The AP returns the response corresponding to the Query ID if the response is returned by the server and queued at the AP. If the server has not returned the response, then the AP returns the same Query ID with the same or new Comeback Delay value.
Annex A

Insert this new clause after clause A.4.16:

A.4.16 Interworking extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	IW1
	Are the following Interworking capabilities supported?
	
	
	

	IW2
	Advertisement support
	11.11.1
	CFu:M
	Yes, No, N/A


Add the following MIB attributes to Annex D:

Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11AdvertisementServicesEnabled TruthValue }

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11AdvertisementServicesEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting either non-802.11 Network
Access services or non-802.11 specific protocol functionalities in support of seamless interworking.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry TBD } 
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