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 Add to Clause 7.3.2.25.3 as follows:

7.3.2.25.3 RSN capabilities
Editorial Note: the contents of this clause are based on P802.11-REVma/D7.0

Replace Figure 91 with the following:

	B0
	B1
	B2-B3
	B4-B5
	B6
	B7
	B8
	B9
	B10-B15

	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	Reserved
	Mesh Default
	Auth Always Possible
	PeerKey Enabled
	Reserved


Figure 91—RSN Capabilities field format
Insert the following after the fourth paragraph of Clause 7.3.2.25.3:

· Bit 6: Reserved. This field shall be set to 0 on transmission and ignored on reception
· Bit 7: Mesh Default. A mesh STA shall set this bit to 1 if it is using the default method to select IEEE 802.1X Authenticator and Supplicant roles, and shall set this bit to 0 otherwise. When set to 0, the Authenticator/Supplicant slection method to use is specified by a mechanism outside the scope of this standard. A non-mesh STA shall set this bit to 0 on transmission and ignore its value on reception.

· Bit 8: Auth Always Possible. When Bit 8 is set to 1, a mesh STA shall set this bit to 1 to indicate that the authentication function will always execute correctly when the STA plays the IEEE 802.1X Authenticator role, and shall set this bit to 0 if otherwise. Setting this bit to 1 indicates that the mesh STA is able to utilize the full resources of the mesh to which it belongs to establish RSN links with other mesh STAs. A non-mesh STA shall set this bit to 0 on transmission and ignore its value on reception.
Change the last paragraph of Clause 7.3.2.25.3 to the following:

· Bits 10-15: Reserved. This field shall be set to 0 on transmission and ignored on reception. 

Insert the following into Clause 11A.5:

Editorial Note: protection for management frames is outside the scope of this clause. This will change if 802.11w is finished prior to the completion of 802.11s. In that case, this clause will be updated to protect management frames as well.

11A.5 Mesh Link Security
11A. Security Framework

11A. Discovery
Insert the following at the end of Clause 11A.5.1.1:

When a mesh STA wants to utilize IEEE 802.1X to authorize with other MPs, it shall advertise its security policy by inserting an RSN information element into its Beacons and Probe Responses. In addition to the requirements in Clause 8.4, a MP shall also set Bits 7 and 8 of the RSN Capabilities field in the RSN information element as follows:
· Bit 7: The STA shall set this bit to 1 if it uses the mesh default role determination scheme specified in 11A.5.1.2. The STA shall set this bit to 0 if it uses some other role determination scheme, such as a proprietary scheme. The specification of other schemes is outside the scope of this standard.

· Bit 8: If it sets Bit 7 to 1, the STA shall set this bit to 1 if the authentication function will execute properly if the STA plays the IEEE 802.1X Authenticator role, and to 0 otherwise, e.g., because the STA has to rely exclusively upon a local database that may not include some potential peers. In particular, if the mesh STA believes that a mesh-wide IEEE 802.1X Authentication Server is reachable, it sets this bit to 1.
When an MP wishes to use 802.1X for authorization of different mesh roles it will inspect Beacons and Probe Responses from the other MP. When it receives a Beacon or Probe Response from another MP, the MP shall examine whether Bit 7 of the Capabilities field of the RSN information element from the message is set to 1. If not, it may execute a role determination scheme which is not specified by this standard. If so, and if it has set Bit 7 to 1 in its own Beacons and Probe Responses, then it will execute the role determination mechanism specified in 11A.5.1.2 if it decides to establish a link with the message source.
11A. IEEE 802.11 Authentication

Insert the following at the end of Clause 11A.5.1.2:

Open System Authentication shall be used if IEEE 802.1X authentication and key management is selected
Shared Key Authentication shall not be supported for mesh link establishment.
11A. Role determination
Insert the following at the end of Clause 11A.5.1.3:

When Bit 7 of the Capabilities field of the RSN information elements in both sent and received Beacons and Probe Responses is 1, IEEE 802.1X shall be used for authentication and key management.
When IEEE 802.1X is used, roles must be selected prior to link establishment and policy selection. In this case, the two MPs shall determine the IEEE 802.1X Authenticator and Supplicant roles as follows:
· If one of the MPs has set Bit 8 to 1 and the other to 0, then the MP that set Bit 8 to 1 shall assume the IEEE 802.1X Authenticator role, and the MP that set Bit 8 to 0 shall assume the IEEE 802.1X Supplicant role.

· If both or neither MPs set Bit 8 to 1, then the MP with the higher MAC address shall assume the IEEE 802.1X Authenticator role, and the MP with the lower MAS address shall assume the IEEE 802.1X Supplicant role.

Note that when both MPs set Bit 8 to 0, it is possible for authentication and authorization to fail because one of the parties lacks credentials in its local database to authenticate and/or authorize the other.

11A. Policy selection
Insert the following at the end of Clause 11A.5.1.4:

An MP may initiate the link establishment mechanism defined in 11A.3.2.1.

If an IEEE 802.1X-based authentication and key management method is used, the MP playing the role of the IEEE 802.1X Supplicant shall include an RSN information element in the Association Request specified by this mechanism. In the RSN information element, the Supplicant MP shall specify one pairwise ciphersuite and one authenticated key management suite.
In a mesh, all STAs must utilize the same group ciphersuite. Therefore, a Supplicant MP shall not send an Association Request, and shall reject Association Requests from the Authenticator MP (with Status Code 41), if the group ciphersuite advertised by the Authenticator MP does not match its own.
The Authenticator MP shall reject the Association Request from the Supplicant MP if either the pairwise cipher suite (with Status Code 42) or authenticated key management suite (with Statu Code 43) selected by the Supplicant is not included in the corresponding lists of pairwise ciphersuites and authenticated key management suites specified in its own Beacons and Probe Responses. The Authenticator MP may also reject the Supplicant MP’s Association Request for other reasons unrelated to security. The Authenticator MP may accept the Association Request if the Supplicant selected pariwise and authenticated key management suites from among those specified by the Authenticator in its Beacons and Probe Responses.
11A. Authentication and key management

Insert the following at the end of Clause 11A.5.1.5:

11A.5.1.5.1 IEEE 802.1X authentication and key management

If the link establishment mechanism specified in 11A.3.2.1 succeeds in creating a link, and if it selects IEEE 802.1X authentication and key management, then the Authenticator MP shall initiate the authenticated key management suite selected defined in this clause.
Clause 8.4.4 specifies the authentication procedure used when IEEE 802.1X is selected. If pre-shared keys are selected instead, then authentication is skipped.

If authentication succeeds from the Authenticator MP’s perspective, then it shall initiate a 4-Way Handshake, as specified in Clause 8.5.3, with the following modifications:

· The Supplicant MP shall include in 4-Way Handshake Message 2

· The RSN information element it included in the Association Request of the link establishment Association Request message for this link instance, and

· A GTK KDE, conveying the Supplicant MP’s GTK to the Authenticator MP.
Note that Message 3 still conveys the Authenticator MP’s GTK to the Supplicant MP, as each mesh MP creates its own group key.

After the 4-Way Handshake completes, either MP may initiate a Group Key Handshake (Clause 8.5.4) at any time during the link’s lifetime, to update the GTK.
11A. Secure link operation
Insert the following at the end of Clause 11A.5.1.6:

When key management completes, each mesh MP permits MPDUs protected by the session key and the agreed upon ciphersuites, and discards received MPDUs that are unprotected. In the case when the 4-Way Handshake completes, the SME configures the session keys into the MAC and enables them, and then both the IEEE 802.1X Authenticator and Supplicant shall open their respective controlled ports, to permit data traffic to be exchanged using the selected ciphersuites.
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Abstract


This submission proposes normative text to be inserted into Clause 11A.5. 
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