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1 Introduction
This document specifies a proposal to address the requirements R11U3 of the User Plane Cluster for IEEE 802.11u [1].

The suggested amendments are developed based on Draft5.2 of the P802.11 standard [2].

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements as referred to in reference [1].

1.2 Definitions

Network Access Identifier (NAI) – The user identity submitted by the client during network access authentication. See Error! Reference source not found..

Realm – The part of the NAI after the “@” symbol.

Realm-based routing – The use of the realm to determine an AAA server to send the request to.

2 User Plane Interface

2.1 Motivation and assumptions

User plane control, e.g. QoS, is one of the major factors for a satisfactory Interworking experience. Due to the system difference, different flavours of User Plane control mechanisms are used in different networks. Therefore, native services that were developed in the different networks would have different pre-requisites for the network control capabilities. In order to interwork WLAN with these networks, i.e. to provide access to these services from WLAN, the WLAN User Plane control mechanism needs to made inline with these requirements. For example, to deploy the 3G IMS services over the WLAN would require that QoS control in WLAN be at equivalent level with 3G networks. 
Current IEEE802.11 standards provided the basic tools to control user data in the BSS access. However, it was designed when interworking (e.g. external service access) was not a major concern. Some gaps still exist.
Ideally, a QoS mapping guideline should be available to ensure a consistent mapping between end-to-end (i.e. network layer) QoS requests and the way that this QoS is provided in a WLAN (i.e. at the link layer). This helps to provide a consistent user experience of WLAN interworking. If an inconsistent mapping is used then:
· Admission control at the AP may incorrectly reject a service request, because it has interpreted the request as being different to that intended by the STA
· The user may be given a different QoS over the WLAN to that expected, e.g. a lower QoS may be provided by the WLAN than the STA expected 

For example, IETF DiffServ is widely used in different external networks as a network layer QoS scheme. A Differentiated Service Code Point (DSCP) is embedded in the IP header of a data packet to signal the end-to-end priority. However, to preserve this priority over-the-air, i.e. in IEEE 802.11, the DSCP should be properly mapped to the IEEE 802.11e Access Categories (AC). To date, no mechanism has been defined for exchanging such mapping information between the IEEE802.11 MAC entities. Therefore, a solution for such mapping and transport is proposed in this draft.
2.2 Proposed Solution

2.2.1 QoS Control for Interworking

2.2.1.1 QoS Mapping Guidelines

The 802.11 MAC layer QoS is provided by the 11e schemes. It defines the EDCA and HCCA mechanism and corresponding parameters. However, these QoS parameters do not match directly with other type of QoS control parameters. In the interworking scenarios, the external network may use a different QoS scheme, and thus have different metrics for the QoS control. Therefore, mapping from the external QoS control parameters to the 11e QoS parameters is necessary. 
A quick analysis reveals the following mapping scenarios:

- For uplink:

At the STA, there is a mapping from External QoS type (e.g. UMTS type via DSCP) to IEEE802 User Priority (in turn to EDCA ACs), or optionally to HCCA parameters. This will help the STA to construct correct QoS request to the QAP (e.g. ADDTS Request). 
At the AP, there is mapping from EDCA ACs to 802.1p when necessary.

- For downlink:

At the AP, there is a mapping from 802.1p to EDCA ACs. 

[Note: Optionally, the STA can a TSPEC to setup the stream at AP with filtering information (TCLAS).]
QoS Mapping between DSCP and UP needs to be pre-configured at the AP for each directly connected SSPN.  Thus, per-VLAN QoS Mapping information is needed.  When the STA is authenticated onto the WLAN, AAA infrastructure provides the correct VLAN for the STA.  In this manner, STA will be afforded proper end-to-end QoS.
As listed above, some of these mapping could be static, e.g. the 802.1p to EDCA AC mappings. And some mapping could be more flexible, e.g. the DSCP to EDCA AC mapping. Different external network may use different DSCP sets for the same services. For example, a 3GPP network would use different code points from that of a corporate network. Therefore, a mechanism is required for synchronizing the STA’s mapping information with that available from the network.
2.2.1.1.1 Example of QoS Mapping from different networks
· IEEE802.1p map to EDCA ACs:

(Already provided in P802.11-REVma/D5.2 Table 63)

	802.1D User Priority
	802.11e Access Category
	802.1D Designation
	Traffic Type

	1
	AC_BK
	BK
	Background

	2
	
	-
	Spare

	0
	AC_BE
	BE
	Best Effort

	3
	
	EE
	Excellent Effort

	4
	AC_VI
	CL
	Controlled Load

	5
	
	VI
	“Video”, < 100ms latency and jitter

	6
	AC_VO
	VO
	“Voice”, < 10ms Latency and jitter

	7
	
	NC
	Network Control


Table 1 802.1D UP-to-AC mappings
[Note: Example as shown in (Cisco/Intel proposal) document 11-06-0267r2]
· DSCP  map to EDCA ACs:

The use of DSCP sets differs from network to network. Below are some of the DSCP mappings for networks the IEEE802.11 AN interworks with. 
	3GPP QoS Information
	DiffServ PHB
	DSCP
	QoS Requirement on GRX
	EDCA Access Category
	UP (as in 802.1D)

	Traffic Class
	THP
	
	
	Max Delay
	Max Jitter
	Packet Loss
	SDU Error Ratio
	
	

	Conversational
	N/A
	EF
	101110
	20ms
	5ms
	0.5%
	10-6
	AC_VO
	7, 6

	Streaming
	N/A
	AF41
	100010
	40ms
	5ms
	0.5%
	10-6
	AV_VI
	5, 4

	Interactive
	1
	AF31
	011010
	250ms
	N/A
	0.1%
	10-8
	AC_BE
	3

	
	2
	AF21
	010010
	300ms
	N/A
	0.1%
	10-8
	AC_BE
	3

	
	3
	AF11
	001010
	350ms
	N/A
	0.1%
	10-8
	AC_BE
	0

	Background
	N/A
	BE
	000000
	400ms
	N/A
	0.1%
	10-8
	AC_BK
	2,1


Table 2 Mapping Table of DSCP to 3GPP QoS Info and EDCA ACs
[Note: The mapping of the DSCP to 3G Traffic Class is available in Annex A of 3GPP TR23.836 V1.0.0 (similar to that of GSMA IREG34). The above table is extended to cover the EDCA ACs mapping. This mapping may also apply to other networks that adopt the 3GPP QoS definitions, e.g. 3GPP2] 
· The mapping table is an informative part that goes to the Annex of the 802.11 specification.

	Application
	PHB
	802.1D User Priority
	802.11e Access Category

	IP Routing
	CS6
	7
	AC_VO

	Voice
	EF
	6
	AC_VO

	Video Conferencing
	AF41
	5
	AC_VI

	Video Streaming
	CS4
	5
	AC_VI

	Controlled Load
	AF21
	4
	AC_VI

	Call Signalling
	AF31
	4
	AC_VI

	Transactional Data
	CS2
	3
	AC_BE

	Best Effort
	0
	0
	AC_BE

	Bulk Data
	AF11
	2
	AC_BK

	Scavenger
	CS1
	1
	AC_BK


Table 3 Example Enterprise DSCP to UP/AC mapping

[Note: Example as shown in (Cisco/Intel proposal) document 11-06-0267r2]
2.2.1.1.2 Determination of the mapping for a STA

From the above, it is clear that the QoS mapping to be applied depends on the network STA is accessing. In an interworking IEEE802.11 AN setting, the same AP may serve STAs from different SSPNs. (As stated in requirement R11N3). And, these STAs may not be separated into different virtual APs. Figure 1 presents an example of the scenario:
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Figure 1 Interworking IEEE802.11 AN supporting multiple SSPNs 
As shown in the figure, depending on the SSPN the STA connects to, the data traffic from the STA may be placed into different VLAN/Tunnels (to be forwarded to corresponding DN). And, obviously, the different VLAN/Tunnel (in turn the DN) results in different QoS Mapping being used. For example, the DN1 is a 3GPP network, and DN2 is a corporate network. Obviously, STA1 and STA2 should be using different DSCP mapping information from the example in previous section.

In Figure 2, a sequence for the STA QoS Map determination is presented. 
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Figure 2 STA QoS Map determination sequence
As shown in the figure, when the STA (Re-)associates with the AP with certain SSID. It is assumed that the AP is preconfigured with the information about the network information behind it, e.g. which VLAN corresponds to which DSCP Map.
When the STA finish the authentication/authorisation procedure (as defined in 802.11i), the AP will be informed by the network of which VLAN/Tunnel the STA belongs to, if there are multiple networks behind the AP. Therefore, AP will be able to associate the STA to proper QoS Map based on this information. 

When the STA queries the QoS Map in the action frame, the AP would be able to respond with proper QoS Map information according to the VLAN/Tunnel setting allocated to the STA.

When the AP has a change in the QoS Map information, it can also use the Action Frame to configure the QoS Map at the STA without solicitation (as shown in the broken line at the bottom of the sequence). 

2.2.2 QoS Mapping information distribution

In order to carry the QoS Map information from AP to STA, following elements are defined:
2.2.2.1 QoS Map Element
[Note: text obtained from (Cisco/Intel proposal) document 11-06-0267r2 with modifications]
A new IE of name QoS Map Set should be added to table 26 in clause 7.3.2. (The ID number needs to be allocated by the IEEE802.11 numbering authority) 

[Editor: insert the following new clause after 7.3.2.34]
7.3.2.35 QoS Map Set
The QoS Map Set is transmitted from a QAP to a non-AP QSTA and provides the mapping from DSCP contained in a packets IP header to the user priority which shall be used for transmission.  The element information format is shown in figure x-1.

	
Order
	Size (octets)
	
Description

	1
	1
	Element ID.  TBD

	2
	1
	Length

	3
	2
	DSCP exception element #1 (optional)

	4
	2
	DSCP exception element #2 (optional)

	4+n-2
	2
	DSCP exception element #n (optional)

	5+n-2
	2
	UP 0 DSCP Range element

	6+n-2
	2
	UP 1 DSCP Range element

	7+n-2
	2
	UP 2 DSCP Range element

	8+n-2
	2
	UP 3 DSCP Range element

	9+n-2
	2
	UP 4 DSCP Range element

	10+n-2
	2
	UP 5 DSCP Range element

	11+n-2
	2
	UP 6 DSCP Range element

	12+n-2
	2
	UP 7 DSCP Range element


Figure x-1  QoS Map Set element description

Exception elements are optionally included in the QoS Map Set.  If included, the QoS Map Set shall have a maximum of 8 exception elements.  The format of the exception element is shown in figure x-2.  

Any packet to be transmitted by a QSTA whose DSCP matches any exception value in the QoS Map Set shall use the corresponding UP for transmission; that is, it overrides the UP values provided in the UP n DSCP Range portion of the IE.  
Each Exception Element shall have a different DSCP value.

The QoS Map Set has a DSCP Range element corresponding to each of the 8 user priorities.  The format of the range element is shown in figure x-3.  All DSCP values are between 0 and 63 inclusive.  For any packet to be transmitted by a QSTA whose DSCP is contained within the range (inclusive of the high and low values) for a given UP, that the packet shall be transmitted with the corresponding UP.

The DSCP range for each user priority shall be non-overlapping.
A DSCP Range with low value equal to high value is permitted.  
If the DSCP Range high value and low value are both equal to 255, then the corresponding UP shall not be used.  
For any packet to be transmitted by a QSTA whose DSCP does not match any of the DSCP Ranges or DSCP Exception elements, that packet shall be transmitted at UP=0.

	
	DSCP Value
	User 
Priority

	Octets:
	1
	1


Figure x-2  Exception element description

The DSCP Value shall be between 0 and 63 inclusive; the User Priority value shall be between 0 and 7 inclusive.
	
	DSCP Low Value
	DSCP High Value

	Octets:
	1
	1


Figure x-3  DSCP Range element description

The DSCP Value shall be between 0 and 63 inclusive; the DSCP High value shall be between 0 and 63 inclusive and shall be equal to or greater than the DSCP Low value.
2.2.2.2 Transport of QoS Map Set
As described in section 2.2.1.1.2, there are two type of frames that would carry the IE QoS Map set. The necessary definitions of the frames are as following.
2.2.2.2.1 Action Frame definition:
[Note: text obtained from (Cisco/Intel proposal) document 11-06-0267r2 with modifications]
7.4.2 QoS action frame details

[Editor: replace table 45 with table 45-1 shown below]

Table 45-1  QoS action field values
	Action field value
	Meaning

	0
	ADDTS request

	1
	ADDTS response

	2
	DELTS

	3
	Schedule

	4
	QoS Map Request

	5
	QoS Map Configure

	6-255
	Reserved


[Editor: insert the following new clause after 7.4.2.4]
7.4.2.5 QoS Map Request frame format

The QoS Map request is used by a non-AP QSTA to request the QoS Map Set element using the procedures defined in clause 11.4.y.

The frame body of the QoS Map Request frame contains the information shown in Table 50.

Table 50  DSCP Map request frame body
	Order
	Information

	0
	Category

	1
	Action

	2
	Dialog Token


The Category field is set to 1 (representing QoS).
The Action field is set to 4 (representing QoS Map request).
The QoS Map Set element is defined in 7.3.2.35.

7.4.2.5 QoS Map Configure frame format

The QoS Map Configure is used by a QAP to provide the QoS Map Set to a non-AP QSTA using the procedures defined in clause 11.4.y.

The frame body of the QoS Map Configure frame contains the information shown in Table 51.

Table 51  DSCP Map response frame body
	Order
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	QoS Map Set


The Category field is set to 1 (representing QoS).
The Action field is set to 5 (representing QoS Map Configure).
The QoS Map Set element is defined in 7.3.2.35.

[Editor: the following text needs to be updated].

2.2.2.3 MLME SAP impact:
[Note: Following text obtained from (Cisco/Intel proposal) document 11-06-0267r2 with modifications]

10.3.29
QoS Map Set element management
Four primitives will be added which will enable a non-AP QSTA to retrieve the QoS Map Set element from a QAP and make it available to the SME.  Once the SME has the QoS Map Set, it will be able to set the correct UP in a MA-UNITDATA.request primitive.
The primitives defined are: MLME-QoSMap.request, MLME-QoSMap.confirm, MLME-QoSMap.indication, MLME-QoSMap.response.

Table below shows the usage of these primitives:



Table xx
Supported QoS Map Set primitives

	Primitive
	Request
	Confirm
	Indication
	Response

	QoSMap
	Non-AP QSTA
	Non-AP QSTA
	AP
	 AP


Among them, the MLME-QoSMap.response can be generated by the AP unsolicited, e.g. when SME of the AP detects a change of the QoS Map information. When a non-AP QSTA receives such unsolicited QoS Map information, its SME needs to dcecide appropriate action, e.g. initiate an ADDTS or DELTS if admission control changes are necessary.  
10.3.29.1 MLME-QoSMap.request
10.3.29.1.1 Function
This primitive requests the information of the QoS Map from the network. It is valid at the non-AP QSTA and requests the AP to provide QoS Map Set information.

10.3.29.1.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-QoSMap.request (






DialogToken,





)

10.3.29.1.3 When generated

This primitive is generated by the SME at a non-AP QSTA to request the QoS Mapping information allocated to the STA at the network side. 

10.3.29.1.4 Effect of receipt

The non-AP QSTA operates according to the procedures defined in 11.y

10.3.29.2 MLME-QoSMap.confirm

10.3.29.2.1 Function

This primitive reports the QoS Mapping information sent from the AP to the non-AP QSTA.

10.3.29.2.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-QoSMap.confirm (






ResultCode

DialogToken,






QoS Map Set





)

10.3.29.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-QoSMap.request primitive indicating the result of that request.
The primitive is generated when the non-AP QSTA receives a response in the form of an QoS Map Configure frame in the corresponding action frame from the AP. This requires no prior MLME-QoSMap.request primitive from the non-AP QSTA.
The SME of the non-AP QSTA should use the information to decide proper actions. For example, an ADDTS or DELTS procedure should be activated if the QoS Map information indicates a change in the admission controlled.AC. 

10.3.29.2.4 Effect of receipt

The non-AP QSTA operates according to the procedures defined in 11.y

10.3.29.3 MLME-QoSMap.indication

10.3.29.3.1 Function

This primitive reports to the AP SME the request for QoS Map Set.

10.3.29.3.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-QoSMap.request (






DialogToken,






Non-APQSTAAddress





)

10.3.29.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a request for the QoS Map Set from a non-AP QSTA in the form of a QoS Map Request in the corresponding QoS Map action frame. 

10.3.29.3.4 Effect of receipt

The AP is notified of the request from the non-AP QSTA.

This primitive solicits an MLME-QoSMap.response primitive from the SME that contains the corresponding QoS Map information associated with the non-AP QSTA requesting for the information.
The SME should operate according to the procedures defined in 11.y. 

The SME generates an MLME-QoSMap.response primitive within a dot11QoSMapResponseTimeout.

10.3.29.4 MLME-QoSMap.response
10.3.29.4.1 Function

This primitive responds to the request for a QoS Map by a specified non-AP QSTA MAC entity. 
The specified non-AP QSTA MAC address could be a broadcast or multicast address.

10.3.29.4.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-QoSMap.request (






ResultCode






Non-APQSTAAddress

DialogToken,






QoS Map Set





)

10.3.29.4.3 When generated

This primitive is generated by the SME at the AP as a result of an MLME-QoSMap.indication primitive, or as a result of any change in the AP QoS Map configurations. 
10.3.29.4.4 Effect of receipt

The primitive causes the MAC entity at the AP to send a QoS Map Configure frame in the corresponding QoS Map action management frame to the non-AP QSTA.
2.2.2.4 MLME description impact
11.y QoS Map Distribution Operation
[Note: To add in corresponding description of the QoS Map information distribution, e.g. what are the procedures for AP and STA.]

After the non-AP QSTA finished the RSNA security procedures, its SME shall generate a MLME-QoSMap.request primitive to the MLME. 

The MLME of the non-AP QSTA shall send a QoS Map Request action frame to the AP.
When the MAC entity at the AP receives a QoS Map Request action frame from a non-AP QSTA, the MLME shall generate a MLME-QoSMap.indication primitive to its SME.

When SME of the AP receives a MLME-QoSMap.indication, it shall generate a MLEM-QoSMap.response primitive. The SME of the AP can also decide when to generate an unsolicited MLME-QoSMap.response primitive to the MLME based on its configuration status.

When the MLME of the AP receives a MLME-QoSMap.response, it shall send a QoS Map Configure action frame to the corresponding non-AP QSTA MAC entity.

[Note: Message sequence diagram will be provided in further draft development to clearly illustrate the operation at different entities.]
3 Amendments to the standard draft

1.2 Purpose

…

Specifically, this standard

— Describes the functions and services required by an IEEE 802.11™-compliant device to operate

within ad hoc and infrastructure networks as well as the aspects of station mobility (transition)

within those networks.

— Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery

services.

— Defines several PHY signaling techniques and interface functions that are controlled by the IEEE

802.11 MAC.

— Permits the operation of an IEEE 802.11-conformant device within a wireless local area network

(LAN) that may coexist with multiple overlapping IEEE 802.11 wireless LANs.

— Describes the requirements and procedures to provide data confidentiality of user information being

transferred over the wireless medium (WM) and authentication of IEEE 802.11-conformant devices.

— Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that

may be used to satisfy regulatory requirements for operation in the 5 GHz band. The regulations and

conformance tests are listed in Clause 2.

— Defines the medium access control (MAC) procedures to support local area network (LAN) applications

with quality of service (QoS) requirements, including the transport of voice, audio, and video
over IEEE 802.11 wireless LANs (WLANs).

Insert the following bullet below:
- Defines the functions and procedures required by an IEEE802.11TM- compliant device to access external network services within a IEEE802.11 wireless LAN.
3. Definitions
Insert the following new definitions in alphabetical order, renumbering as necessary:
[Note: This is taken from TGu Technical Requirement document]
3.xxx Subscription Service Provider (SSP): an organization (operator) offering connection to network services, usually for a fee.  The user has a contractual relationship with the service provider.

3.xxx Subscription Service Provider Network (SSPN): the network with which a STA has an established relationship with an SSP.  The network maintains user subscription information, and is always the same for a given user identity, or indeed multiple identities.
Apply changes indicated in section 2.2.2
Include mapping examples of section 2.2.1 into Annex of the draft.
4 References

[1] IEEE 802.11-05/0822r11 – TGu Requirements

[2] IEEE P802.11-REVma D5.2 – Revision of IEEE Std 802.11 - 1999

5 Annex Informative Section

5.1 Requirements Conformance - Self Evaluation

5.1.1 G1 Analysis

The proposal has no direct effect on battery consumption. 
5.1.2 G2 Analysis

This proposal has no security impact as the QSTA must be associated to the QAP before frames containing the DSCP Map are transferred. And revealing the QoS Map creates no known security threats to the network.
5.1.3 G3 Analysis

The DSCP Map will not be transmitted to non-TGu capable STA.  Legacy STAs will need to be configured for external QoS using some other method. 
6 Annex: Open Issues

Regarding proposal on requirement U1:

· One of the user plane issues that need to be addressed is the question of how to segregate the traffic of different users over the air interface so that one user does not receive traffic intended for another.  For unicast traffic this is clearly not a problem since IEEE 802.11i uses different security associations for each STA.  However, downlink traffic which corresponds to broadcast services will be sent (according to IEEE 802.11i) using the group key, and is therefore visible to all users. This would be a problem for operators who are sourcing traffic using IP broadcast or multicast encapsulations because this would automatically be distributed to every STA in a hotspot whereas it may be required to restrict the distribution to just the STAs associated with that operator, or even just to a single STA.  
Note:  A potential solution to this problem is to extend the TGw BIP mechanism for the group data traffic protection. In the BIP method, a MMIE is appended to the framebody. Within this MMIE, and extend KeyID filed is available. In this case, an AP would be able to deliver traffic for different groups using different keys for confidentiality. And STA not belonging to such a group would not be able to read the message contents. TGw may be limited by their PAR to cover the protection of data frames. Therefore, it would require TGu to extend the TGw solution to cover data frames.
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