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In Clause 8A.5.1 –

change the first paragraph:
Fast BSS Transition Request is used by the STA to initiate a Fast BSS Transition. When RSNA is enabled, the STA shall include the R0KH-ID in the FTIE. The target AP can use the R0KH-ID and the STA MAC address to ensure it has the corresponding PMK-R1 or initiate a request for the appropriate PMK-R1. Additionally, the STA shall also include the SNonce as its random contribution to ensure the derivation of a fresh PTK.
to:

Fast BSS Transition Request is used by the STA to initiate a Fast BSS Transition. When RSNA is enabled, the STA shall include the R0KH-ID and the SNonce in the FTIE, and the PMKR0Name in the RSNIE. The target AP can use the PMKR0Name to derive the PMKR1Name, and if the target AP does not have the key identified by PMKR1Name, it may attempt to retrieve that key from the R0KH identified by R0KH-ID. See 8.5A.6.  Tthe STA includes the SNonce as its random contribution to ensure the derivation of a fresh PTK.
change:
— PMKID count shall be set to 0 (i.e., there are no PMKID fields).

to:

— PMKID Count shall be set to 1.

— PMKID field shall contain the PMKR0Name.

In Clause 8A.5.2 –

change:
— PMKID count shall be set to 0 (i.e., there are no PMKID fields).

to:

— PMKID Count shall be set to 1.

— PMKID field shall be set to the value contained in the first message of this sequence.
In Figures 154B, 154C, 154F and 154G –

add PMKR0Name to the list of RSNIE  parameters in the FT Request and Response messages.
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Abstract


The removal of PMKR1Name from the FT Authentication Request message (Msg1) prevents the FT Target AP from being able to determine, after the receipt of Msg1, if a cached PMK-R1 that it may hold for a STA corresponds to the STA’s current PMK-R1, and if not, query the PMK-R0 Key Holder for a new PMK-R1 context.  This submission provides normative text to resolve this issue by supplying the PMKR0Name in Msg1, thus providing the Target AP to with enough information (when combined with other parameters) to derive PMKR1Name and compare it with its cached PMK-R1 key context.
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