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Monday June 17, 2006

4:00 pm

Call to order

· Review IEEE 802 policies and procedures for Intellectual Property.

The IEEE owns the copywrite for all submissions at these meetings.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Review operating rules for a Task Group.

· Attendance reminder.

· Approve minutes from the May session – document 11-06/683r1
Minutes are approved unanimously.

· Approve minutes from the Teleconference sessions – document 11-06/818r4
Minutes are approved unanimously.

· Approve minutes from the TGr June Adhoc meeting – document 11-06/850r0
Minutes are approved unanimously.

· Agenda – document 11-06/1000r1

Any changes to the agenda will be posted in document 11-06/1000r2

There are issues with document 11-06/903r0 as the content is depend on document 11-06/814r1 and document 11-06/815r1.

· The motions document is posted as 11-06/992r0

Any changes to the agenda will be posted in document 11-06/992r1

· Discussion of document 11-06/730r0 by Kapil Sood

This document has to do with the text describing usage of the “more bit” for Fast Transition.

This is Technical Issue 41, a motion on document 11-06/730r0 failed at the last meeting.

This motion was on the server during the last meeting, so it meets the 4 hour rule.

We had a discussion at the last meeting regarding this issue. 
MOTION at 4:34pm: Instruct the editor to accept proposed resolution from the commenter for comment #208 and #1431, as documented in 11-06/537r11.
By:  Kapil Sood
Second: Nancy Cam-Winget
Discussion:

· One of the comments is no longer valid because the text has been removed from the draft.
· Clause 9 contains text regarding the “more data bit”.

· This motion does not include the change references in the PICS. Because of this, the text resulting from this motion will make the draft inconsistent.

· The comments are still valid and we should vote on these resolution.

· There are concerns as to the value of this feature. It adds additional complexity to the protocol and does not give any additional benefits.

· This motion does not remove the feature completely.

· The “more bit” feature is optional on the AP and optional on the STA. If it is difficult or complex to implement, then it does not have to be implemented.

· This feature provides a mechanism to minimize dropped packets.

· This “more data bit” is already implemented in power-save states.
· To effectively make use of this feature in non power-save states, the system would have to look deep into the network to determine whether there are packets destined for the STA.

· We only have to address packets queued at Access Points; we do not have to address packets queued deeper in the network.

· If you only look into packets queued at the Access Point, this feature is not useful.
· There could be up to 8 packets queued on the AP at any one time. There is no simulation data to support this feature.

· When this feature was introduced, the mover admitted that the feature is only useful for TCP/IP traffic.

Result: Yes – 3; No – 6; Abstain – 7. Motion fails.

· Discussion on document 11-06/948r0 by Michael Montemurro

This submission is based on the discussion of the Security Architecture from the ad-hoc meeting.

This text provides normative text on the TGr security architecture.   

The PTK Key Holder is identified by the BSSID.  We should use BSSID as the PTK Key Holder in the text.

The scenario for key revocation need to be documented in this text.

What is the mechanism for revoking keys? 
We should propagate that key lifetime along with the key, and the party receiving the key context would be responsible for key revocation.

We would not specify how keys are revoked when a STA creates a new PMK-R0 SA while there is an active PMK-R0 SA.

The case where a new key hierarchy obsoletes the old ones is already documented in the draft..

Key Holders are currently 16 octets in draft – this document suggests 6 octets for R1KH and R0KH requires 48 octets. – A submission needs to be changed to change the length of these new lengths.

We could use R0KH ID to be a hash of the NASID.  This is not correct since the name that the R0Key Holder presents to the STA should be the same name as the R0Key Holder presents to the STA.
Using the R1Key Holder ID as a MAC address can make it unusable for 3-party protocols.

If there is a router then the MAC address is not visible.  So, proposal of the commentor was to change R1KH to be the NAS ID.

The R1KeyHolder ID (in this case a MAC) is presented to the R0KeyHolder as well as the STA. This is valid for a security protocol.

So, MAC address is the “identity” that is sent to the STAs and the R0KeyHolder.  However it may not be used to transport protocol messages.
The headings on clause 8.5A.6 needed to be cleaned up in this submission.

What else needs to be changed as 8.5A? Nothing was stated.
No need to show that both the key holders are part of SME. This should be updated in a diagram.
The diagram in clause 5 is sufficient to show that the key holders are part of the SME.

· Discussion on submissions to a Task Group draft:

The abstract of the submission should include the comment ID’s that are addressed.
We should make this a policy for future TGr comment resolutions.

· Motions based on adhoc and teleconference work:

MOTION at 5:33pm: Accept all Editorial and Technical resolutions to LB82 comments, as agreed at the TGr ad-hoc meeting in June 2006, as highlighted in yellow and marked as part of Group #10 in 11-06-0537-20-000r-d2-comments.xls.

By:  Bill Marshall

Second: David Hunter

Discussion:

· None.

Result: Yes – 14; No – 0; Abstain – 4. Motion passes.

MOTION at 5:35pm: Accept the submission contained in document 11-06-0819-01-000r-d2-1-checkup.xls, and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.

By:  Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 11; No – 0; Abstain – 7. Motion passes.

MOTION at 5:40pm: Accept the proposed change to comments #1261, 1264, and #1385 contained in document 11-06-0537-20-000r-d2-comments.xls, and instruct the editor to incorporate the changes into the draft.
By:  Michael Montemurro

Second: Bill Marshall

Discussion:

· We had already defined a reserve/commit mechanism in Draft 1.0 that addressed provisional resources. We removed that text as a result of comment resolution on Draft 1.0.
· This comment adds reserve/commit mechanism back into the draft.

· The resolutions to these comments re-affirm our decision on reserve/commit for resource reservation.

Result: Yes – 6; No – 1; Abstain – 15. Motion passes.

· The motion concerning of document 11-06/173r2 was accepted in an earlier motion.

It was decided at the adhoc meeting to include this document into the blanket motions.

· Discussion on holding an August adhoc meeting:

Toronto would be a possible location for an adhoc meeting.

· Recess until Tuesday at 8:00am.
Tuesday June 18, 2006

8:00 am

Call to order

Attendance reminder

The updated agenda is document 11-06/1000r2

Discussion of document 11-06/832r1 by Dorothy Stanley

Pre-authentication works through the current AP over the DS.

Pre-authenication is a mechanism described by IEEE 802.11i.

Pre-authentication is specified for EAPoL messages only.

The protocol for resource reservation and pre-authentication should be specified using the same mechanism. The entire security context and the resource reservation should be coupled.

Pre-authentication and resource reservation are both important to TGr, but they don’t have to be tightly coupled.

Based on this text, there is no distinction between the IEEE 802.11i pre-authentication and IEEE 802.11r pre-authentication.

With this text, the security properties are changed because the MSK could be used for either IEEE 802.11i or IEEE 802.11r.

There is no ability for the STA to indicate the AKM selection in this protocol. So the MSK could be used for either IEEE 802.11i or IEEE 802.11r.

The AKM selection would occur when the STA associates with the pre-authenticated AP.

With pre-authentication in IEEE 802.11r, the STA has not contacted the R0 key holder. This needs to be done for IEEE 802.11r.

The STA needs to signal whether it is doing an IEEE 802.11r or IEEE 802.11i during the pre-authentication exchange.

The IEEE 802.11 AKM is independent of the IEEE 802.1X exchange.

The RADIUS server establishes the security context between the AP and the STA.

If the STA is moving from one mobility domain to another, then the STA has to do a full re-authentication with the new mobility domain.

The target PMK-R0 holder needs to know that the pre-authentication sequence is generating a new key.

There needs to be some handshake that signals the new R0 key holder to use the new R0 key.

There needs to be context for the MSK when it is generated.

There’s no usage bound to the MSK when it gets established. The entire context is driven by the STA.
The first message of the FT initial association sets the context for the TGr keys between the STA and the AP. This pre-authentication mechanism does not give any context between the STA and the target AP.

If the STA has a key that is used for IEEE 802.11r and tries to use it for IEEE 802.11i, there is a problem. In this case the MSK has never been used.

If you do an IEEE 802.11i pre-authentication sequence, you generate a PMKSA. If you do an IEEE 802.11r pre-authentication sequence, you need to generate a PMK-R0 SA.

If we were to do something like this, more text would be required to allow the MSK to be cached for the Initial Association.

There are some IETF drafts that allow the EAP method to provide specific information on IEEE 802.11r binding.

Establishing keys without context is a bad idea because it allows keys to be used for purposes that they were not intended.

Something in the pre-authentication protocol needs to be changed to signal whether IEEE 802.11i or IEEE 802.11r keys are being generated.

In IEEE 802.11i, the STA asserts the PMK by using the PMKID. There is no mechanism in TGr to do this.

The Initial Association for IEEE 802.11r assumes a certain order of operations. There needs to be an assertion that pre-authentication has occurred.

There’s no need to identify another PMK-R0 because there is only one.

There is no text to say whether the MSK can be cached or not cached.

· Discussion of document 11-06/814r1 by Michael Montemurro

Figure 154U does not need to be changed
MOTION at 9:04 am: Accept the submission contained in document 11-06-0814r1, and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.

By:  Michael Montemurro
Second: Kapil Sood
Discussion:

· None.

Result: Yes – 15; No – 0; Abstain – 5. Motion passes.

· Discussion of document 11-06/815r1 by Michael Montemurro

It is still possible for the STA to offer TSPEC’s in order.

In the case, the STA needs to order the TSPEC’s from least desirable to most desirable.
This submission increases the processing on the AP.

The AP must process all the TSPEC’s in any case. 

There are other programatic mechanisms for the AP’s to minimize TSPEC processing.

The issues discussed here are implementation specific. 

It’s up to the AP to implement TSPEC processing efficiently
The only mechanism to provide TSPEC options is to use the same TSID. They would be constructed in reverse order of processing.

Each RDIE is a logical operation. The processing of each RDIE is atomic.
There is not much to be gained by the complexity of the existing RDIE processing.

If multiple TSPEC options are required, they should be added in TGe, not TGr.
There still can be multiple TSPEC’s presented in each resource request.

We are leveraging the properties of TSPEC processing.
QoS resources can be over-written at any time by the STA. 

MOTION at 9:25 am: Accept the submission contained in document 11-06-0815r1, and instruct the editor to incorporate the changes into the draft and comment resolution spreadsheet.

By:  Michael Montemurro

Second: Kapil Sood

Discussion:

· None.

Result: Yes – 7; No – 3; Abstain – 7. Motion fails.

· Discussion on the protocol to revoke keys

There is a MLME-delete key primitive to delete the PTKSA.
The offending text no longer exists in the draft.

In document 11-06/948r0, there was a requirement that when the lifetime expires, the keys should be deleted.

From a TGr specification point of view, the only time keys are revoked is when the key hierarchy expires.

The text in the draft 2.1 has been removed.
We should be explicit about key revocation in the case of the expiry of keys. We should state the key lifetime in clause 8.5A.1.

The suggested mechanism by using the delete key primitives should be sufficient within the TGr PAR.

The PMK-R0 would revoke its PMK-R0 SA and revoke all PMK-R1 SA’s. We decided that the only mechanism specified in TGr would be when the key lifetime expires.

The keys would be revoked based on the key lifetime.

The MLME-DeleteKeys primitive would be used to revoke the keys.

There isn’t really a key revocation mechanism for IEEE 802.11i.

The MLME interface is between the SME and the MAC layer. The only keys that could be deleted are the PTKSA. All the keys reside within the RSN Key Management.
A MIB variable is not specific enough to define a specific key. However this would require that the key be named.

We’ve defined a key revocation procedure based on key lifetime.

There are two cases for deleting keys: key lifetime, and a deliberate key revocation.

We can define the key lifetime scenario, but we can’t enumerate the other conditions.

We should be clear that the protocol we have does not provide key distribution and key revocation. We should clearly indicate how keys are deleted and when they expire.

There is no reason for a deletion requirement. It is inappropriate for us to define a mechanism for revoking keys.

There needs to be a key revocation description and key revocation mechanism. There are three scenarios:
To force a re-association.

To force resource allocation.

After a transition to another AP.

If we attempt to define a true revocation protocol, there’s no guarantee that the keys will actually be deleted.

We will meet the PAR if we provide mechanisms to address this function. The policy enforcement mechanisms should be left to higher layer protocols.

There are already existing protocols to force resource allocation without revoking keys.

Keys must be revoked across the network. The deletion of PMK-R1’s should be synchronized.
We should explicitly state that we don’t have a key revocation protocol.

We specify the protocol requirements for key transfer, not the protocol itself.
This TGr draft is incomplete.

WiMAX uses a network protocol to distribute keys. However WiMAX is not an IEEE 802.16 standards body;  the definition of this type of network protocol is beyond the scope of TGr. 

Tuesday July 18, 2006

10:30 am

· Call to order

· Discussion on comment 1149, Digital Cache

It seemed at the last meeting that the task group wasn’t any interest in doing work on this topic.
There is no alternative reservation scheme.

There was an interest in providing a reservation scheme because AP’s took too long to process TSPEC’s.

There is no text to justify reservations.

There was a point in IEEE 802.11i where vendors need to provide processing data in order to determine whether the TSPEC cipher was sufficient.

This comment could go to ExComm as a rejected comment.

We should reject this comment because we do not accept this proposed resolution.
There is no resolution to this comment.

· Discussion on document 11-06/685r0

This submission deals with adding a resource query mechanism to IEEE 802.11r.

This submission addresss LB comments regarding query for both comment 1195 and 1237.

After the key calculations and key derivations, there is one round trip to do a resource query. However, the query would introduce an additional round trip to actually reserve the resources.

MOTION at 10:56 am: Accept the submission contained in document 11-06-0685-00-000r-resource-query-procedures.doc, and instruct the editor to incorporate the changes into the draft.
By:  Bill Marshall
Second: Rajneesh Kumar.
Discussion:

· This concerns that this motion addresses are edge cases.

· This addresses a problem with IEEE 802.11e, not IEEE 802.11r.

· From an operator perspective, you could have both EDCA and HCCA co-existent.

· Ideally, this should be indicated in a capability bit in the Beacon and Probe Response frames.

· Having HCCA and EDCA co-existent is not a valid deployment scenario.

· There could be used in a case where TSPEC would not be allowed because of an AP policy. No examples have been given.

· If the policies are out-of-synch, then all calls would be rejected.

Result: Yes – 1; No – 10; Abstain – 10. Motion fails.

· Discussion on document 11-06/1035r0 by Bill Marshall

There was some discussion to pull the PSK from the R0 level to the R1 level. The benefit to this mechanism is that the same mechanism could be used for WPA-Personal without key distribution.

The PSK goes in the same spot as the MSK. You could assert the PSK at the top of the key hierarchy and include the Anonce in the Initial Association.

This effectively means that a PSK needs to be provisioned at each PMK-R0 in the Mobility Domain.
In the cases that use PSK, there would likely only be a single R0 Key Holder.

It’s simple to use the PSK at the same level at the MSK.

You could change “BSSID” to “R0KeyHolder” in the fist bullet of slide 4.

There are some notes in the draft already that issue warnings on the use of PSK.

If we name “BSSID” to “R1KeyHolder”, then we don’t require R1 keys.

The PSK deployment for IEEE 802.11r would not scale for PSK. Regardless of where you put it, there is a configuration issue.

In the case of a small office or larger home, the PSK should be configured at the R0KeyHolder.

The current mechanism will provide a unique key per BSSID regardless if it is provisioned at the R0KeyHolder or the R1KeyHolder.

We should strive for minimum complexity for all the procedures.
We should state that the MIC be checked prior to resource reservations.
We are not introducing a threat by not specifiying that the MIC be checked prior to resource reservations.

This is more of an implementation issue and it doesn’t affect interoperability. Therefore we should not add the MIC threat.

· Discussion on the ANonce

At the adhoc meeting, we discussed removing the ANonce from the PMK-R0 derivation.

We need to go back through the security goals in order to decide what needs to be in the key derivation.

We also have to state in the draft to state that a STA cannot have multiple key hierarchies for a single R0KeyHolder.

We need text in the draft to state that a STA can only have one instance of the key hierarchy.

· Discussion of document 11-06/903r1 by Michael Montemurro
The last paragraph of the submission should be deleted.
The document will be revised and voted on during the Wednesday session.

· Discussion of document 11-06/961r0 by Frank Ciotti

None.
MOTION at 12:06pm: Accept the submission contained in document 11-06-0948-01, and instruct the editor to incorporate the changes into the draft.

By:  Frank Ciotti

Second: Bill Marshall

Discussion:

· None.

Result: Yes – 13; No – 0; Abstain – 6. Motion passes.

· We include PMK-R1Name in messages 3 and 4 to verify that we have the right key.

· Recess until Wednesday at 1:30pm.

Wednesday July 19, 2006

1:30 pm

· Call to order

· The agenda document is 11-06/1000r4

· Discussion on document 11-06/1035r1 by Bill Marshall

This document was discussed yesterday and updated based on the discussion.

MOTION at 1:43pm: Accept the submission contained in document 11-06-1035r1, and instruct the editor to incorporate the changes into the draft.

By:  Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 8; No – 0; Abstain – 1. Motion passes.

· Discussion on document 11-06/903r2 by Michael Montemurro

This document was discussed yesterday and updated based on the discussion.

The RRIE IE will be removed in table number 26 in clause 7.3.2.

The ability to change a reservation between the FT-Confirm/ACK and reassociation request/response was previously removed, so there is no need for the RRIE.
MOTION at 1:52pm: Accept the submission contained in document 11-06-903r2, and instruct the editor to incorporate the changes into the draft.

By:  Michael Montemurro
Second: Bill Marshall
Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 2. Motion passes.

· Discussion on document 11-06/948r1 by Michael Montemurro

This document was discussed on Monday and updated based on the discussion.
In clause 8.5A.6.1, the reference to “TGr” should be “FT”. This would be considered an editorial change.
MOTION at 2:02pm: Accept the submission contained in document 11-06-948r1, and instruct the editor to incorporate the changes into the draft.

By:  Michael Montemurro

Second: Bill Marshall

Discussion:

· None.

Result: Yes – 13; No – 0; Abstain – 3. Motion passes.

· Discussion on document 11-06/832r1 by Dorothy Stanley.

This update introduces two EAPoL-Key frames that are exchanged over the DS using the pre-authentication Ethertype.

The association request will include a PMK-R0Name in the RSN IE to signal that the STA has pre-authenticated.
Today the R0Name has an ANonce. That would have to be included in this submission.

From a TGr goals point of view, this doesn’t meet the TGr criteria for Fast Transition.

This pre-authentication is between mobility domains. It does not need to meet the requirements of a FT.

This presentation has to do with an optional feature in TGr.
This is a feature based on the Mobility Domain concept.

TGr’s PAR defines fast transition in an ESS.

There are providers that have many access points. They all advertise the same SSID. In that case, it makes sense to separate the AP’s into different mobility domains.

If this is going to be a mechanism for transition across mobility domains, we should add a new definition and create a reachability domain.

There is a requirement to make pre-authentication work for TGr. The network should be configured to allow pre-authentication to work.

If reachability can be removed, then we should remove Mobility Domain from TGr.

The concept of Mobility Domain is similar to paging groups in a cellular network.

This submission addresses a letter ballot comment that calls for pre-authentication.

The Mobility Domain concept is useful. It allows AP’s in the infrastructure to be grouped to support Fast Transition.

The purpose of the Mobility Domain is reachability. This pre-authentication scheme does not guarantee reachability.

The more paging groups you have in a cellular network, the more signaling you have. The more mobility domains you have, the more signaling you have.
The mobility domains limit the key scope. For large networks, Mobility Domain gives you the ability to restrict the area covered by a single RADIUS server.

There will be a motion based on this submission in the 4:00 pm session.

There is currently no explicit re-transmission for EAPoL-key messages. However there is re-transmission for EAPoL frames.

There will need to be a timeout for EAPoL-key frames for pre-authentication.

If the first EAPoL-Key is lost, the Authenticator would generate a PMKSA which would be never used.

If the STA never receives the PMK-R0 ID, it will never attempt a FT Initial Association with the target AP.

If the STA established a pre-authentication with a target AP in the Mobility Domain, it could go to any AP in that same Mobility Domain to attempt Initial Association.

There is a line in the specification that says that pre-authentication can only be used for EAPoL packets or EAPoL-Start packets.

Harry Worstall has been appointed TGr Chair pro-tem

· Discussion on document 11-06/999r0 by Clint Chaplin

In this mechanism, IEEE 802.11i authentication or pre-authentication could be used.
Whatever information is available in the association request is also available in the tentative association request.

The protection mechanism only protects the “reassociation request”.

There is linkage between this submission and the work in TGw. If accepted, it would have to be updated as TGw is updated.
This would work whether or not an RSN was configured. This would also work for PSK.

The advantage of this is that it is “make before break”. This eliminates the need to define a new TGr key hierarchy. It uses the existing security as defined in IEEE 802.11i.

This submission eliminates the need to define a key distribution protocol and a remote request broker.

The functions in RRB are well defined. The key hierarchy and key distribution is a “hand wave”.
TGr has taken two years to evolve from two proposals. This proposal could take too much time to fix.

The “hand waves” are out of scope of the TGr draft. Perhaps the “hand waves” could be addressed by an external body.

There are unknowns about this proposal, but it looks simpler than what we have today.

This is something that appears to get us out of the issues we are addressing.

This mechanism only works over-the-air.

The messages that are defined under state 3A take place between the STA and the target AP.

There is no specification for how the AP infrastructure updates the DS. It is out of scope of this proposal.

If we are going to start from scratch, then we could start with this.

The version contained in document 11-06/999r1 is an update to the TGr draft.

STRAW POLL: Which of the following options do you prefer?
a) 11-06/990r0 – Rip and replace style

b) 11-06/990r1 – Add in Make Before Break to existing TGr draft style

c) Don’t consider “Make before break” at all.

Discussion:

· None.
Result: a – 7; b – 8; c – 7.

MOTION at 3:28 pm: Accept the submission contained in document 11-06-999r1, and instruct the editor to incorporate the changes into the draft.

By:  Clint Chaplin
Second: Henry Ptasinski
Discussion:

· This motion can come revisited in future meetings.

· We could remove remaining parts of the TGr draft in future meetings.

· This is an optional motion in TGr.

Result: Yes – 10; No – 7; Abstain – 4. Motion fails.

The chair has been returned to Clint Chaplin.

· Recess until the 4:00pm session.
Wednesday July 19, 2006

4:00 pm

· Call to order

· Comment resolution based on document 11-06/537r24

Any updates to the comment resolution will be posted in document 11-06/537r25

Comment 33, 47, 570, 834, 872, 873, 879 have been resolved.

Discussion on comment 891:

The proposed resolution is vague.

The suggested resolution in the comment was not specific. 
This comment resolution attempts to address the fact that we need to do work to complete the security architecture for TGr.
MOTION at 4:30pm: Accept the proposed resolution to comment 891 as: 
“Accepted. Figure 10 in 5.8 shows the architectural model, with 802.1X, SME, RSNA Key Management (contained completely within the SME), and the 802.1X-defined interface between the box labeled 802.1X and SME. RSNA Key Management contains (according to 3.130) the 4-way handshake. Text changes given in 11-06-1035-01 enumerate the additional Fast BSS Transition procedures included in the RSNA Key Management within the SME.”
By: Bill Marshall
Second: Michael Montemurro
Discussion:

· We have defined new security management entities and they are not mapped in any detail. The figure needs to be updated to reflect that.
· If the commentor wanted specific information in the draft to address this comment, the commentor should have provided that in a proposed comment resolution.

· There was an understanding at the adhoc meeting to accept a security architecture. That has not been done now.

· Submission 11-06/948r1 brought agreements from the adhoc meeting into the draft.
Result: Yes – 6; No – 1; Abstain – 9. Motion passes.

Discussion on comment 892:

The proposed resolution is vague.

MOTION at 5:05pm: Accept the proposed resolution to comment 892 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Michael Montemurro

Second: Bill Marshall

Discussion:

· This and all motions regarding security architecture have not been addressed. There is no reason to address these comments now as a result of the security architecture.

· We are just throwing away a lot of work because we are trying to hurry to get to recirculation.

· The commentor should have taken the time to suggest proper resolutions to comments so that they can be addressed by task group.

· We should take more time to resolve issues with the draft.

· We should not acknowledge comments that are not valid.

· We are not using “improper comments”as a way to reject comments.

· We have been spending lots of time trying to fix wording. We have not been doing any work to fix the draft.
· We’ve been dealing with these problems for six months and we have not seen any submissions to address them. This questions the importance of these questions.

CALL THE QUESTION

Result: Yes – 9; No – 3; Abstain – 4. Motion passes.

Discussion on comment 913

Some of the comment is addressed in document 11-06/948r1.

The state machine work has been completed.

The end of the comment is a “rant”. This task group should not acknowledge this comment.

We have had 6 months work to create submission to address problems. However they do not exist.

The IEEE SA defines a process that we supposed to follow. This comment does not conform to the IEEE SA process.
If the commentor wants the comment resolved, then the commentor should be more specific about what they need in the draft.
There has been work done to go to the commentor and address the spirit of the comment. However the commentor has not co-operated to resolve the comment.
MOTION at 5:15pm: Accept the proposed resolution to comment 913 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.
By: Michael Montemurro

Second: Bill Marshall

Discussion:

· The chair should provide sufficient time to address this comment.

· The chair has given sufficient time to address the comment.

CALL THE QUESTION

Result: Yes – 10; No – 2; Abstain – 4. Motion passes.

Discussion on comment 915
The text in document 11-06/948r1 describes the key holder normative requirements.

MOTION at 5:20pm: Accept the proposed resolution to comment 915 as: 
“Accept.  Text changes given in document 11-06/948r1”
By: Michael Montemurro

Second: Chris Durand

Discussion:

·  None.

Result: Yes – 11; No – 0; Abstain – 6. Motion passes.

Discussion on comment 929

The text in document 11-06/948r1 states that the R0KeyHolder and the 802.1X Authenticator is co-resident.

MOTION at 5:25pm: Accept the proposed resolution to comment 929 as: 
“Accept.  Text changes given in document 11-06/948r1”
By: Michael Montemurro

Second: Chris Durand

Discussion:

· This motion does not provide sufficient time to address this comment.
· This requirement has been specified in document 11-06/948r1.

· This comment does not talk about state machines. It is addressed in document 11-06/948r1.

· We need to do more work to address the security architecture of TGr.

· We can only vote on submissions that have been given to this task group.

· We have had 6 months to prepare submissions and none have been forth coming.

· The task group has an approved draft. The task group has an obligation to produce a standard expeditiously. Once consensus has been achieved the group has an obligation to produce a standard.
· The process has to move forward carrying forward rejecting comments.

· We have 14 unresolved comments.

· Participants in this task group have done a lot of work to create submissions to address comments.

· The group has worked to address comment resolutions. The group doesn’t know whether the commentors accept resolutions until the result of a recirculation ballot.

Result: Yes – 8; No – 2; Abstain – 11. Motion passes.

Discussion on comments 931 and 954

There is no term first level and second level key holders in the draft.

The terms first level and second level keys are informative. We should remove this informative text.
The “first level” and “second level” terms should not belong in the standard.

These terms are linked to R0 and R1 Key Holders and are addressed in document 11-06/948r1.

MOTION at 5:30pm: Accept the proposed resolution to comment 931 and 954 as: 
Accept.  Text changes given in document 11-06/948r1

By: Dorothy Stanley

Second: Rajneesh Kumar

Discussion:

·  None.

Result: Yes – 10; No – 4; Abstain – 5. Motion fails.

Dan Harkins voted no on this motion.
Kapil Sood voted no on this motion.

Christian Kuhtz voted no on this motion.

Suman Sharma voted no on this motion.

MOTION at 5:40pm: Accept the proposed resolution to comment 931 and 954 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Bill Marshall

Second: Michael Montemurro
Discussion:

·  None.

Result: Yes – 7; No – 4; Abstain – 9. Motion fails.

Dan Harkins voted no on this motion.

Kapil Sood voted no on this motion.

Christian Kuhtz voted no on this motion.

Suman Sharma voted no on this motion.

At a previous TGr meeting, there was a discrepancy on who voted “No” on a motion. The motion was recalled and passed.
Discussion on comments 978, 980, 987, 988, 1009, 1019, 1049, 1058, 1131, 1147, 1285

MOTION at 5:45 pm: Accept the proposed resolution to comments 978, 980, 987, 988, 1009, 1019, 1049, 1058, 1131, 1147, and 1285as: 
“Accepted. Figure 10 in 5.8 shows the architectural model, with 802.1X, SME, RSNA Key Management (contained completely within the SME), and the 802.1X-defined interface between the box labeled 802.1X and SME. RSNA Key Management contains (according to 3.130) the 4-way handshake. Text changes given in 11-06-1035-01 enumerate the additional Fast BSS Transition procedures included in the RSNA Key Management within the SME.”
By: Bill Marshall

Second: Bob Miller

Discussion:

· Insufficient time has been spent to address these comments.

· There is sufficient text to show a high level model for the architecture. The IEEE 802.11i specification describes the same architecture.

CALL THE QUESTION: Objection.
Second: Bill Marshall

Result: Yes – 9; No – 1; Abstain – 8. The question is called. 

Result: Yes – 8; No – 4; Abstain – 12. Motion fails.

Dan Harkins voted no on this motion.

Kapil Sood voted no on this motion.

Christian Kuhtz voted no on this motion.

Suman Sharma voted no on this motion.

Discussion of comment 1064

We have been waiting for months for a submission.

This comment does not instruct the task group on how to update the draft.
MOTION at 5:47pm: Accept the proposed resolution to comment 1064 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Bill Marshall

Second: Michael Montemurro

Discussion:

·  This motion does not provide suffient information to address this comment in the protocol.

· This topic has been discussed to address the comment.

Result: Yes – 19; No – 0; Abstain – 1. Motion passes.

Discussion of comment 1096

There is not sufficient information to address this comment. The figures show the entities involved in the change.
MOTION at 5:50pm: Accept the proposed resolution to comment 1064 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.
Result: Yes – 10; No – 0; Abstain – 7. Motion passes.

· Discussion on document 11-06/832r2 by Dorothy Stanley
MOTION at 5:55 pm: Accept the submission contained in document 11-06-832r2, and instruct the editor to incorporate the changes into the draft.

By:  Dorothy Stanley

Second: Kapil Sood

Discussion:

· There are changes that are required before this draft is accepted.

Result: Yes – 11; No – 7; Abstain – 2. Motion fails.

MOTION at 5:57 pm: Motion to request technical editor to create an updated IEEE 802.11r draft 2.2 incorporating all changes.

By:  Bill Marshall

Second: Dorothy Stanley

Discussion:

· It would be beneficial to empower the technical editor to produce a new draft.

Result: Yes – 15; No – 2; Abstain – 2. Motion passes.

· Discussion on the comment resolution to 1149

This comment does not give sufficient information to update the draft.

By making reservations provisional we have addressed the comments.

Reservations are still in the draft and this comment has not been in the draft.

MOTION at 5:58pm: Accept the proposed resolution to comment 1064 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Bill Marshall

Second: Kapil Sood

· This motion is on the floor and will be addressed when we call to order on Thursday.

· Recess until Thursday at 1:30pm.

Wednesday July 19, 2006

1:30 pm

· Call to order

· TGr draft 2.2 has been posted.

· Comment resolution spreadsheet 11-06/537r25

· Continue with the motion on the table from Wednesday’s session:
MOTION at 1:37pm: Accept the proposed resolution to comment 1064 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail in a legible form so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Bill Marshall

Second: Kapil Sood

Discussion:

· None.
Result: Yes – 9; No – 5; Abstain – 2. Motion passes.

· Call for an alternate proposal. 
· The commentors were given months to come up with a resolution and have not come up with anything.

· This is a volunteer organization and it takes time to come up with a resolution.

· The commentors have not explained the problem sufficiently to allow anyone to address the comment.

· The issue with reservation is that it is not authenticated.

· There has been a solution that has been proposed and it was rejected by the group. If the task group supports it, the commentors will go away and provide normative text.

· Making reservations provisional addressed these comments.

· The commentor would welcome a change to this comment resolution.

POINT OF ORDER: This would be an entirely new motion if the chair recognizes it as a new motion.

· The chair recognizes that this is a new motion.

MOTION at 1:37pm: Accept the proposed resolution to comment 1064 as: 
“Accept in principle: Addressed as the acceptance of comments 1261, 1264, and 1385.”

By: Bill Marshall

Second: Jesse Walker

Discussion:

· This motion address the concerns because other resolutions.

Result: Yes – 14; No – 0; Abstain – 1. Motion passes.

· Discussion on comment 931:

None.
MOTION at 1:56pm: Accept the proposed resolution to comment 931: 
“Accept.  Text changes given in document 11-06/948r1”
By: Bill Marshall

Second:  Michael Montemurro

Discussion:

· We addressing part of the comment and the state machine to explain how the components work together.

· We need to decide what level of detail is required by the specification. The specification is at a high level to that components interoperate.

· Interoperability is dependent on the implementation.

· The diagram and the state machines would be normative text. 

· The state machines would be normative text.

· State machines were required in IEEE 802.11i to discuss the security. The same work needs to be done for TGr.
Result: Yes – 7; No – 5; Abstain – 5. Motion fails.

· The people voting no on this motion have no resolution to the comment.
MOTION at 2:03pm: Accept the proposed resolution to comment 931 as: 
“Reject.  This comment does not have a proposed resolution in sufficient detail so that specific wording of the changes can be readily determined, thus the comment is not a valid negative comment as spelled out in the IEEE-SA Standards Board Operating Manual, "This vote must be accompanied by one or more specific objections with proposed resolution in sufficient detail in a legible form so that the specific wording of the changes that will cause the negative voter to change his or her vote to "approve" can readily be determined." Commenter is encouraged to resubmit the comment with a sufficiently detailed proposed resolution.”
By: Bill Marshall

Second: Michael Montemurro
Discussion:

· We have been through numerous motions and have wasted time when we could have been doing work.

· This motion is different from motion yesterday.

Result: Yes – 10; No – 5; Abstain – 6. Motion fails.

· Request to break up in an adhoc session so that groups could go away prepare submissions.
· After comments made yesterday that proposals up to now have been wordsmithing. It shows a lack of respect to request an adhoc session now.

· Discussion on adhoc session

Call for a sponsor for an adhoc. None was given.

Intel in Santa Clara
Fail to see why we need an adhoc session to meet in adhoc mode.

MOTION at 2:16pm: Cancel the IEEE 802.11 TGr ad-hoc session originally scheduled for August 22-24, 2006.

By: Michael Montemurro

Second: Nobody came forward to second motion.
· We have been through numerous motions and have wasted time when we could have been doing work.

· This motion is different from motion yesterday.

MOTION at 2:18pm: Hold the IEEE 802.11 TGr ad-hoc session in Santa Clara

By: Jesse Walker

Second: Kapil Sood

Discussion:

· None.

Result: Yes – 11; No – 2; Abstain – 10. Motion passes.

· Discussion on the October adhoc session.

The possibilities are October 10-12 or October 17-19.

The Austrailia meeting is the September 18-22.

October 17-19 allows the letter ballot to close 

MOTION at 2:20 pm: Hold the IEEE 802.11 TGr ad-hoc meeting October 17-19, 2006
By: Jesse Walker

Second: Henry Ptasinski
Discussion:

· None.

Result: Yes – 19; No – 0; Abstain – 4. Motion passes.

· Discussion on teleconference meetings:

MOTION at 2:20 pm: Hold weekly IEEE 802.11 TGr telconferences for one hour duration starting August 2nd 2006, at 11:00 ET and continuing through the end of November 2006.

By: Jesse Walker

Second: Henry Ptasinski

Discussion:

· The right amount of time for these meetings seems to be either 15 minutes or 2 hours.

· We should request that these meetings be 2 hours.

· One hour should be sufficient.

Result: Yes – 16; No – 0; Abstain – 6. Motion passes.

· Discussion on the To-do list docunment 11-06/578r8

The results will be updated in document 11-06/578r9.

Document 11-06/948r1 contained text on revoking keys.
· TGr goes to adhoc mode until 3:15pm.

· Call to order.

· Report from the adhoc committee:

Still discussing the IEEE 802.11r security architecture.

The output of the adhoc group will be a state machine.

· Are there enough agenda items to warrant having the adhoc?

We will get more work done at the adhoc meeting than during the plenary session.

· Adjourn for the week.
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