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Abstract

This document contains  normative text for a Paging and Idle Mode proposal, to meet the TGv Power Saving objective, REQ2010,  improving mobile client power efficiency and battery life..
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3. Definition 

3.v.1 Idle Mode: An extended power save mode for non-AP STAs. While in Idle Mode, a STA needs not listen for every Beacon frame, may traverse  multiple BSSs in an ESS, and still be reachable from the ESS. 
3.v.2 Home AP: The AP to which a STA is associated, and to which the STA signals to enter Idle Mode. The Home AP maintains state for the Idle Mode STA.
3.v.3 Paging Server: An entity that provides paging service for a STA. The Paging Server maintains  paging service information for  STAs  in Idle Mode within a Paging Domain. Paging Service information includes the STA MAC Address, Paging Group ID, and Home AP.
3.v.4 Paging Server Identifier: A 48-bit value that identifies the Paging Server.  

3.v.5 Paging Domain: A set of BSSs within the same ESS, identified by a Paging Domain Identifier. The paging domain provides the following assurances to the STA: (1) use of Idle Mode and Paging procedures are possible between the Home AP and any other AP in the Paging Domain (2) if  Paging Security is negotiated, a common key hierarchy is accessible at all BSSs; and (3) access to common network services is available through all BSSs. APs in the same paging domain advertise the same Paging Domain Identifier. 

3.v.6 Paging Domain Identifier: A 48-bit value that identifies a Paging Domain.

3.v.7 Paging Group: A group of APs in which a STA can be paged. 
4. Abbreviations and Acronyms 

DPIM: Delivery Paging Indication Message 

7. Frame formats   

7.1 MAC frame formats

7.2.3.1 Beacon frame format

Insert new element in Table 8 as indicated below:

Table 8—Beacon frame body
	Order
	Information
	Notes

	29
	Paging Service 
	The Paging Service element is present only within Beacon frames generated by APs which support Wireless Network Management Paging Service.


7.2.3.9 Probe Response frame format

Insert a new row into table 15 as follows:

Table 15—Probe Response frame body
	Order
	Information
	Notes

	27
	Paging Service
	The Paging Service element is present only within Probe Response frames generated by APs which support Wireless Network Management Paging Service.

	27
	Paging Indication 
	The Paging Indication element is present only within Probe Response frames generated by APs which support Wireless Network Management Paging Service.


7.3.2 Information Elements 
Insert new rows into Table 26 and change the Reserved row accordingly: 

Table 26—Element IDs

	Information Element
	Element ID

	Paging Service
	x+9

	Paging Indication 
	x+10

	Paging Parameters
	x+11

	Reserved
	x+10, 220


Change Clause 7.3.2.35 as shown below:

7.3.2.35 Wireless Network Management Capability Information element

The Wireless Network Management Capability Information element contains information about the wireless network management capabilities of a STA as shown in Figure v2. 

	
	
	
	

	
	Element ID
	Length
	Wireless Network Management Capabilities

	Octets:
	1
	1
	2


              Figure v2 —Wireless Network Management Capability Information element format
The Element ID field is equal to the Wireless Network Management Capability value in Table 26.

The value of the length field is variable and depends on the length of the Wireless Network Management Capabilities field.  The minimum value of the Length field is 2.

The Wireless Network Management Capabilities field is a bit field indicating the advertised management capabilities of the STA. The Wireless Network Management Capabilities field is shown in Figure 3.

	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B15

	
	Event Log
	Diagnostics
	Multicast Alert
	Presence
	Paging 
	Reserved

	Bits:
	1
	1
	1
	1
	1
	11


Figure v3 —Wireless Network Management Capabilities

· The Event Log bit set to 1 indicates the STA supports Event Log as described in Error! Reference source not found.. The Event Log bit set to 0 indicates that the STA does not support this service.

· The Diagnostics bit set to 1 indicates the STA supports Diagnostics as described in Error! Reference source not found.. The Diagnostics bit set to 0 indicates that the STA does not support this service.

· The Multicast Alert bit set to 1 indicates the STA supports Multicast diagnostics as described in xxx. The Multicast Alert bit set to 0 indicates that the STA does not support this service.
· The Presence bit set to 1 indicates that the STA supports Presence as described in clause Error! Reference source not found.. The Presence bit set to 0 indicates that the STA does not support this service.
· The Paging bit set to 1 inidcates that the STA supports Paging Service and Idle mode operation as described in 11.15.7. The Paging bit set to 0 indicates that the STA does not support this service.

· All other bits are reserved, and are set to 0 on transmission and ignored on reception.

The lack of a Wireless Network Management Capability element is interpreted as the STA having no advertised Wireless Network Management Capabilities.

Add new clauses after Clause 7.3.2.42 as shown below:

7.3.2.43 Paging Service element 
The Paging Service information element contains paging service and paging indication delivery information. The format of the Paging Service Information element is shown in Figure v-1.

	
	
	
	
	
	
	
	

	
	Element ID
	Length
	Paging Domain ID
	Paging Server ID 
	Paging Group ID
	Paging Interval 
	DPIM Count

	Octets:
	1
	1
	6
	6
	1
	1
	1


Figure v-1—Paging Service element format
The Element ID field is equal to the Paging Service Information value in Table 26.

The value of the Length field is set to 15.
The Paging Domain ID field contains a 6-byte value that identifies Paging Domain. 
The Paging Server ID field contains a 6-byte value which identifies the entity that provides the Paging Service.

The Paging Group ID field contains one byte value that identifies the Paging Group.. 
The Paging Interval field indicates the number of Beacon intervals between successive DPIMs. If the Paging Interval equals the Beacon interval, the Paging Interval field has the value 1. The Paging Interval value 0 is reserved. The Paging Interval field is a single octet.

The DPIM Count field indicates how many beacons (including the current frame) appear before the next DPIM. A DPIM Count of 0 indicates that the current Beacon is a DPIM. The DPIM count field is a single octet.
7.3.2.44 Paging Indication element

The Paging Indication Information element contains a paging bitmap and one or more Paged STA Indication sub-elements. The format of the Paging Indication element is shown in Figure v-2. 
	
	
	
	
	

	
	Element ID
	Length
	Paging Bitmap
	Paged STA Indication Sub-Elements

	Octets:
	1
	1
	8
	variable


Figure v-2— Paging Indication element format
The Element ID field is equal to the Paging Information value defined in Table 26.

The value of the Length field is variable and depends on the length of the Paging STA Indication sub-elements field. The minimum value of the Length field is 0, which indicates that none of the STAs are paged. 
The Paging Bitmap, maintained by the AP that generates a Paging Indication message, consists of 64 bits, and is organized into 8 octets such that bit number N (0 ≤ N ≤ 64) in the bitmap corresponds to bit number (N mod 8) in octet number [N / 8] where the low-order bit of each octet is bit number 0, and the high order bit is bit number 7.  Each bit in the paging bitmap corresponds to a Paging Index to page one or more specific stations within the Paging Domain. Bit number N is 0 if there is no Paging Indication for the STAs with Paging Index N. If  frames for a STA arrive at the AP, bit number N in the paging bitmap is 1. The Paging Index is a 6-bit hash value of the STA MAC address. The hash value is derived from the following formular: 

hash= 0;


for i=0, …5



hash :=(7*hash +a[i]) mod 64;

Where, a[i] is the ith octet of the STA MAC address. 

If no STA is paged, the Paging Bitmap field is omitted. 
The Paged STA Indication Sub-Elements field contains a list of  the Paged STA Indication sub-elements described in 7.3.2.44.1. If no STA is paged during the paging interval, the Paged STA Indication Sub-Elements are omitted. The number and length of the Paged STA Indication Sub-Elements in a Paging Indication is limited by the maximum allowed MMPDU size.
7.3.2.45 Paging Parameters element 

The Paging Parameters element contains paging service parameters. The format of the Paging Parameters element is shown in Figure v-3.

	
	
	
	

	
	Element ID
	Length
	Paging Parameters

	Octets:
	1
	1
	Variable


Figure v-3—Paging Service element format
The Element ID field is equal to the Paging Parameters value defined in Table 26.

The value of the Length field is variable and depends on the length of the Paging Parameters.

The Paging Parameter field includes zero or more Paging Sub-elememts. 
7.3.2.46 Paging Sub-elements 

The Paging Sub-elements are defined to have a common general format consisting of a 1 octet Sub-element ID field, a 1 octet length field, and a variable-length sub-element-specific information field. The set of valid Paging sub-elements is defined in Table v-1.








Table v-1—Paging Sub-elements
	Paging Sub-element
	Sub-element ID 

	Paged STA Indication
	0

	Idle Mode Request
	1

	Idle Mode Response
	2

	Paging MIC
	3

	Reserved
	4-255


A STA that encounters an unknown or reserved Sub-element ID value in a management frame received without error ignores that sub-element and parses any remaining field for additional information sub-elements with recognizable Sub-element ID values.

7.3.2.46.1 Paged STA Indication sub-element 

The Paged STA Indication sub-element contains the paged STA identification and optional protection fields. . The format of the Paged STA Indication sub-element is shown in Figure v-4. 

	
	
	
	
	
	

	
	Sub-element ID (0)
	Length
	STA MAC Address
	Sequence Number (Optional)
	MIC (optional) 

	Octets:
	1
	1
	6
	6
	8


Figure v-4—Paged STA Indication element format
The value of the Length field is set to 20 if dot11RSNAEnabled and dot11RMFPEnabled are set to TRUE, otherwise is set to 6.  

The STA MAC Address contains a 6-byte BSSID identifing the address of the STA being paged.  

The Sequence Number field contains a 6-byte value that enables replay protection. It is only present if dot11RSNAEnabled and dot11RMFPEnabled are set to TRUE. 
The MIC field contains a 6-byte message integrity code calculated over all of the preceded fields in Paged STA Indication sub-element. It is only present if dot11RSNAEnabled and dot11RMFPEnabled are set to TRUE.
7.3.2.46.2 Idle Mode Request sub-element 
The Idle Mode Requst sub-element is used to request Idle Mode operation. The format of the Idle Mode Request sub-element is shown in Figure v-5.

	
	Sub-element ID (1)
	Length
	Request Type
	STA Address
	Paging Server ID

	Octets:
	1
	1
	1
	6
	6


Figure v-5— Idle Mode Request sub-element format
The value of the Length field is set to 13. 
The Request Type is set to a number that identifies a Idle Mode request. The Request Types for Idle Mode requests are shown in Table v-2 








Table v-2—Request Type Definitions 
	Name
	Request Type

	Exit Idle Mode 
	0

	Enter Idle Mode 
	1

	Update Idle Mode
	2

	Reserved
	3 – 255


The STA Address field contains a 6-byte BSSID representing the address of the STA sending Idle Mode Requst. 

The Paging Server ID field contains a 6-byte value that identifies the entity that provides the Paging Service.

7.3.2.46.3 Idle Mode Response sub-element 

The Idle Mode Response sub-element is used to respond to an Idle Mode operation request. The format of the Idle Mode Response sub-element is shown in Figure v-5.

	
	Sub-element ID (2)
	Length
	Response Type
	Response Status
	STA Address
	Paging Server ID
	Paging Group ID
	Keep-alive Timer  

	Octets:
	1
	1
	1
	1
	6
	6
	2
	1


Figure v-5— Idle Mode Request sub-element format
The value of the Length field is set to 17. 
The STA Address field contains a 6-byte BSSID representing the address of the STA sending Idle Mode Request. 

The Response Type is set to a number that identifies a Idle Mode Response. The Response Type for Idle Mode response are shown in Table v-3. 

Table v-3—Response Type Definitions 
	Name
	Response Type

	Reserved 
	0

	Enter Idle Mode
	1

	Update Idle Mode
	2

	Reserved
	3 – 255


The Response Status is set to a value in Table v-4, indicating the Paging Server’s response to the Idle Mode Request indicated by the Dialog Token.







         Table v-4—Response Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4–255
	Reserved


The STA Address field contains a 6-byte BSSID representing the address of the STA sending Idle Mode Request. 

The Paging Server ID field contains a 6-byte value that identifies the entity that provides the Paging Service.

The Paging Group ID field contains one byte value that identifies the Paging Group.
The Keep-alive Timer field indicates how often a STA in Idle Mode sends an Idle Mode update frame. It is a one byte value of the number of  Paging Intervals. 
7.3.2.46.4 Paging MIC sub-element 
The Paging MIC sub-element is used to provide forgery protection for Idle Mode Request and Idle Mode Response sub-elements. The format of Paging MIC sub-element is shown in Figure v-6
	
	Sub-element ID (4)
	Length
	SPagingNounce
	PNonce
	Sequence Number
	MIC

	Octets:
	1
	1
	16
	16
	6
	6


Figure v-6 Paging MIC sub-element format
The value of the Length field is set to 44. 
The SPagingNounce field contatins a 16-byte random number generated by the non-AP STA.

The PNounce field contatins a 16-byte random number generated by the Paging Server.

The Sequence Number field contains a 6-byte value that enables replay protection. 
The MIC field contains a 6-byte message integrity code calculated over all of the preceded fields in the Paging Parameters element. 
7.4 Action frame format details

7.4.6 Wireless Network Management action details

Insert the following rows into Table v7 and change the reserved row accordingly:

Table v44—Wireless Network Management Action field values

	Action field value 
	Description

	11
	Paging Indication 

	12
	Idle Mode Request

	13
	Idle Mode Response

	14-255
	Reserved


Insert the following new clause after Clause 7.4.6.7 of 802.11v Draft 0.03 as indicated below:

7.4.6.8 Paging Indication frame format

The Paging Indication frame uses the Action frame body format and is transmitted by an AP STA paging the STA. The format of the Paging Indication frame body is shown in Figure v-7
	
	
	
	

	
	Category
	Action
	Paging Indication Element

	Octets:
	1
	1
	variable


Figure v-7 — Paging Service Request frame body format

The Category field is set to the value indicating the Wireless Network Management category, as specified in Table 24 in 7.3.1.11. 

The Action field is set to the value indicating Paging Indication, as specified in Table v7 in 7.4.6.

The Paging Indication Element field contains the paging indication element, described in 7.3.2.43.  
7.4.6.9 Idle Mode Request frame format

The Idle Mode Request frame uses the Action frame body format and is transmitted by a non-AP STA requesting  to either enter or update Idle Mode.. The format of the Idle Mode Request frame body is shown in Figure v-8
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Paging Parameter Element

	Octets:
	1
	1
	1
	variable


Figure v-8— Idle Mode Request frame body format

The Category field is set to the value indicating the Wireless Network Management category, as specified in Table 24 in 7.3.1.11. 

The Action field is set to the value indicating Idle Mode Request, as specified in Table v7 in 7.4.6.

The Dialog Token field is a nonzero value which identifies the Idle Mode Request/Response transaction. The dialog token is unique for each Idle Mode request frame sent to a given destination MAC address. 
The Paging Parameters Element field contains the paging parameters sub-elements, described in Clause 7.3.2.45. Table v-5 defines the allowed Paging Parameters sub-elements for a Paging Parameters element that is included in the Idle Mode Request frame.





Table v-5—Paging  Parameters Element fields for Idle Mode Request
	Order
	Allowed sub-elements
	Notes

	1
	Idle Mode Request
	The Idle Mode Request sub-element is present within the Idle Mode Request frame.

	2
	Paging MIC
	The Paging MIC field is present within the Idle Mode Request frame generated by STAs that have dot11RSNAEnabled and dot11RMFPEnabled set to TRUE.


7.4.6.10 Idle Mode Response frame format

The Idle Mode Response frame uses the Action frame body format and is transmitted by a AP STA in response to the Idle Mode Request frame.  The format of the Idle Mode Request frame body is shown in Figure v-9.
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Paging Parameter Element

	Octets:
	1
	1
	1
	variable


Figure v-9— Idle Mode Response frame body format

The Category field is set to the value indicating the Wireless Network Management category, as specified in Table 24 in 7.3.1.11. 

The Action field is set to the value indicating Idle Mode Response, as specified in Table v7 in 7.4.6.

The Dialog Token field is set to the nonzero value received in the Idle Mode Request frame to identify the request/response transaction.

The Paging Parameters Element field contains the paging parameters sub-element, described in Clause 7.3.2.45. Table v-6 defines the allowed Paging Parameters sub-element fields for a Paging Parameters element that is included in the Idle Mode Response frame.

Table v-6—Paging Parameters Element fields for Idle Mode Response
	Order
	Allowed sub-elements
	Notes

	1
	Idle Mode Response
	The Idle Mode Response sub-element is included in the Idle Mode Response frame.

	2
	Paging MIC
	The Paging MIC field is present within the Idle Mode Response frame generated by STAs that have dot11RSNAEnabled and dot11RMFPEnabled set to TRUE.


8. Security  
Insert a new Clause after 8.7 of P802.11ma D7.0 as follows:

8.8 Paging Service Protection 

When RSNA are enabled, Paging Indication, Idle Mode Request and Idle Mode Response frames may be protected using RSNA and management frame protection mechanisms.  In addition, Paging Service Protection may also be enabled. When Paging Service Protection is enabled, Paging Indication,  Idel Mode Request and Idle Mode Response frames shall have integrity and source authenticity protection using  pairwise keys between the non-AP STA and the Paging Server. 

8.8.1 Paging Service Protection Key Hierarchy and Derivation 
Paging Service Protection uses the following key hierarchy:

a) Paging Service Pairwise Master Key (PSPMK), a key used to derive   the Paging Service Integrity Pairwise Temporal Key (PSIPTK). 

b) Paging Service Master Temporal Key (PSMTK), a key to used provide integrity and source authenticity protection for Paging Service (Idle Mode Request/Response) Information. 
c) PSIPTK, a hierarchy consisting of a single key to provide integrity and source authenticity protection for Paging Indication Information (Paged STA Indication sub-element)
The PSPMK and PSMTK are derived from MSK: 
KDK = 256 - 511 bits of MSK;

PSPMK || PSMTK := 
kdf (KDK, “Paging Service” || STA MAC address || Paging Server ID || 256)
where kdf denotes the key derivation function defined in 8.5.1, and 256 is encoded as a 16 bit integer.

The PSIPTK  shall be constructed with the random values SPagingNonce and PNonce exchanged in the Idle Mode Request/Response exchange, and is derived from PSPMK:

PSIPTK := KDF(PSPMK, “Paging Service Idle Mode Key” || SPagingNonce  || PNonce  || 128)

8.8.2 PSIPTK Key Distribution

The PSIPTK is used to protect the Paged STA Indication information sub-element. The following procedures are used to distribute the PSIPTK: 

a) The non-AP STA generates a random number SPagingNonce, creates the Paging Parameters element for the Idle Mode Request, and sends the Idle Mode Request action frame to the Home AP. The Home AP forwards the Paging Parameters element field to the Paging Server. The Idle Mode Request action frame may also be protected from forgery using Robust Management Frame Protection. The Paging Parameters element is integrity protected by the  PSPMK between the non-AP STA and Paging Server. 

b) In response to receiving the Paging Parameter element in an Idle Mode Request, the Paging Server generates a random number PNonce, creates a Paging Parameters element and sends the Paging Parameters element to the Home AP. The Home AP sends an Idle Mode Response action frame,  including the received Paging Parameter element to the requesting STA. The protocol between the Home AP and the Paging Server is outside the scope of this document. Whether or not the Paging Server includes the MIC depends on local policy. The Paging Parameter element may be integrity protected by the PSPMK between the non-AP STA and the Paging Server. The Idle Mode Response action frame may also be protected by Robust Management protection Frame Protection.

c) Once the non-AP STA and the Paging Server exchange SPagingNonce and PNonce, the non-AP STA and the Paging Server derive and install the PSIPTK if the Idle Mode Response is protected by the Paging Server. 

d) If the first Idle Mode Response from the Paging Server doesn’t include the MIC, there is no MIC or Paging Service Protection for all of Idle Mode Request and Idle Mode Response frames until the new key is established before the new association. 
10. Layer management

10.3 MLME SAP Interface

Add new clauses after clause 10.3.38 of TGv D0.03 as shown below:

10.3.38  Paging Inidication
This set of primitives supports the advertising of Paging information from a SME to peer SMEs.
10.3.38.1 MLME-PIREQUEST.request
10.3.38.1.1 Function

This primitive requests the transmission of Paging Inidication action frame to peer entities.
10.3.38.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PIREQUEST.request
(
Paging Indication Element
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Paging Indication Element
	paging indication element

	paging indication element
	A paging indication element describing the paged STAs information. See clause 7.3.2.43.

	
	
	
	


10.3.38.1.3 When generated

This primitive is generated by the SME to request that a Paging Indication frame be sent to a peer entities to convey paging indication information.
10.3.38.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Paging Indication frame containing a paging indication element specified. This frame is then scheduled for transmission.
10.3.38.2 MLME-PIREQUEST.confirm

10.3.38.2.1 Function

This primitive reports the result of a paging indication.
10.3.38.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PIREQUEST.confirm
(
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send a Paging Indication frame.

	
	
	
	


10.3.38.2.3 When generated

This primitive is generated by the MLME when the request to transmit a Paging Indication frame completes.

10.3.38.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.38.3 MLME-PIREQUEST.indication

10.3.38.3.1 Function

This primitive indicates that a Paging Indication frame has been received.
10.3.38.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PIREQUEST.indication
(
Paging Indication Element
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Paging Indication Element
	paging indication element

	paging indication element
	A paging indication element describing the paged STAs information. See clause 7.3.2.43.

	
	
	
	


10.3.38.3.3 When generated

This primitive is generated by the MLME when a valid Paging Indication frame is received.

10.3.38.3.4 Effect of receipt

On receipt of this primitive, the SME searchs paging indication element and checks whether the STA is being paged. If the STA is being paged, the STA wakes up and reassoicates with an AP. Otherwise, the STA stays in Idle mode. 
10.3.39 Idle Mode request

This set of primitives supports the initiation, update and temination of Idle Mode operation between peer SMEs.
10.3.39.1 MLME-IMREQUEST.request
10.3.39.1.1 Function

This primitive requests the transmission of Idle Mode Request action frame to a peer entity.
10.3.39.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-IMREQUEST.request
(
Peer MAC Address,
Dialog Token,
Paging Parameters
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address, or the Broadcast MAC address
	The address of the peer MAC entity to which the Idle Mode Request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the Idle Mode Request transaction.

	Paging Parameters
	paging parameter element

	paging parameter element

	A paging parameter element describing the STA Idle Mode Request information. See clause 7.3.2.43.

	
	
	
	


10.3.39.1.3 When generated

This primitive is generated by the SME to request that an Idle Mode Request frame be sent to a peer entity to convey idle mode request information.
10.3.39.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Idle Mode Request frame containing a paging parameter element specified. This frame is then scheduled for transmission.
10.3.39.2 MLME-IMREQUEST.confirm

10.3.39.2.1 Function

This primitive reports the result of an idle mode request.
10.3.39.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-IMREQUEST.confirm
(
Dialog Token,
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the Idle Mode Request  transaction.

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send an Idle Mode Request frame.

	
	
	
	


10.3.39.2.3 When generated

This primitive is generated by the MLME when the request to transmit an Idle Mode Request frame completes.

10.3.39.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.39.3 MLME-IMREQUEST.indication

10.3.39.3.1 Function

This primitive indicates that an Idle Mode Request frame has been received requesting an Idle Mode Request transaction.
10.3.39.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-IMREQUEST.indication
(
Peer MAC Address,
Dialog Token,
Paging Parameters
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address or the broadcast MAC address
	The address of the peer MAC entity to which the Idle Mode Request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the Idle Mode request  transaction.

	Paging Parameters
	paging parameter element

	paging parameter element

	A paging parameter element describing the STA Idle Mode Request information. See clause 7.3.2.43.

	
	
	
	


10.3.39.3.3 When generated

This primitive is generated by the MLME when a valid Idle Mode Request frame is received.

10.3.39.3.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the Idle Mode Request transaction.

10.3.40 Idle Mode response
This set of primitives supports the exchange of Idle Mode parameters between peer SMEs.
10.3.40.1 MLME-IMRESPONSE.request
10.3.40.1.1 Function

This primitive requests the transmission of Idle Mode Response action frame to a peer entity, in response to a received Idle Mode Request frame.
10.3.40.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-IMRESPONSE.request
(
Peer MAC Address,
Dialog Token,
Paging Parameters
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address, or the Broadcast MAC address
	The address of the peer MAC entity to which the Idle Mode Response shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the Idle Mode transaction.

	Paging Parameters
	paging parameter element

	paging parameter element

	A paging parameter element describing the STA Idle Mode Request information. See clause 7.3.2.43.

	
	
	
	


10.3.40.1.3 When generated

This primitive is generated by the SME to request that an Idle Mode Response frame be sent to a peer entity to convey idle mode response information.
10.3.40.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Idle Mode Response frame containing a paging parameter element specified. This frame is then scheduled for transmission.
10.3.40.2 MLME-IMRESPONSE.confirm

10.3.40.2.1 Function

This primitive reports the result of an idle mode request.
10.3.40.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-IMREQUEST.confirm
(
Dialog Token,
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the Idle Mode transaction.

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send an Idle Mode Response frame.

	
	
	
	


10.3.40.2.3 When generated

This primitive is generated by the MLME when the request to transmit an Idle Mode Response frame completes.

10.3.40.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.40.3 MLME-IMRESPONSE.indication

10.3.40.3.1 Function

This primitive indicates that an Idle Mode Response frame has been received.
10.3.40.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-IMREQUEST.indication
(
Peer MAC Address,
Dialog Token,
Paging Parameters
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address or the broadcast MAC address
	The address of the peer MAC entity to which the Idle Mode Response shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the Idle Mode transaction.

	Paging Parameters
	paging parameter element

	paging parameter element

	A paging parameter element describing the STA Idle Mode Response information. See clause 7.3.2.43.

	
	
	
	


10.3.40.3.3 When generated

This primitive is generated by the MLME when a valid Idle Mode Response frame is received.

11. MAC sublayer management entity
11.3 Relationships between services

Change list item a)2)vi as follows:

vi) Spectrum Management action, Wireless Network Management Presence Request, Presence Response, Paging Indication, Idle Mode Request and Idle Mode Response Action Frames
Within an IBSS, action frames are class 1.

11.15 Wireless Network Management Procedures 
Add new clauses after clause 11.15.6 of TGv D0.03 as shown below:

11.15.7 Idle Mode
Idle Mode is an extended power save mode for non-AP STAs. While in Idle Mode, a STA needs not listen for every Beacon frame, may traverse multiple BSSs in an ESS, and still be reachable from the ESS. 

An ESS may comprise one or more Paging Domains.  Paging Services within a Paging Domain are managed by one or more Paging Servers.  The Paging Group allows a STA moving among BSSs in a Paging Group to stay in Idle Mode without notifying the Paging Server of a change in the Paging Group.  Paging Indication frames need only be sent by the APs within a Paging Group, not an entire Paging Domain or ESS. 
Paging and Idle mode operation comprises the following procedures:

— Paging Capability Discovery and Paging Service Information Advertisement 

— Enter Idle Mode

— Exit Idle Mode

— Update Idle Mode (Keep-alive and Paging Group ID update)
— Paging

11.15.7.1 Paging Capability Discovery 

A STA discovers the paging capability via the Wireless Network Management Capability and the Paging Service and Paging Indication elements included in the Beacon and Probe Response Frames. When B4 of the Wireless Network Management Capabilities Information Element is set to ‘1’, the Paging capability is supported. 

11.15.7.2 Paging Service Information Advertisement 

APs within a Paging Domain supporting the Paging Service shall include the Paging Service Information Element defined in section 7.5.3 in beacon frames and in Probe Response frames.  The Paging Domain, Paging Server ID, and Paging Group ID in the Paging Service Information are used by non-AP STA in the Idle Mode Request frame.  The STA uses the Paging Interval and DPIM Count to determine how often a Paging Indication Message is broadcast and when the next Paging Indication Message information will be sent.  
11.15.7.3 Enter Idle Mode  

A non-AP STA signals its intent to enter Idle Mode by sending an Idle Mode Request frame with a Request-Type = “Enter Idle Mode” (0x01), STA address, Paging Domain ID received in Paging Service Information Advertisement, Paging Service ID received in Paging Service Information Advertisement, and Paging Group ID received in Paging Service Information Advertisement.  Upon receiving an Enter Idle Mode Request from the non-AP STA, the AP forwards the Enter Idle Mode Request to the Paging Server specified in the Idle Mode Request. The AP responds to the non-AP STA with an Idle Mode Response with a Keep-Alive Timer and the corresponding Response Status value defined in Table v-3. If the value of Response Status is not “Successful”, the Keep-Alive Timer shall be set to 0. 
If the STA does not receive the Enter Idle Mode Response within 180 seconds (“T180”) after it sends the Enter Idle Mode Request, the STA shall retransmit the Enter Idle Mode Request as long as the retry count is non-zero. 

If a successful Idle Mode Response is received, the AP shall  buffer any directed packet that belongs to the non-AP STA in Idle Mode and retain non-AP STA service and operation information. Both the STA and the Paging Server shall maintain the Keep-Alive Timer. The STA shall send a Idle Mode Request message with a Request-Type = “Update Idle Mode” (0x02)  to its  Paging Server  upon Keep-Alive Timer expiration. 
11.15.7.4 Exit Idle Mode  

A STA may exit Idle Mode by sending an Idle Mode Request message with a Request-Type = “Exit Idle Mode” (0x01) at anytime. A STA shall exit Idle Mode if:  
— The STA has a frame to transmit  

— The STA receives a valid Paged STA Indication that indicates the STA is being paged.
When a STA exits Idle Mode, the AP  shall resume all the service and operation associated with the STA.  If the STA has moved out the coverage of its Home-AP, the STA shall perform reassociation as needed. 

11.15.7.5 Idle Mode Update

The Idle Mode Update provides the Paging Service to with status information from STAs in Idle Mode. There are two types of Idle Mode Update: Paging Group Update and Keep-Alive Update.
11.15.7.5.1 Paging Group Update

A non-AP STA in Idle mode shall perform Idle Mode Update when the STA detects that the STA has moved out of its Paging Group (e.g. none of the APs in its Paging Group is reachable).   The STA shall send an Idle Mode Request message with Message-Type = “Update Idle Mode” (0x02) to an AP in the new Paging Group, within the same Paging Domain, including the new Paging Domain ID and Paging Group ID as received via Paging Service Information Advertisement.  

When the Paging Server receives Idle Mode Update information from the STA, the Paging Server shall update the STA information and Re-set its Keep-Alive Timer; if dot11RSNAEnabled and dot11RMFPEnabled are set to TRUE, the Paging Server must successfully validate the MIC prior to updating the STA paging information and re-setting the Keep-Alive Timer.
11.15.7.5.2 Keep-Alive Update 

The STA shall send an Idle Mode Request frame with a Request-Type = “Update Idle Mode” (0x02) to its Paging Server upon  Keep-Alive Timer expiration. 
When the Paging Server receives an Idle Mode Update from the STA, the Paging Server  shall re-set its Keep-Alive Timer; if dot11RSNAEnabled and dot11RSNAEnabled  are set to TRUE, then the Paging Server must successfully validate the MIC prior to re-setting its Keep-Alive Timer.
11.15.7.6 Paging  Indication
The Paging Indication frame notifies a STA in Idle Mode that directed frames are buffered for delivery to the STA. 
When directed packets for an STA in Idle Mode arrive STA’s Home-AP, the Home-AP shall notify the Paging Server to trigger a Paging Operation to the STA. The Paging Server transmits multicast frames with one or more Paged STA Indication sub-elements to all APs in the Paging Group with the MAC address of the paged STA.  When  the APs in the STA’s Paging Group receive the multicast frame from the Paging Server, the APs create the Paging Indication Message (PIM) as defined in 7.3.2 by hashing the received Paged STA MAC address to generate the Paging Bitmap and embedding the received Paged STA Indication sub-element(s) in the Paging Indication Message. The APs in the Paging Group broadcast the PIM in its next Paging Intervals, respectively.  APs that support the Paging Service shall also support Active Paging Scan as defined in 11.15.x.7. When the AP receives an Probe Request, it shall include the PIM in its Probe Response.
11.15.7.7 Paging Scan  

Paging Scan is the procedure used by a STA to determine whether it is being paged. After an STA acquires the sychronization information either via active scanning or passive scanning, the STA may perform Paging Scan. 

There are two type of Paing Scan procedures, Passive Paging Scan and Active Paging Scan, described below respectively.
11.15.7.7.1 Passive Paging Scan 
As the figure below depicts, a STA in Idle mode shall wake up prior the Paging Interval and perform time sychonization with the received beacon frame.  The Paging Indication Action Frame shall be sent immediately after the beacon frame where DPIM count is 0.  When the STA’s timestamp is syncronized with a different AP (new AP depicted below), then the STA may need to stay awake longer to receive the Paging Indication Action frame due to the different timestamps among the APs. 

[image: image1]




Figure v-10 Passive Paging Scan Procedure
11.15.7.7.2 Active Paging Scan

An STA in Idle Mode may send a Probe Request frame at any time. An AP which supports the Paging Service shall respond with a Probe Response message,  including the latest Paging Indication Element.
Insert A.4.14 into Annex A as follows:

Annex A

A.4 PICS proforma–IEEE Std. 802.11, 1999 Edition

A.4.3 IUT configuration 

Append this entry to the end of the IUT configuration table:

	
	
	
	
	

	Item
	IUT configuration
	References
	Status
	Support

	*CFv
	Is Wireless Network Management supported?
	
	O
	Yes, No, N/A

	
	
	
	
	


Insert this new clause after clause A.4.13:

A.4.14 Wireless Network Management extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Wireless Network Management capabilities supported?
	
	
	

	RME1
	Wireless Network Management Capabilities element
	7.3.2.32
	CFv:M
	Yes, No, N/A

	RME2
	Management Diagnostic Alerts
	11.15.1
	CFv:M
	Yes, No, N/A

	
RME2.1
	
Measurement Request frame
	7.4.5.1
	CFv:M
	Yes, No, N/A

	
RME2.2
	
Measurement Report frame
	7.4.5.2
	CFv:M
	Yes, No, N/A

	
RME2.3
	
Protocol for Triggered Measurements
	11.11.8
	CFv:M
	Yes, No, N/A

	
RME3
	
Event Log 
	11.15.2
	CFv:M
	Yes, No, N/A

	

RME3.1
	

Event Log Request
	7.3.2.33
	(CFv AND CF1):M
	Yes, No, N/A

	
RME3.2
	

Event Log Report
	7.3.2.34
	(CFv AND CF12):M
	Yes, No, N/A

	
RME4
	
Diagnostics 
	11.15.3
	CFv:M 
	Yes, No, N/A

	
RME4.1
	

Diagnostics Request
	7.3.2.35
	(CFv AND CF1):M
	Yes, No, N/A

	
RME4.2
	

Diagnostics Report
	7.3.2.36
	 (CFv AND CF12):M 
	Yes, No, N/A

	RME5
	 Paging Service
	11.15.4
	CFv:O
	Yes, No. N/A

	   RME5.1
	       Paging Service Protection
	8.8
	CFv:O
	Yes, No, N/A

	   RME5.2
	       Idle Mode Request
	7.3.2.44, 7.4.9
	(CFv AND CF1):M
	Yes, No, N/A

	   RME5.3
	       Idle Mode Response
	7.3.2.44, 7.4.10
	(CFv AND CF1):M
	Yes, No, N/A

	   RME5.4
	       Paging Indication
	7.3.2.43, 7.4.8
	(CFv AND CF1):M
	Yes, No, N/A


Add the following MIB attributes to Annex D:

Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11RMFPEnabled TruthValue }

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11RMFPEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting Paging Service Protection.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry TBD } 
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If the STA moves to a new AP, the STA scans for a new beacon and sync up with the new DPIM count, or STA sends Probe Request to request the last Paging Information element from the new AP. 
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If the STA is still with the same BSS, the STA will wait for Paging Indication broadcast frame
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