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Insert Section 8.4.4.2, as follows:

8.4.4.2 Robust Management Frame Policy Selection in an IBSS
Robust Management Frame protection is valid only if RSNA is selected to protect data messages.  For unicast messages, Robust Management Frames uses the same cipher suite as for unicast data. In addition, the Management Group cipher suite advertised in the Beacons and Probe Responses is also used. The same Management Group cipher suite must be used by all STAs in the IBSS; a STA shall reject authentication or 4-Way Handshake messages from a STA that advertises a different Management Group cipher suite from its own.  

If Bit 6 of the RSN Capabilities field is set in the Beacons and Probe Resopnses received from a peer STA, then the local STA shall examine the Management Group Cipher Suite field in the RSN IE.  An IBSS STA with Robust Management protection uses RSNA security association procedures, and in addition, includes the Management Group Cipher Suite field in the RSN IE, which is confirmed in the 4-Way Handshake.
Modify Section 8.4.9, as follows:

8.4.9 RSNA key management in an IBSS

To establish a security association between two STAs in an IBSS, each STA’s SME must have an accompanying

IEEE 802.1X Authenticator and Supplicant. Each STA’s SME initiates the 4-Way Handshake from

the Authenticator to the peer STA’s Supplicant (see 8.4.7). Two separate 4-Way Handshakes are conducted.

The 4-Way Handshake is used to negotiate the pairwise cipher suites, as described in 8.4.4. The IEEE

802.11 SME configures the temporal key portion of the PTK into the IEEE 802.11 MAC. Each Authenticator

uses the KCK and KEK portions of the PTK negotiated by the exchange it initiates to distribute its own

GTK and if robust management frames protection is enabled, its own IGTK. Each Authenticator generates its own GTK and if robust management frames protection is enabled, its own IGTK, and uses either the 4-Way Handshake or the Group Key 
Handshake to transfer the GTK and if robust management frames protection is enabled, the IGTK to other STAs with whom it has completed a 4-Way Handshake. The pairwise

key used between any two STAs shall be the pairwise key from the 4-Way Handshake initiated by the

STA with the highest MAC address.

A STA joining an IBSS is required to adopt the security configuration of the IBSS, which includes the group

cipher suite, pairwise cipher suite, AKMP, and if robust management frames protection is enabled, Group Management Cipher Suite (see 8.4.4). The STA shall not set up a security association 
with any STA having a different security configuration. The Beacon and Probe Response frames of the various

STAs within an IBSS must reflect a consistent security policy, as the beacon initiation rotates among the

STAs.

A STA joining an IBSS shall support and advertise in the Beacon frame the security configuration of the

IBSS, which includes the group cipher suite, advertised pairwise cipher suite, AKMP and if robust management frames protection is enabled, Group Management Cipher Suite (see 8.4.4). The 
STA may use the Probe Request frame to discover the security policy of a STA, including additional unicast 
cipher suites the STA supports. A STA shall ignore Beacon frames that advertise a different security policy.
Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


This document contains proposed changes to the TGw draft to address comments from the internal TG review.  This text proposes to add sections for IBSS.





All updates are to TGw draft D0.02.
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