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Insert Section 8.7.2, with proposed changes highlighted, as follows:

8.7.2 RSNA frame pseudo-code

STAs transmit protected MSDUs or MMPDUs to a RA when temporal keys are configured and an MLME.SETPROTECTION.

request primitive has been invoked for transmit to that RA. STAs expect to receive protected MSDUs or MMPDUs 
from a TA when temporal keys are configured and an MLME.SETPROTECTION.request primitive has

been invoked for receive from that TA. MSDUs and MMPDUs that do not match these conditions are sent in the clear and

are received in the clear.
Insert a sub-section under 8.7.2, with proposed changes highlighted, as follows, after the section on Per-MSDU Tx Pseudo Code:

8.7.2.2 Per-MMPDU Tx pseudo-code

if dot11RSNAEnabled = true and Bit 6 of RSNA Capability Field is set then

if MMPDU has an individual RA and Protection for RA is off for Tx then

transmit the MMPDU without protections

else if (MMPDU has individual RA and Pairwise key exists for the MMPDU’s RA) or (MMPDU has

a multicast or broadcast RA and network type is IBSS and IBSS GTK exists for MPDU’s

TA) then

// If we find a suitable Pairwise or GTK for the mode we are in…

if key is a null key then

discard the entire MMPDU 

else

// Note that it is assumed that no entry will be in the key
// mapping table of a cipher type that is unsupported.

Set the Key ID subfield of the IV field to zero.

if cipher type of entry is AES-CCM then

Transmit the MMPDU, to be protected after fragmentation using AES-CCM

else if cipher type of entry is TKIP then

Compute MIC using Michael algorithm and entry’s Tx MIC key.

Append MIC to MMPDU

Transmit the MMPDU, to be protected with TKIP

else if  cipher type of entry is AES-128-CMAC then
Transmit the MMPDU with BIP


endif

endif

else // Else we didn’t find a key but we are protected, so handle the default key case or discard

if IGTK entry for Key ID contains null then

discard the MMPDU

else if IGTK entry for Key ID is not null then

Set the Key ID subfield of the IV field to the Key ID.

if MMPDU has an individual RA and cipher type of entry is not TKIP then

discard the entire MMPDU 


else if cipher type of entry is AES-CCM then

Transmit the MMPDU, to be protected after fragmentation using AES-CCM

else if cipher type of entry is TKIP then

Compute MIC using Michael algorithm and entry’s Tx MIC key.

Append MIC to MMPDU

Transmit the MMPDU, to be protected with TKIP

endif




endif

endif

endif
Insert a sub-section under 8.7.2, with proposed changes highlighted, as follows, after the section on Per MPDU Tx Pseudo Code:

8.7.2.4 Per-MPDU Tx pseudo-code for MMPDU
if dot11RSNAEnabled = TRUE and Bit 6 of RSNA Capability Field is set then

if MPDU is member of an MMPDU that is to be transmitted without protections

transmit the MPDU without protections

else if MMPDU that MPDU is a member of is to be protected using AES-CCM

Protect the MPDU using entry’s key and AES-CCM

Transmit the MPDU

else if MMPDU that MPDU is a member of is to be protected using TKIP

Protect the MPDU using TKIP encryption

Transmit the MPDU




else

// should not arrive here

endif

endif
Insert a sub-section under 8.7.2, with proposed changes highlighted, as follows, after the section on Per-MPDU Rx Pseudo Code:

8.7.2.6 Per-MPDU Rx pseudo-code

if dot11RSNAEnabled = TRUE and Bit 6 of RSNA Capability Field is set then

if the Protected Frame subfield of the Frame Control Field is zero then

if Protection for TA is off for Rx then

Receive the unencrypted MPDU without protections

else

Discard the frame body without indication to LLC


endif

else if Protection is true for TA then

if ((MPDU has individual RA and Pairwise key exists for the MPDU’s TA) or (MPDU

has a broadcast/multicast RA and network type is IBSS and IBSS GTK exists for

MPDU’s RA)) then

if key is null then

discard the frame body 

else if entry has an AES-CCM key then

decrypt frame using AES-CCM key

discard the frame if the integrity check fails and increment dot11RSNAStats-

CCMPDecryptErrors

else if entry has a TKIP key then

prepare a temporal key from the TA, TKIP key and PN

decrypt the frame using RC4

discard the frame if the ICV fails and increment dot11RSNAStatsTKIPLocal-

MicFailures

else if entry has a AES-128-CMAC key then

check integrity of the frame using AES-128-CMAC key
discard the frame if the ICV fails and increment dot11CMACICVErrors
else


discard the frame body 

endif

else if GTK for the Key ID does not exist then


discard the frame body 
else if GTK for the Key ID is null then


discard the frame body 
else if the GTK for the Key ID is a CCM key then


decrypt frame using AES-CCM key

discard the frame if the integrity check fails and increment dot11RSNAStatsCCMPDecryptErrors

else if the GTK for the Key ID is a TKIP key then

prepare a temporal key from the TA, TKIP key and PN

decrypt the frame using RC4

discard the frame if the ICV fails and increment dot11RSNAStatsTKIPICVErrors

else if the IGTK for the Key ID is a AES-128-CMAC key then

integrity check the frame using AES-128-CMAC decryption

discard the frame if the ICV fails and increment dot11CMACICVErrors
endif

else


discard the frame body 
endif

endif
Insert a sub-section under 8.7.2, with proposed changes highlighted, as follows, after the section on Per-MSDU Rx Pseudo Code:

8.7.2.8 Per-MMPDU Rx pseudo-code

if dot11RSNAEnabled = TRUE and Bit 6 of RSNA Capability Field is set then

if the frame was not protected then


Receive the MMPDU unprotected


else// Have a protected MMPDU

if Pairwise key is an AES-CCM key then

Accept the MMPDU if its MPDUs had sequential PNs (or if it consists of only one

MPDU), otherwise discard the MMPDU as a replay attack and increment

dot11RSNAStatsCCMPReplays


else if Pairwise key is a TKIP key then

Compute the MIC using the Michael algorithm

Compare the received MIC against the computed MIC

discard the frame if the MIC fails increment dot11RSNAStatsTKIPLocalMICFailures

and invoke countermeasures if appropriate

compare TSC against replay counter, if replay check fails increment dot11RSNAStatsTKIPReplays

otherwise accept the MMPDU


else if  Pairwise key is a AES-128-CMAC key then

Accept the MMPDU if its MPDUs had sequential PNs (or if it consists of only one

MPDU), otherwise discard the MMPDU as a replay attack and increment

dot11RSNAStatsCMACReplays



endif

endif

endif
Insert the following under RSN MIB:

dot11RSNAStatsCMACICVErrors OBJECT-TYPE

SYNTAXCounter32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

"The number of received MPDUs discarded by the CMAC integrity checking
algorithm."

::= { dot11RSNAStatsEntry 11 }
dot11RSNAStatsCMACReplays OBJECT-TYPE

SYNTAXCounter32

MAX-ACCESSread-only

STATUScurrent

DESCRIPTION

"The number of received MPDUs discarded by the CMAC for replay errors."

::= { dot11RSNAStatsEntry 12 }
Update the following under RSN MIB:

Dot11RSNAStatsEntry ::=

SEQUENCE {

dot11RSNAStatsIndexUnsigned32,

dot11RSNAStatsSTAAddressMacAddress,

dot11RSNAStatsVersionUnsigned32,

dot11RSNAStatsSelectedPairwiseCipherOCTET STRING,

dot11RSNAStatsTKIPICVErrorsCounter32,

dot11RSNAStatsTKIPLocalMICFailuresCounter32,

dot11RSNAStatsTKIPRemoteMICFailuresCounter32,

dot11RSNAStatsCCMPReplaysCounter32,

dot11RSNAStatsCCMPDecryptErrorsCounter32,

dot11RSNAStatsTKIPReplaysCounter32,

 dot11RSNAStatsCMACICVErrors 32, 

dot11RSNAStatsCMACReplays 32}
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Abstract


This document contains proposed changes to the TGw draft to address comments from the internal TG review.  This text proposes to amend the Per-Frame Pseudo Code in Section 8.7 of REVma-D4.0.





All updates are to TGw draft D0.02.
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