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3．Definitions
Insert the following new definitions after 3.176, renumbering as necessary:

3.177 Entrance: the entrance is in charge of exchanging external network information between a WLAN and external networks, and can be regarded as a logical entity by which AP can retrieve information from external network.
5 General description

Insert the following text to the end of the indented list of section 5.2:
n) Interworking Service
[NOTE – the number of the item shall be renumbered after the other standards prior to 11u have been approved.]
5.2 Components of the IEEE 802.11 architecture

Insert the following new clauses after section 5.2.6
11 Interworking service
Before a STA associates with a WLAN, it needs know whether its subscription to a SSP would allow it to access this WLAN, so some information discovery mechanisms will be provided for the STA to obtain the related external network information from the external network through a WLAN. An entrance can assist a STA to achieve the external network information discovery.
The entrance (see figure 7) is in charge of exchanging external network information between a WLAN and external networks, and can be regarded as a logical entity by which AP can retrieve information from external network. The entrance may be located on the portal connected to the external network. 

[image: image1]
Figure 7 ― Architecture of network selection
7 Frame formats
7.2 Format of individual frame types

7.2.3 Management Frames
7.2.3.1 Beacon frame format

Insert the following rows at the appropriate location in Table 8:
Table 8 ― Beacon frame body
	Order
	Information
	Notes

	12
	Interworking Capability IE
	The Interworking Capability IE may be present if the AP supports interworking functionality.

	13
	Path IE
	The Path IE may be present if the AP supports interworking functionality.


7.2.3.4 Association request frame format 

Insert the following rows at the appropriate location in Table 10:
Table 10 ― Association Request frame body
	Order
	Information
	Notes

	x
	Path IE
	The Path IE may be present if the non-AP STA supports interworking functionality.


7.2.3.6 Reassociation request frame format 

Insert the following rows at the appropriate location in Table 12:
Table 12 ― Reassociation Request frame body
	Order
	Information
	Notes

	x
	Path IE
	The Path IE may be present if the non-AP STA supports interworking functionality.


7.2.3.8 Probe request frame format 
Insert the following rows at the appropriate location in Table 14 :
Table 14 ― Probe Request frame body
	Order
	Information
	Notes

	x
	Path IE
	The Path IE may be present if the non-AP STA supports interworking functionality.

	x
	Container IE
	The Container IE may be present if the non-AP STA supports interworking functionality.

	x
	Interworking Capability IE
	The Interworking Capability IE may be present if the non-AP STA supports interworking functionality.


7.2.3.9 Probe response frame format 

Insert the following rows at the appropriate location in Table15:
Table 15 ― Probe Response frame body
	Order
	Information
	Notes

	x
	Path IE
	The Path IE may be present if theAP supports interworking functionality.

	x
	Container IE
	The Container IE may be present if the AP supports interworking functionality.

	x
	Interworking Capability IE
	The Interworking Capability IE may be present if the non-AP STA supports interworking functionality.


7.3 Management frame body components

7.3.2 Information Element 
Inert the following new subsections after subclause 7.3.2.35

[Note - the changes of the 11k/11r/11w will affect the numbering of the subclause.]

7.3.2.36 Path element
Path element indicates the extended service set identifier that current BSS belong to and the SSPNs with that the ESS has a subscription;

The ESSID is a MAC address. The SSPN Number indicates the length of SSPN ID List. The SSPN ID List is a list of SSPN identification which is to be defined. 
	Element ID
	Length
	ESSID
	SSPN Number
	SSPN ID List


            Octets:            1                  1               6                     1                         variable
Figure 114 ― Path element format
7.3.2.37 Interworking capability element
Interworking capability element indicates the interworking capability of local WLAN which includes the whether can access the external network or not、network access control policy indicated by Interworking Capability Indication, supported online enrolment methods indicated by Enrolment methods counter and Enrolment methods List.
	Element ID 
	Length 
	Interworking Capability Indication   
	Enrolment methods counter           
	Enrolment methods List              


Octets:              1                     1                           1                                 1                      variable                                                                                                       
Figure 115 ― Interworking Capability element format                                                                

The first bit of the Interworking capability indication indicates the capability of accessing external network. The second and third bit of the Interworking capability indication indicates the network access control policy which has the following combinations. The other bits reserved.
	Interworking capability    
	Credential 
	Enrolment
	Reserved


                                    Bit:                       1                               1                    1                     5  
 Figure 116 ― Interworking Capability Indication field
Table 44 ― Combination of Network Access Control Policy
	Credential
	Enrolment 
	Network Access Control Policy

	No
	No
	Open

	No
	Yes
	Online Enrolment

	YES
	No
	Credential

	YES
	YES
	Both enrolment and credential


[Note - the information element proposed here needs to be merged into the information element proposed in network section proposal.]

7.3.2.38 Container element

Container element is used to indicate the requesting and responding for external network information. Its format is defined as follows. 
	Element ID   
	Length 
	Request/Response for external network information


               Octets:            1                  1                                          variable
Figure 117 ― Container element format
The information of interworking service type or charges is contained in the Request/Response for external network information field.
7.4 Action frame format details
Insert the following subclauses after subclause 7.4.4, renumbering as necessary.
7.4.5 Network selection action frame format

Two Action frame formats are defined for network selection. An Action Value field, in the octet field immediately after the Category field, differentiates the two formats.
7.4.5.1 External network information Request frame format

The External network information Request frame uses the Action frame body format and is transmitted by a STA requesting AP to return external network information requested. The format of the External network information Request frame body is shown in Figure 119.

The Category field is to be defined (representing external network information discovery)
Table 58 ― Network selection Action Value filed values field
	Action value field
	Description

	0
	External network information request

	1
	External network information response

	2~255
	Reserved


	Category
	Action Value
	Container IE


Octets:           1                        1                    variable
Figure 119 ― External network information Request frame body format

The Action Value field shall be set to 0 (representing an External network information Request frame).
The External network information Request Elements field shall contain one or more of Container element described in 7.3.2.38. The number and length of the Container elements in an External network information Request frame is limited by the maximum allowed MMPDU size.
7.4.5.2 External network information Response frame format

The External network information Response frame uses the Action frame body format and is transmitted by an AP responding to STA by external network information which is corresponding to external network information requested. The format of the External network information Response frame body is shown in Figure xxx.

The Category field is to be defined (representing external network information discovery)

	Category
	Action Value
	Container IE


Octets:              1                      1                    variable
Figure 120 ― External network information Response frame body format

The Action Value field shall be set to 1 (representing an External network information Response frame).

The External network information Response Elements field shall contain one or more of Container element described in7.3.2.38. The number and length of the Container elements in a External network information Response frame is limited by the maximum allowed MMPDU size.    
10   Layer management
10.3 MLME SAP interface
10.3.2 Scan
10.3.2.1 MLME-SCAN.request

10.3.2.1.2 Semantics of the service primitive

Change the primitive parameters of subclause 10.3.2.1.2:

The primitive parameters are as follows:

MLME-SCAN.request (

BSSType,

BSSID,

SSID,

ScanType,

ProbeDelay,

ChannelList,

MinChannelTime,

MaxChannelTime,

Path IE,

Interworking Capability IE,

Container IE
)
Insert the following rows to the table of subclause 10.3.2.1.2:

	Name
	Type
	Valid range
	Description

	Path IE
	As defined in frame format
	As defined in frame format
	The value from the Path IE.

	Container IE
	As defined in frame format
	As defined in frame format
	The value from the Container IE.

	Interworking Capability IE
	As defined in frame format
	As defined in frame format
	The value from the Interworking Capability IE.


10 MLME-SCAN.confirm

Change the primitive parameters of subclause 10.3.2.2.2:

10 Semantics of the service primitive

Add the following rows to the BSSDescription table:

	Name
	Type
	Valid range
	Description

	Path IE
	As defined in frame format
	As defined in frame format
	The value from the Path IE.

	Container IE
	As defined in frame format
	As defined in frame format
	The value from the Container IE.

	Interworking Capability IE
	As defined in frame format
	As defined in frame format
	The value from the Interworking Capability IE.


10.3.6 Associate

10.3.6.1 MLME-ASSOCIATE.request

Change the primitive parameters of subclause 10.3.6.1.2:

10.3.6.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.request (

PeerSTAAddress,

AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,

Supported Channels,

RSN,

PathIE
)
Insert the following rows to the table of subclause 10.3.6.1.2:

	Name
	Type
	Valid range
	Description

	PathIE
	As defined in frame format
	As defined in frame format
	The value from the Path IE. This element may be present if dot11InterworkingOptionImplement is true.


10.3.6.2 MLME-ASSOCIATE.confirm

Change the primitive parameters of subclause 10.3.6.2.2:

10.3.6.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.confirm (

ResultCode,

CapabilityInformation,

AssociationID,

SupportedRates,

Path IE
)
Insert the following rows to the table of subclause 10.3.6.2.2:

	Name
	Type
	Valid range
	Description

	Path IE
	As defined in frame format
	As defined in frame format
	The value from the Path IE. This element may be present if dot11InterworkingOptionImplement is true.


10.3.6.3 MLME-ASSOCIATE.indication
Change the primitive parameters of subclause 10.3.6.3.2:

10.3.6.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.indication (
PeerSTAAddress,

CapabilityInformation,

ListenInterval,

SSID,

SupportedRates,

RSN,

Path IE

)
Insert the following rows to the table of subclause 10.3.6.3.2:

	Name
	Type
	Valid range
	Description

	Path IE
	As defined in frame format
	As defined in frame format
	The value from the Path IE. This element may be present if dot11InterworkingOptionImplement is true.


10.3.7 Reassociate

It is also needed to amend the relative primitives of Reassociate as the Associate, and here omits to show the amendment of the Reassociate.

10.3.8 External network information discovery
10.3.29.1 MLME-EXTNETINF.request
10.3.29.1.1 Function
This primitive indicates a requesting for external network information which can be access though Local WLAN.
10.3.29.1.2 Semantices of the service primitive

The primitive parameters are as follow:
    MLME- EXTNETINF.request (
                                                         ExternalNetworkInformationRequestMessage
 )

	Name
	Type
	Valid range
	Description

	ExternalNetwork-InformationReque-stMessage
	It is defined as Container element
	It is defined as Container element
	It is used to request external network information which can be acess though Local WLAN.


10.3.29.1.3 When generated

This primitive is generated by the SME to request that a external network information discovery request action frame be sent to external network information server to retrieve external network information.
10.3.29.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs an external network information discovery request action request frame containing the Container element specified.This frame is then scheduled for transmission.
10.3.29.2  MLME- EXTNETINF.confirm

10.3.29.2.1 Function
This primitive reports the result of a request to send external network information request action frame.
10.3.29.2.2 Semantices of the service primitive

The primitive parameters are as follow:

    MLME- EXTNETINF.confirm (

                                                         ExternalNetworkInformationResponseMessage
 )

	Name
	Type
	Valid range
	Description

	ExternalNetwork-InformationResp-onseMessage
	It is defined as Container element
	It is defined as Container element
	Reports the outcome of a request to send an external network information request action frame.


10.3.29.2.3 When generated

This primitive is generated by the MLME when the request to transmit an external network information request action frame completes.
10.3.29.2.4 Effect of receipt

On receipt of this primitive, the SME return the External network information response message to upper layer.
10.3.29.3 MLME- EXTNETINF.indication

10.3.29.3.1 Function

This primitive indicates an external network information request action frame has been received requesting the external network information.
10.3.29.3.2 Semantices of the service primitive

The primitive parameters are as follow:

    MLME- EXTNETINF.indication (

                                                        ExternalNetworkInformationRequestMessage
 )

	Name
	Type
	Valid range
	Description

	ExternalNetworkIn-formationRequestM-essage message
	It is defined as Container element
	It is defined as Container element
	It is used to request external network information which can be acess though Local WLAN.


10.3.29.3.3 When generated

This primitive is generated by the MLME when a valid external network information request action frame is received.
10.3.29.3.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the requested external network information.
10.3.29.4 MLME- EXTNETINF.response

10.3.29.4.1 Function

This primitive is used to send a response to a specific peer MAC entity that requested external network information with the STA that issued this primitive.
10.3.29.4.2 Semantices of the service primitive
The primitive parameters are as follow:

    MLME- EXTNETINF.response (

                                                        ExternalNetworkInformationResponseMessage
 )

	Name
	Type
	Valid range
	Description

	ExternalNetworkInforma-tionResponseMessage
	It is defined as Container element
	It is defined as Container element
	Reports the outcome of a request to send an external network information request action frame.


10.3.29.4.3 When generated

This primitive is generated by the SME of a STA as a response to an MLME- EXTNETINF.indication primitive.
10.3.29.4.4 Effect of receipt

This primitive initiates transmission of a response to the specific peer MAC entity that requested external network information.
10.3.30 MLME SAP interface for Remote Request
[Note: It is feasible to use the remote request broker mentioned in TGr to support interworking information query through the DS.]
Before the AP broadcasts the beacon to the STAs or responds the probe response to the STA, it will exchange message with the Entrance over the DS. So some primitives will be defined by TGu to support the interworking information query.
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10.3.30.1 MLME-REMOTEREQ.indication

10.3.30.1.1 Function
This primitive should be issued by the MAC to the RRB when it receives a probe request frame from the STA or when it is preparing the relevant information about the external networks for beacon broadcast.
10.3.30.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REMOTEREQ.indication (

PeerMACAddress, 

InformationQueryRequest,

RemoteRequestTimeout,

RequestIdentifier

)
	Name
	Type
	Valid range
	Description

	PeerMAC-

Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the entity which responses to the “Information Query Request”.

	Information-QueryRequest
	the query quest about the external networks
	As defined in the element about query request
	Specifies the query quest about the external networks

	RemoteRequ-estTimeout
	Integer
	>= 0
	Specifies a time limit (in TU) after which the remote request procedure will be terminated. 

	RequestIdent-ifier
	Integer
	ranging from 0 to 216-1
	An identifier that will be used by the AP and the MAC entity within the DS to match a remote request with a remote response.


10.3.30.1.3 When generated

This primitive is generated by the MAC as a result of receipt a probe request frame from one STA or as a result of preparing some external network information for beacon broadcast.

10.3.30.1.4 Effect of receipt

Upon receipt of this primitive, the RRB sends a message of “Information Query Request” to the peer MAC address.
10.3.30.2 MLME-REMOTEREQ.response

10.3.30.2.1 Function

This primitive reports the query results of external network inforamtion. 

10.3.30.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REMOTEREQ.response (

MACAddress, 

RequestIdentifier,

Query result,

InformationQueryResponse

)
	Name
	Type
	Valid range
	Description

	MACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the entity which sends the “Information Query Response”.

	Request-Identifier
	Integer
	ranging from 0 to 216-1
	An identifier that will be used by the AP and the MAC entity within the DS to match a remote request with a remote response.

	Query-Result
	
	SUCCESSFUL, TIMEOUT
	Indicates the result of the query. SUCCESSFUL means the operation of query external networks information is successful, and the TIMEOUT menas it is timeout when waiting for the query result.

	Information-Query-Response
	the query quest about the external networks
	As defined in the  element about the query response
	Specifies the query response about the external networks


10.3.30.2.3 When generated

This primitive is generated by the MAC to the RRB to indicate that it has received the message of “Information Qurey Response” from the peer MAC entity within the DS.

10.3.30.2.4 Effect of receipt

On receipt of this primitive, the RRB of the AP is notified of the results of the query about the external networks information. If the result is SUCCESSFUL, the RRB will construct one frame cotaining the query response information based on either the beacon broadcast case or the probe response case. Else if the result is TIMEOUT, no external network information is contained in the beacon or probe response.
11   MLME
Insert the following subclauses after subclause 11.10, renumbering as necessary.
11.11    Network selection procedure
11.11.1 Passive discovery

An AP can announce interworking capability information and path information which is about the path from local network to external network by beacon transmission.

The beacon frame contains the interworking capability information element which includes the information as follows: whether supporting interworking with external network or not, whether supporting online registration or not, and which online registration methods be supported.

The beacon frame can contain the path element which contains the SSPNs having a direct subscription with the AP.

The passive discovery provides the following procedures:

― The AP may need to retrieve the external network information from the external network information server by entrance entity.

― The AP announces the interworking capability information and path information by beacon transmission.

― The STAs receive the beacon.

11.11.2 Active discovery

The STAs can use active discovery to retrieve the interworking capability information overloaded by interworking capability IE, path information overloaded by path IE and external network information overloaded by Container IE from the current WLAN.

Interworking capability IE and Path IE can be contained by probe request/response frame when the STA uses the active discovery.
Container IE can be contained by probe request/response frame and network selection action frame. The requested external information concludes Interworking service type, charge information and so on.

 The active discovery provides the following procedures:

― The STA which would like to retrieve interworking capability information or path information can send a probe request frame to AP. The STA which would like to retrieve external network information can send a network selection action request frame to AP.
― The AP receives the coming frame, and then collects the corresponding information. The AP may need to retrieve information from the external network information server by entrance entity. 

― The AP returns the corresponding probe response frame or network selection action response frame to the STA which sends the probe request frame or network selection action request frame.

― The STA which sends the probe response or action response frame receives the probe response frame or network selection action response frame.
11.11.3 External network information discovery flows
When a STA wants to inquire the external network information by action frame, it will initiate the external network information discovery as figure 214.

[image: image3]
Figure 214--External network information discovery initiated by network selection action frame
When the AP receives a probe request which contains the Path IE or when the AP wants to broadcast a beacon, the AP will initiate the external network information discovery as figure 215.

[image: image4]
Figure 215-- External network information discovery initiated by probe request or beacon broadcast.
Annex D
Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11InterworkingCapabilityEnabled TruthValue }

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11InterworkingCapabilityEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting interworking with external network.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry TBD }
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