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Business
Chair asked whether there is any discussion on the open issues.
Kapil started an e-mail thread on the TGw thread.
Comment 67: 
Will we cause legacy incompatibility by extending the RSN IE? Rev’ing version number causes risk. Extending RSN IE should not cause risk. 
Proposed Resolution: Leave version field as is and extend the RSN IE.
Comment 117: 
The original definition of the HC IE had all three MAC addresses. Don’t need the DA and SA, since they are in the MIC. 
Proposed Resolution: Since the HC conveys only Frame Control and BSSID fields, the TKIP overview to read:
For an MSDU, a transmitter calculates a keyed cryptographic message integrity code (MIC) over the SA and DA of the MSDU, the MSDU priority (see 8.3.2.3) and the MSDU plaintext data.  For an MMPDU, a transmitter calculates a keyed MIC over the MMPDU SA and DA, the plaintext data and the Header Clone IE appended to the MMPDU.   TKIP appends the computed MIC to the MSDU or MMPDU data prior to fragmentation into MPDUs. The receiver verifies the MIC after decryption, ICV checking, and defragmentation of the MPDUs into an MSDU or MMPDU and discards any received MSDUs or MMPDUs with invalid MICs. TKIP’s MIC provides a defense against forgery attacks.
Comment 192: 
What keys are deleted when disassociate/deauthenticate? 
Proposed Resolution: Update first paragraph in Clause 8.4.10 as
When a non-AP STA SME receives a successful MLME association or reassociation confirm primitive or receives or invokes an MLME disassociation or deauthentication primitive, it will delete some security associations. Similarly, when an AP SME receives an MLME association or reassociation indication primitive, or receives or invokes an MLME disassociation or deauthentication primitive it will delete some security associations. In the case of an ESS, the non-AP STA’s SME shall delete the PTKSA, IGTKSA, DGTKSA and the GTKSA, and the AP’s SME shall delete the PTKSA and the DGTKSA. In the case of an IBSS, the STA’s SME shall delete the PTKSA and the receive GTKSA. Once the security associations have been deleted, the SME then invokes MLMEDELETEKEYS. request primitive to delete all temporal keys associated with the deleted security associations. The IEEE 802.1X Controlled Port returns to being blocked. As a result, all data frames are unauthorized before invocation of an MLME-DELETEKEYS.request primitive.
Comments 148, 174, 181: 
Proposed resolution:
Comment #148: Accept.  See comments 174 and 181.
Comment #174: Accept. In Clause 8.3.4.5, D0.01, pg 18, 
(i)                   In sub-bullet (c), Replace “AES-CMAC-64” with “AES-128-CMAC”

(ii)                 In sub-bullet (d), Insert “Truncate the result and “ at the beginning of first sentence.

Comment #181: Accept. In Clause 8.3.4.6, D0.01, pg 18,
(i)                   In sub-bullet (c), Replace “AES-CMAC-64” with “AES-128-CMAC”

(ii)                 In the first paragraph following (c), Insert “Truncate the result and “ at the beginning of the first sentence.

Slide Submission 11-06-0492 describes how to compress the policy bits for 802.11w. Seemed to be consensus for this at Jacksonville. Kapil and Nancy to volunteer write text as specified by 11-06-0492.
Comment 7: 
IBSS support comments. Jouni volunteered to address this comment. Kapil has pinged Jouni but has not yet heard a response.
Comment 53: 
The decision tree needs to be modified for BIP. Jouni’s comment. Kapil has pinged Jouni whether he has done this, but has heard no response.
Proposal to remove MUP: Kevin volunteers to write text.
Comment 130: 
Commenter says his comment is resolved by resolution to Comment 129.
Comment 154: 
Kapil raised issue of whether vendor-specific elements are included. Kevin to suggest text for the always-at-the-end information element/frame format
Comment 161: 
Fabrice to suggest text.
Comment 201: 
Fabrice will suggest text.
Comment 204: 
Proposed Resolution: Put the 802.11w PICS as a subset of the 802.11i PICS.
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Abstract


Minutes of the 802.11 TGw Task Group Teleconference meeting held on June19th, 2006.
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