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 Add the following in 5.4.3.1 Authentication

A mesh mesh supports a third type of authentication called Comminus based on either a pre-shared secret or an authenticated public key. 

Add the following as 5.4.7.5 Secure Mesh Formation

Comminus provides mutual authentication and perfect forward secrecy by way of a Diffie-Hellman exchange between MPs.  The protocol is based on Hugo Krawczyk’s SKEME protocol.

Notation:

· a is Alice, the initiator

· b is Bob, the responder

· BSSIDa is the BSSID of Alice

· BSSIDb is the BSSID of Bob

· gx is a Diffie-Hellman public value for x (mod p is implied)

· gab is the shared secret result of a Diffie-Hellman key exchange

· X | Y is the concatenation of X with Y

· HS(x,y) is HMAC-SHA1, a pseudo-random function, taking arguments x (a key) and y (data)

· {X}y is the encryption of X with y

· When y is a symmetric key it denotes AES-Keywrap

· When y is an asymmetric key it denotes public key encryption

· Na is a pseudo-random number chosen by Alice

· Nb is a pseudo-random number chosen by Bob

· K = HS(Na, gab) xor HS(Nb, gab)

· w is a key-encrypting key derived from K

· p is an authenticating key derived from K

· AtoB is HS(NNb, p | ga|gb|BSSIDa|BSSIDb)

· BtoA is HS(Na, p | gb|ga|BSSIDb|BSSIDa)

The diagram below illustrates one type of Comminus authentication with public key, where pub_b is Bob’s public key and pub_a is Alice’s public key.


Additionally, several other transactions are defined, such as pre-shared key authentication, cookie requests and certificate discovery.  Pre-shared key authentication works very similar to the above illustration, except a pre-shared key is used instead of a public key.  Token requests provide Bob with proof-of-life of Alice and allow the creation of a stateless token for Alice, which is subsequently mandatory for further communication with Bob.  This provides built-in DoS resistance.  Further, if Alice does wishes to use certificate-based authentication, but is not already in possession of Bob’s certificate, Alice can use a certificate discovery request to uncover Bob’s certificate.

Add the following to 7.2.3.10 Authentication Frame Format

Table 17 Presence of Challenge Text Information Element

Authentication algorithm
Authentication Transaction sequence number.
Status Code
Challenge Text

Comminus
1
Reserved
Not present

Comminus
2
Status
Present

Comminus
3
Status
Present

Comminus
4
Status
Not present

Add the following to 7.3.1.1 Authentication Algorithm Number Field

Authentication algorithm number = 3: Comminus

Add the following as 7.3.2.59

7.3.2.59  Comminus Negotiation Element

The Comminus Negotiation Element describes the parameters of the Comminus authentication exchange that is being performed. This element must be present in the first authentication frame and the first authentication frame only.

Element ID
Length (2)
AuthCipherType
  DHGroup

    Octets:          1                         1                               1                                   1

The AuthCipherType field is coded as an 8 bit bitfield and represents the type of authentication being performed with Comminus.  The 0 bit defines the cipher to use upon completion of Comminus (0 : pre-shared key; 1 : public key) .  The 1 bit is used to indicate the authentication type (0 : CCMP; 1 : TKIP). All other values are reserved and must be set to zero on transmission and ignored upon receipt.

AuthCipherType
Authentication
Cipher

0x00 (0)
pre-shared key
CCMP

0x01 (1)
pre-shared key
TKIP

0x10 (2)
public key
CCMP

0x11 (3)
public key
TKIP

The DHGroup field is coded as a positive integer and represents the group used to perform a Diffie-Hellman key exchange. Values are indicated in section 11.A.5.2.5.

7.3.2.60  Diffie-Hellman Exponential Element

The Diffie-Hellman Exponential Element contains a Diffie-Hellman “public value” to be used when doing the Comminus authentication exchange.

Element ID
Length
Diffie-Hellman public value

    Octets:                1                                  1                                    variable up to 255

The public value is coded as an unsigned integer and is used to perform the second phase of a Diffie-Hellman exchange to derive a shared secret. Diffie-Hellman public values, which are greater than 255 octets must be represented by a Diffie-Hellman Exponential Element followed immediately by as many Diffie-Hellman Exponential Elements as needed to complete the exchange.

7.3.2.61  Encrypted Nonce Element

The Encrypted Nonce Element contains an encrypted random number and is used when doing the Comminus authentication exchange. Nonces used in Comminus are 20 bytes long, encrypted nonces contain padding, possibly integrity checks, and additional bits necessary to properly encode the encrypted nonce.

Element ID
Length
Encrypted Nonce

        Octets:                1                                 1                            variable up to 255

The type of encryption of the nonce depends on the type of authentication specified in the Comminus Negotiation Element (section 7.3.2.59).  It will be either the output of NIS AES key wrap or a PKCS#1 Public Key encryption.

7.3.2.62  Comminus Token Element

The Comminus Token Element is used by the responder in a Comminus exchange to convey a stateless token to the initiator and is used to mitigate denial-of-service attacks. It can only be present in the second Comminus frame -- authentication sequence number two.

Element ID
Length
Comminus Token

Octets:                1                                 1                            variable up to 255

The token value is a vendor-specific sequence of bits that encodes a stateless token.

7.3.2.63  Certificate Element

The Certificate Element is used to convey an X.509 digital certificate to another MP. It is requested using a Request Information Element (section 7.3.2.12) in a probe request and shall be present in a subsequent probe response.

Element ID
Length
Certificate

Octets:                1                                 1                            variable up to 255

The certificate value is a PEM-encoded representation of the X.509 digital certificate. Certificates which are greater than 255 octets must be represented by a Certificate Element followed immediately by as many Certificate Elements as needed to convey the certificate.

Add the following to 11.A.3.2.2 Peer Link Maintenance

“The subordinate end of the link corresponds to the MP that initiated a Comminus authentication exchange and the superordinate end of the link corresponds to the MP that responded to a Comminus authentication request.” and “An MP attempting to create a peer link with another MP shall perform a Comminus authentication with that peer. Failure of Comminus shall result in failure to create a peer link. After a successful Comminus authentication the MP shall transmit an associate request to the other MP including an MP peer request element, defined in clause 7.3.2.46.”

Change 11.A.3.4 (4i)

“802.11 open authentication” becomes “802.11 Comminus authentication”

Add new row to 11.A.3.5.1Table s17 MP Neighbour Table Entry

SA: security association containing unicast and broadcast keys

Change 11.A.3.5.1 Table s18 State Values

Candidate Peer: Has peer capability, not authenticated

Authenticated Peer: authenticated, no association established

Change 11.A.5 Security

This specification defines a new 802.11 authentication algorithm to perform secure mesh formation. It answers the question “who can join the mesh?”. It also uses mechanisms from 802.11i to secure the transmission of frames and to optionally perform RSNA authentication to authorize MPs to specialized roles in the mesh. Note that end-to-end security may be layered on top of the WLAN mesh security, e.g. using IPsec, this is beyond the scope of the specification.

Change 11.A.5.1 Security Framework

Add “The mesh formation specification is based on an authenticated Diffie-Hellman exchange. Authentication can be done using a pre-shared key or using certified public keys. The exchange provides perfect forward secrecy and mutual authentication.”

Change “The link access specification...” to “The mesh role authorization specification...”

Change “In a WLAN mesh...” to “When specific authorization for different mesh roles is required...”

New 11.A.5.2 Comminus Authentication

Comminus provides for mutual authentication with perfect forward secrecy and resistance to passive attack regardless of whether pre-shared keys or certified public keys are used. No external server or key holder is necessary and the authenticated key that results from a successful Comminus exchange is known only by the two MPs, which took part in the exchange.

All Comminus messages are sent as 802.11 authentication frames.

11.A.5.2.1 Pre-shared key authentication with Comminus

Authentication is done using a key that has been provisioned on both MPs in a manner outside the scope of this specification. Proof of possession of this secret authenticates an MP.  The base pre-shared key authentication exchange is a 4 message exchange described as follows.

11.A.5.2.1.1 Comminus pre-shared key authentication (first frame)

The subordinate MP computes a random number, Ni, and encrypts it using NIS AES key wrap. In addition it computes a Diffie-Hellman public value based on one of the defined Diffie-Hellman groups from section 11.A.5.2.5. It then composes the following message and sends it to the superordinate MP:

· Message type: Management

· Message subtype: Authentication

· Information Items:

· Authentication Algorithm Identification = Comminus

· Authentication Transaction Sequence Number = 1

· Comminus Negotiation Element

· AuthType = pre-shared key

· DHGroup = any valid Diffie-Hellman group

· Diffie-Hellman exponential Element = Diffie-Hellman public value from subordinate MP

· Encrypted Nonce Element = Ni encrypted with pre-shared key

The superordinate MP receives the first frame and checks the Comminus Negotiation Element. If it does not have a pre-shared key provisioned it responds with an authentication from with status code 10 (cannot support the capabilities) indicating failure. If it does have a pre-shared key provisioned it decrypts the nonce to recover Ni. If decryption fails the superordinate MP responds with an authentication frame with status code 38 (parameter has invalid value) indicating failure. Otherwise the superordinate MP produces its own Diffie-Hellman public value based on the group specified in message one, finishes the Diffie-Hellman exchange, computing gxy, the remaining keys, computes its own random number, Nr, encrypts its random number using NIS AES key wrap with the pre-shared key, computes its challenge data BtoA,  and composes the next message. 

11.A.5.2.1.2 Comminus pre-shared key authentication (second frame)

The superordinate MP computes the following frame and sends it to the subordinate MP:

· Message type: Management

· Message subtype: Authentication

· Information Items:

· Authentication Algorithm Identification = Comminus

· Authentication Transaction Sequence Number = 2

· Diffie-Hellman exponential Element = Diffie-Hellman public value from superordinate MP

· Encrypted Nonce Element = Nr encrypted with pre-shared key

· Challenge text = BtoA

The subordinate MP receives the second frame and decrypts Nr. If decryption fails the subordinate MP silently drops this frame and declares authentication unsuccessful. Otherwise the subordinate MP will finish the Diffie-Hellman exchange, computing gxy, and then compare BtoA with its expected value.  If the value is not what was expected the subordinate MP silently drops this frame and declares authentication unsuccessful. Otherwise the subordinate MP computes the challenge data AtoB, the rest of the necessary keys, and composes the next message. 

11.A.5.2.1.3 Comminus pre-shared key authentication (third frame)

The subordinate MP composes the following message and sends it to the superordinate MP:

· Message type: Management

· Message subtype: Authentication

· Information Items:

· Authentication Algorithm Identification = Comminus

· Authentication Transaction Sequence Number = 3

· Challenge text = AtoB

· EAPOLKEYIE from 11r using notation from 8.5.2.2

· EAPOL-key(1, 1, 0, 0, G, 0, keyRSC, 0, MIC, GTKsub)

GTKsub is the subordinate MP’s GTK and is encrypted using key w.

The superordinate MP receives the third frame and checks the value of the challenge text with its expected value. If the challenge text does not match its expected value, the MP responds with an authentication frame with the status code set to 15 (challenge failure). Otherwise the GTK is decrypted and installed and the next message is composed. 

11.A.5.2.1.4 Comminus pre-shared key authentication (fourth frame)

The superordinate MP composes the following message and sends it to the subordinate MP:

· Message type: Management

· Message subtype: Authentication

· Information Items:

· EAPOLKEYIE from 11r using notation from 8.5.2.2

· EAPOL-key(1, 1, 0, 0, G, 0, keyRSC, 0, MIC, GTKsuper)

GTKsuper is the superordinate MP’s GTK and is encrpyted using key w.

The subordinate MP receives the fourth frame and decrypts and installs the GTK. Authentication is now successfully finished.

11.A.5.2.2 Certified public key authentication with Comminus

Authentication is done by having each MP prove possession of the private analog to a certified public key. The certified public key is usually, but not exclusively, provided in a certificate that can be exchanged by requesting one in a probe request and receiving it in a probe response as described in section 11.A.5.2.4.

11.A.5.2.2.1 Communus certified public key authentication (first frame)

The subordinate MP computes a random number, Ni, and encrypts it, in PKCS#1 format, with the public key of the superordinate MP.  In addition it computes a Diffie-Hellman public value based on one of the defined Diffie-Hellman groups from section 11.A.5.2.5. It then composes the following message and sends it to the superordinate MP:

· Message type: Management

· Message subtype: Authentication

· Information Items:

· Authentication Algorithm Identification = Comminus

· Authentication Transaction Sequence Number = 1

· Comminus Negotiation Element

· AuthType = certified public key

· DHGroup = any valid Diffie-Hellman group

· Diffie-Hellman exponential Element = Diffie-Hellman public value from subordinate MP

· Encrypted Nonce Element = Ni encrypted with superordinate MP’s public key

The superordinate MP receives the first frame and checks the Comminus Negotiation Element. If it does not have a public/private key pair provisioned it responds with an authentication from with status code 10 (cannot support the capabilities) indicating failure. If it does have a public/private key provisioned it decrypts the nonce with its private key to recover Ni. If decryption fails the superordinate MP responds with an authentication frame with status code 38 (parameter has invalid value)  indicating failure. Otherwise the superordinate MP produces its own Diffie-Hellman public value based on the group specified in message one, finishes the Diffie-Hellman exchange, computing gxy and the remaining keys, computes its own random number, Nr, encrypts its random number, in PKCS#1 format, with the public key of the subordinate MP, computes its challenge data BtoA, and the next message is composed.

11.A.5.2.2.2 Comminus certified public key authentication (second frame)

The superordinate MP composes the following message and sends it to the subordinate MP:

· Message type: Management

· Message subtype: Authentication

· Information Items:

· Authentication Algorithm Identification = Comminus

· Authentication Transaction Sequence Number = 2

· Diffie-Hellman exponential Element = Diffie-Hellman public value from superordinate MP

· Encrypted Nonce Element = Nr encrypted with public key of subordinate MP

· Challenge text = BtoA

The subordinate MP receives the second frame and decrypts Nr with its private key. If decryption fails the subordinate MP silently drops this frame and declares authentication unsuccessful. Otherwise the subordinate MP will finish the Diffie-Hellman exchange, computing gxy, and then compare BtoAr with its expected value.  If the value is not what was expected the subordinate MP silently drops this frame and declares authentication unsuccessful. Otherwise the subordinate MP computes the challenge data AtoB, the rest of the necessary keys, and composes the next message. 

11.A.5.2.2.3 Comminus certified public key authentication (third frame)

The message composition and processing of the third frame in certified public key authentication is identical as that specified in 11.A.5.2.1.3.

11.A.5.2.2.4 Comminus certified public key authentication (fourth frame)

The message composition and processing of the fourth message in certified public key authentication is identical to that as specified in 11.A.5.2.1.4.

11.A.5.2.3 Derivation of Keys 

The result of Comminus is shared keying material, name SKM, between the two authenticated peers. Necessary keys are derived from this keying material using the PRF defined in section 8.5.1.1. 


SMK = PRF-X(K, “Comminus Key Expansion”, Min(BSSIDa, BSSIDb) || Max(BSSIDa, BSSIDb)

When using TKIP the PRF used is PRF-512, when CCMP is used the PRF used is PRF-384, the resulting key to use with the particular encryption algorithm is named SK:


p <-- L(SMK, 0, 128)


w <-- L(SMK, 128, 128)


SK <-- L(SMK, 256, 128) – when using CCMP


SK <-- L(SMK, 256, 256) – when using TKIP

11.A.5.2.4 Comminus Token Request

The first Comminus frame requires the recipient to do cryptographic operations, some of which may be CPU-intensive. It is therefore possible for a distributed denial-of-service attack to be launched by flooding an MP with initial Comminus frames from bogus MAC addresses. To address this an MP can answer initial Comminus frames with a stateless token request and reject all initial Comminus frames that do not have a valid token. This is modelled on the “Cookie Request” feature of Photuris (RFC2522).

No threshold for when to start requiring stateless tokens is specified here but when a threshold is reached an MP will reject authentication with a status code of 37 (the request has been denied) and a Comminus Token Element (7.3.2.62) containing the stateless token.

A stateless token may be created by any means provided it can be bound to a BSSID, is not easily forgeable, and can quickly be verified. An example of such a thing would be a SHA-1 digest of a secret known only by the creator of the token (possibly a time-based token) and the BSSID of the MP to which it is being bound. No state need be kept for such a token and when the token is received it is trivial to verify that the token is bound to the BSSID of the transmitter.

Upon receipt of a Comminus authentication rejection of type 37 that contains a Comminus Token Request the peer shall attempt authentication again using the identical values from the rejected request with the addition of the token received in the authentication rejection. The sequence number of this new authentication request shall be one as this is a new authentication request.

11.A.5.2.5 Certificate Requests

When certified public keys are used for authentication it may be necessary to obtain the certificate of an MP before initiating Comminus.  This is performed by requesting a certificate information element in a Request Information Element (7.3.2.12) as part of a probe request. An MP that receives a request for its certificate must include it in its probe response as described in section 7.2.3.9.

11.A.5.2.6 Diffie-Hellman groups

Diffie-Hellman groups to use with Comminus are defined in RFC3526 (and in any RFC which obsoletes RFC3526). The group is indicated by encoding the IANA-defined group ID in the DHGroup field (7.3.2.59).
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Abstract


A protocol for secure mesh formation is proposed. It provides mutual authentication and perfect forward secrecy. It does not require a Key Distribution Center or agent nor does it require an Authentication Server. It is based on the SKEME protocol by Hugo Krawczyk and uses a cryptographic model that has been extensively studied.
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