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3. Definitions
Insert the following new definitions after 3.170, renumbering as necessary:

EPAP: The address pair which differs from the STA MAC address and BSSID pair and is used to identify a Virtual Link. 

Virtual Link: The virtual data link wich is identified by the EPAP that differs from association address pair (STA MAC address and BSSID).
Virtual Link Counter: A local counter which is used to calculate the amount of Virtual Links.

Virtual Link Number: A serial number which is assigned by the MAC sublayer entity to indicate a specific Virtual Link within local peer.
Temporary MAC Address: The MAC address allocated uniquely by a MAC Address server within the ESS.
4. Abbreviations and acronyms

Insert the following new acronyms to the end of Chart 4:

EPA            End Point Address 

EPAP         End Point Address Pair
5. General description

Insert the following text to the end of the indented list of section 5.3:

n) Virtual Link Service
[NOTE – the number of the item shall be be renumbered after the other standards prior to 11u have been approved.]
5.4 Overview of the services
Insert the following new clauses after section 5.4.6
5.4.7 Virtual link service
In order to gain simultaneous access to multiple Destination Networks, a STA will authenticate with different SSPNs simultaneously.

The virtual link mechanism defines a means by which a STA establish a single association with an AP can securely separate multiple session data flows from the different SSPNs concurrently.

The virtual link service provides for the following:

· Creating and deleting a virtual link.

· Selecting the appropriate virtual link to deliver the MSDUs, so that the MSDUs can be securely separate over air.
6. MAC service definition
6.2 Detailed service specifications
6.2.1 MAC data services
6.2.1.1 MA-UNITDATA.request
6.2.1.1.1 Function

6.2.1.1.2 Semantics of the service primitive
Change the primitive parameters of subclause 6.2.1.1.2 as follows:
The primitive parameters are as follows:

MA-UNITDATA.request (

Source address,

Destination address,

Routing information,

Data,

Priority,

Service class,

Virtual Link Number

)
Insert the following text after the final paragraph of the subclause 6.2.1.1.2:
The Virtual Link Number is newly added in this primitive and specifies a Virtual Link. The Virtual Link Number’s valid value ranges from 1 to 255, and the value of 0 is used to indicate that the data will be transmitted by the 802.11 data link which is identified by STA MAC address and BSSID pair.

6.2.1.1.3 When generated
6.2.1.1.4 Effect of receipt
Change the text of the subclause 6.2.1.1.4 as follows:
On receipt of this primitive, the MAC sublayer entity determines whether the request can be fulfilled according to the requested parameters. A request that cannot be fulfilled according to the requested parameters is discarded and this action is indicated to the LLC sublayer entity using an MA-UNITDATA.confirm primitive that describes why the MAC was unable to fulfill the request. If the request can be fulfilled according to the requested parameters, the MAC sublayer determines the TA and RA of the MSDU according to the Virtual Link Number, and then appends all the MAC specified fields (including TA, RA DA, SA, FCS, and all fields that are unique to IEEE 802.11®), passes the properly formatted frame to the lower layers for transfer to a peer MAC sublayer entity or entities, and indicates this action to the LLC sublayer entity using an MA-UNITDATA.confirm primitive with transmission status set to Successful.
6.2.1.2 MA-UNITDATA.indication

6.2.1.2.1 Function

6.2.1.2.2 Semantics of the service primitive
Change the primitive parameters of subclause 6.2.1.2.2 as follows:
The primitive parameters are as follows:

MA-UNITDATA.indication (

Source address,

Destination address,

Routing information,

Data,
Reception status,

Priority,

Service class,

Virtual Link Number

)
Insert the following text after the final paragraph of the subclause 6.2.1.2.2:
The Virtual Link Number is newly added in this primitive and specifies a Virtual Link. The Virtual Link Number’s valid value ranges from 1 to 255, and the value of 0 is used to indicate that the data will be transmitted by the 802.11 data link which is identified by STA MAC address and BSSID pair.

6.2.1.2.3 When generated
Change the text of the subclause 6.2.1.2.3 as follows:
The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. The MAC sublayer determines Virtual Link Number according to TA and RA. Frames are reported only if they are validly formatted at the MAC sublayer, received without error, received with valid (or null) security and integrity information, and their destination address designates the local MAC sublayer entity.
6.2.1.2.4 Effect of receipt
6.2.1.3 MA-UNITDATA.confirm
6.2.1.3.1 Function

6.2.1.3.2 Semantics of the service primitive
Change the primitive parameters of subclause 6.2.1.3.2 as follows:
The primitive parameters are as follows:

MA-UNITDATA.confirm (

Source address,

Destination address,

Transmission status,

Provided priority,

Provided service class,

Virtual Link Number

)
Insert the following text after the final paragraph of the subclause 6.2.1.3.2:
The Virtual Link Number is newly added in this primitive and specifies a virtual link. The Virtual Link Number’s valid value ranges from 1 to 255, and the value of 0 is used to indicate that the data will be transmitted by the 802.11 data link which is identified by STA MAC address and BSSID pair.

7. Frame formats
7.3 Management frame body components
7.3.1 Fields that are not information elements 
7.3.1.11 Action field

Insert the following rows at the appropriate location of table 24:
Table 24—Category values
	Code
	Meaning
	See subclause

	…
	…
	…

	x
	Virtual link management
	7.4.5 

	…
	…
	…


7.3.2 Information elements

Insert the following rows at the appropriate location of table 26:
Table 26—Elements IDs
	Information element
	Elements ID
	Length (in octets)

	…
	…
	…

	Interworking Capability 
	
	

	EPAP 
	x
	3 to 15

	Container
	x
	x

	…
	…
	…


Inert the following new subsections after subclause 7.3.2.50

[Note - the changes of the 11k/11r/11w will affect the numbering of the subclause.]
7.3.2.36 Interworking Capability element

The Interworking Capability element indicates the interworking capability of local WLAN. A new bit will be reserved to indicate the virtual link capability. 
	Element ID
	Length
	Interworking Capability Indication
	…


Octets:              1                      1                                        1                                      TBD
Figure 114—Interworking Capability element format
The Interworking Capability Indication field is 1 octet long and indicates the specific capabilities supported by the local WLAN. The structure of the Interworking Capability Indication field is defined in Figure 115.
	Virtual Link Capability
	Reserved


Bit:                     0                                                     1-7
Figure 115—Interworking Capability Indication field
The Virtual Link Capability bit of the Interworking Capability Indication field indicates whether the Loacl WLAN supports the virtual link mechanism. If supports, this subfield is set to 1, otherwise, set to 0.
The other bits of the Interworking Capability Indication field are reserved.
 [Note - the information element proposed here needs to be merged into the information element proposed in network section proposal.]

7.3.2.37 EPAP element

The EPAP IE containing the MAC address End Point address pair is defined to identify a virtual link. 
The format of the EPAP IE is defined in Figure 116.

	Element ID
	Length
	EPA Flag
	STA-EPA
	AP-EPA


Octets:          1                     1                    1                    6                         6

Figure 116—EPAP element format

The EPA Flag field is 1 octet long and specifies the MAC address assigning policy, for example, how to assign the two end point address for the virtual link. The bits of this field are shown as Figure 117:
	MAC address assigning policy
	STA-EPA Flag
	STA-EPA Flag
	Reserved


Bit:                   1                               2                          3                                 4-7
Figure 117—EPA Flag field
The MAC address assigning policy bit (bit 0) of EPA Flag field indicates whether the STA side assigns the STA end point address or not. If the STA assigns the STA-EPA, this bit is set to 1. If this bit is set to 0, it means that both the STA EPA and the AP EPA are assigned by AP side.
The STA-EPA Flag (bit 1) of EPA Flag field indicates whether the STA-EPA field of the EPAP element is present or not. If the STA-EPA field is not present in EPAP IE, this bit is set to 0 and the STA MAC address is used as the End Point address of the STA for the corresponding virtual link. Or this bit is set to 1 and the AP side assigns an End Point address of the STA side for this virtual link.
The AP-EPA Flag (bit 2) of EPA Flag field indicates whether the AP-EPA field of the EPAP element is present or not. If the AP-EPA field is not present in EPAP IE, this bit is set to 0 and BSSID is used as the End Point address of the AP for the corresponding Virtual Link. Or this bit is set to 1 and the AP side assigns an End Point address of the AP side for this virtual link.
The other bits of the EPA Flag are reserved. 

STA-EPA field is 6 octets in length and indicates the End Point address of the STA for this virtual link.

AP-EPA field is 6 octets in length and indicates the End Point address of the AP side for this virtual link.

7.3.2.38 Container element

The Container element is used to encapsulate the relative external network information, e.g. SSPN Identifier, MIH information, Charges information, etc.
The format of the Container IE is defined in Figure 118.
	Element ID
	Length
	Content


Octets:            1                         1              variable

Figure118—Container element format

The Content subfield indicates the information related to external network.
7.4 Action frame format details
Insert the following subclauses after subclause 7.4.4, renumbering as necessary.
7.4.5 Virtual link management action details
Three Action frame formats are defined to support the virtual link mechanism. The Action field values associated with each frame format within the Virtual link management category are defined in Table 58.
Table 58—Virtual link management Action field values
	Action field value
	Meaning

	0
	Virtual Link Create Request

	1
	Virtual Link Create Response

	2
	Virtual Link Delete

	3-255
	Reserved


7.4.5.1 Virtual Link Create Request frame format

	Category
	Action
	Dialog Token
	RSN IE
	EPAP IE
	Container IE
	Other 802.11 IE(optional)


Octets:        1                   1                 1               variable           variable                variable                  variable
Figure 119—Virtual Link Create Request Action frame body

The Category field is TBD (representing Virtual link management action).

The Action field is set to 0 (representing Virtual Link Create Request).

The Dialog Token field shall be set to a nonzero value chosen by the STA sending Virtual Link Create Request to identify the request transaction. 

The RSN IE specifies the security parameters that are used to negotiate the security methods for the specific virtual link. Different virtual link based on one association can have different security mechanism.
The EPAP IE field contains the corresponding End Point Address Pair which is used to identify this Virtual Link. When the STA assigns the STA side end point address for this virtual link, the EPAP IE will be contained in this action frame.
The Container IE field contains the information, e.g. SSPN information, MIH information, Charges information, etc, which comes from the higher layer service application.

The Other 802.11 IE field is optional and includes the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc.) which is useful for this virtual link to bear the higher layer service application.
7.4.5.2 Virtual Link Create Response frame format

The Virtual Link Create Response frame is sent as a response to the Virtual Link Create Request. The format of the Virtual Link Create Response Action frame body is shown in Figure 120.

	Category
	Action
	Dialog Token
	Result Code
	RSN IE
	EPAP IE
	Container IE
	Other 802.11 IE(optional)


Octets:       1                  1                 1                    1            variable        variable             variable               variable
Figure 120—Virtual Link Create Response Action frame body

The Category field is TBD (representing Virtual link management action).

The Action field is set to 1 (representing Virtual Link Create Response).

The Dialog Token field shall be set equal to the Dialog Token value in the corresponding received Virtual Link Create Request frame.

The Result Code field indicates the result of Virtual Link creation. 0 means “SUCCESS” and other means the reason of failure. If Result Code is not “SUCCESS”, no other field is contained in this frame and no virtual link is created successfully.

The RSN IE specifies the security parameters that are used to negotiate the security materials for the virtual link. Different virtual links upon the same association can have different security mechanisms.

The EPAP IE field contains the corresponding End Point Address Pair which is used to identify this virtual link. 

The Container IE field contains the information, e.g. SSPN information, MIH information, Charges information, etc, which comes from the higher layer service application.

The Other 802.11 IE field includes the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc.) which is useful for this virtual link to bear the higher layer service application.
7.4.5.3 Virtual Link Delete frame format
The Virtual Link Delete frame is used to request deleting one specific virtual link.

The format of the Virtual Link Delete frame body is shown in Figure 121.

	Category
	Action
	Reason Code


Octets:              1                  1                   1
Figure 121—Virtual Link Delete Action frame body

The Category field is TBD (representing Virtual link management action).

The Action field is set to 2 (representing Virtual Link Delete).

The Reason Code field indicates why deletes this Virtual Link. 
10. Layer management
10.3 MLME SAP interface
Insert the following new subclause after 10.3.29, renumbering as necessary:

10.3.30 Virtual link management interface
Some primitives provide by the MLME are specified to support the process of creating or deleting a Virtual Link.

[image: image1]
10.3.30.1 MLME-VLINK-CREATE.request
10.3.30.1.1 Function

This primitive is generated by the SME of a STA to request creating one Virtual Link. 

10.3.30.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-VLINK-CREATE.request (

PeerMACAddress,
Dialog Token,

RSN IE,

EPAP IE,
Container IE,

Other 802.11 IE,

RequestFailureTimeout
)
	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the AP to which this request will be transmitted.

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link.

	EPAP IE
	As defined in frame format
	As defined in frame format
	The End point address of STA side is contained in this IE if the STA assigns the End point address of STA side.

	Container IE
	As defined in frame format
	As defined in frame format
	Specifies the SSPN ID information for this Virtual Link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specifies the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by zero or more TCLAS IE and TCLASProcessing, etc.) which is required for this Virtual Link to bear the higher layer service application.

	RequestFailureTimeout
	Integer 
	≥ 0
	Specifies a time limit (in TU) after which the Virtual Link Create Request procedure will be terminated. 0 means unlimited.


10.3.30.1.3 When generated 

This primitive is generated by the SME to request creating a virtual link.

10.3.29.1.4 Effect of receipt 
This primitive initiates a creation procedure for one Virtual Link. On receipt of this primitive, the MLME constructs a Virtual Link Create Request action frame. Then this frame is transmitted to the PeerMACAddress.
10.3.30.2 MLME-VLINK-CREATE.confirm

10.3.30.2.1 Function

This primitive reports the results of a Virtual Link Create Request to local SME. 

10.3.30.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-VLINK-CREATE.confirm (

ResultCode,

Dialog Token,

Virtual Link Number,
Container IE,

Other 802.11 IE
)
	Name
	Type
	Valid range
	Description

	ResultCode
	Enumeration
	SUCCESS, TIMEOUT, INVALID PARAMETERS, or FAILURE
	Indicates the result of the corresponding MLME-VLINK-CREATE.request.

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	If ResultCode is SUCCESS, this parameter specifies the number appointed by the MLME to identify a specific virtual link. 

	Container IE
	As defined in frame format
	As defined in frame format
	Specifies the external network information for this virtual link. TBD

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specifies the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by Schedule element, etc.) which is required for this virtual link to bear the higher layer service application.


10.3.30.2.3 When generated
This primitive is generated by the MLME as a result of MLME-VLINK-CREATE.request.

This primitive is generated when that MLME-VLINK-CREATE.request is found to contain invalid parameters, when a timeout occurs, or when the MAC entity receives a Virtual Link Create Response frame from the peer MAC entity.

10.3.30.2.4 Effect of receipt

On receipt of this primitive, the SME is notified of the results of the Virtual Link Create Request procedure. 
10.3.30.3 MLME-VLINK-CREATE.indication

10.3.30.3.1 Function

This primitive indicates that a Virtual Link Create Request action frame has been received from a peer MAC entity and reports to the SME to create a virtual link. 

10.3.30.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-VLINK-CREATE.indication (
PeerMACAddress,
Dialog Token,

Virtual Link Number,

RSN IE,

Container IE,

Other 802.11 IE

)
	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the peer MAC address from which this request frame was received.

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the Virtual Link appointed by the MLME. 

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link

	Container IE
	As defined in frame format
	As defined in frame format
	Specific the external network informatiohn related to this virtual link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specific the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by zero or more TCLAS IE and TCLASProcessing, etc.) which is required for this Virtual Link to bear the higher layer service application.


10.3.30.3.3 When generated
This primitive is generated by the MLME as a result of receipt one Virtual Link Create Request action frame.

10.3.30.3.4 Effect of receipt

The SME is notified of the Virtual Link Create Request by the specified MAC entity.

On receipt of this primitive, the SME examines its parameters and does the parameters negotiation and then causes the other local entity to allocate the EPAP for this virtual link. Finally the SME informs the MLME the result by MLME-VLINK-CREATE.response.
10.3.30.4 MLME-VLINK-CREATE.response

10.3.30.4.1 Function

This primitive responds the request for a creation of one Virtual Link by a specified MAC entity. 

10.3.30.4.2 Semantics of the service primitive 

The primitive parameters are as follows:

MLME-VLINK-CREATE.response (

PeerMACAddress,
Dialog Token,

Virtual Link Number,

StatusCode,

RSN IE,

Container IE,

Other 802.11 IE

)
	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the peer MAC address from which this request frame was received.

	Dialog Token
	Interger
	1-255
	DialogToke of the matching MLME-VLINK-CREATE.indication.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the virtual link appointed by the MLME. 

	StatusCode
	Enumeration
	SUCCESS,or FAILURE
	Indicates the Status of EPAP allocation

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link

	Container IE
	As defined in frame format
	As defined in frame format
	Specific the external network informatiohn related to this virtual link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specific the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by Schedule element, etc.) which is required for this virtual link to bear the higher layer service application.


10.3.30.4.3 When generated 

This primitive is generated by the SME at an AP as a result of a MLME-VLINK-CREATE.indication.

10.3.30.4.4 Effect of receipt

On receipt of this primitive, the MLME constructs the appropriate Virtual Link Create Response frame and causes it to be transmitted to the PeerMACAddress.

[image: image2]
10.3.30.5 MLME-VLINK-DELETE.request
10.3.30.5.1 Function

This primitive is generated by the SME to request deleting one specific Virtual Link. 

10.3.30.5.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-VLINK-DELETE.request (

Dialog Token,

Virtual Link Number,

)
	Name
	Type
	Valid range
	Description

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Delete Request transaction.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the Virtual Link appointed by the MLME. 


10.3.30.5.3 When generated 

This primitive is generated by the SME to request deleting the virtual link which is identified by the Virtual Link Number.

10.3.30.5.4 Effect of receipt 
On receipt of this primitive, the MLME determines the matching EPAP by the Virtual Link Number, release the resource for this virtual link, and then constructs a Virtual Link Delete action frame, from which the DA and SA field will be set to the corresponding values from the EPAP: if this primitive is generated by AP, the DA is set to the former end point Address and the SA is set to the rear end poin address of the EPAP; contrarily, if this primitive is generated by STA, the DA is set to the rear end point address and the SA is set to the former end point address of the EPAP. This frame is then transmitted to the destination address. 

10.3.30.6 MLME-VLINK-DELETE.confirm

10.3.30.6.1 Function

This primitive reports the results of a Virtual Link Delete to local SME. 

10.3.30.6.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-VLINK-DELETE.confirm (

ResultCode,

Dialog Token,

Virtual Link Number,

)
	Name
	Type
	Valid range
	Description

	ResultCode
	Enumeration
	SUCCESS, INVALID PARAMETERS, or FAILURE
	Indicates the result of the corresponding MLME-VLINK-DELETE.request.

	Dialog Token
	Interger
	1-255
	The dialog token of matching the MLME-VLINK-DELETE.request.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	The same value of the Virtual Link Number of the MLME-VLINK-DELETE.request 


10.3.30.6.3 When generated
This primitive is generated by the MLME as a result of MLME-VLINK-DELETE.request having been sent successfully. 

This primitive is generated when that MLME-VLINK-DELETE.request is found to contain invalid parameters, or when the attempts to send it have failed.

10.3.30.6.4 Effect of receipt

On receipt of this primitive, the SME is notified of the results of the virtual link deletion procedure. 
10.3.30.7 MLME-VLINK-DELETE.indication

10.3.30.7.1 Function

This primitive indicates that a Virtual Link Delete Request action frame has been received from a peer MAC entity and reports to the SME to delete a virtual link. Or this primitive reports the deletion of one Virtual Link due to an inactivity timeout.

10.3.30.7.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-VLINK-DELETE.indication (
ReasonCode,

Virtual Link Number,

)
	Name
	Type
	Valid range
	Description

	ReasonCode
	Enumeration
	STA_LEAVING, UNKNOWN_TIMEOUT, or FAILURE
	Indicates the reason why this Virtual Link is being deleted.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the virtual link appointed by the MLME.


10.3.30.7.3 When generated
This primitive is generated by the MLME as a result of receipt one Virtual Link Delete action frame from one peer MAC entity. The mapping relationship between the Virtual Link Number and the EPAP (i.e. the DA and SA from the received frame) can be determined.
This primitive is also be generated by the MLME at the AP as result of inactivity of a virtual link.

10.3.30.7.4 Effect of receipt

The SME is notified of the deletion of a specific virtual link, and then it will release the related resource about this virtual link.

11. MLME
Insert the following new clauses after 11.10, renumbering as necessary:

11.11 Virtual link mechanism
11.11.1 Introduction

When a STA associates with an AP, a data link identified by STA MAC layer address and AP MAC layer address (i.e. BSSID) pair will be determined, and the security mode for the data link is determined in association phase too. 
Virtual link is a virtual logical data link wich is identified by the EPAP (End Point Address Pair) that differs from association address pair (STA MAC address and BSSID). 
The main purpose of the virtual link is to support multiple independent 802.1x authentications with different SSPNs simultaneously for such a single 802.11 association. 

After a STA associates with an AP and its state variable is in State 3, it may establish multiple virtual links based on such a single 802.11 association by the Virtual Link Creaate Request/Response action frames over the air. The RSN and EPAP elements also cross the MLME SAP by the MLME-VLINK-CREATE.request primitive. 

By the successfully virtual link creation, a virtual link is established, identified by the EPAP that differs from the association address pair and bound a specific SSPN’s context information to support the independent 802.1x authentication. There is also independent security management determined in virtual link creation phase, so multiple virtual links for an association may have different PTKs, and then the different session data flows between a STA and different SSPNs can be separated securely over the air. 
A STA only needs to maintain a single 802.11 association with an AP, and such an 802.11 association between the STA and AP pair supports having one or more virtual links associated with it simultaneously. Figure 207 shows such a case.

[image: image3]
Figure 207—Multiple links for an single association
It may rely on the MAC address assigning policy, which is an indication bit of EPAP IE, to allocate the MAC address pair for a virtual link. There are three types of MAC address pairs to identify a virtual link.
a) The STA end point address of EPAP differs from the STA MAC address, and the AP end point address of EPAP is BSSID, e.g. <EPA of STA, BSSID>.
b) The STA end point address of EPAP is STA MAC address, and the temporary MAC address that differs from BSSID is used as the AP end point address for the virtual link, e.g. <STA MAC ADDR, EPA>.
c) The STA end point address of EPAP differs from STA MAC address, and the AP end point address of EPAP differs from BSSID, e.g. <EPA of STA, EPA of AP>.
11.11.2 Virtual Link Creation
Two new action frames are newly defined for virtual link creation: Virtual Link Create Request and Virtual Link Create Response. 
Figure 208 shows the flow of virtual link creation.

[image: image4]
Figure 208–Virtual Link Creation

1) The STA creates an association with AP.

2) The STA uses the association address pair (i.e. STA MAC address and BSSID pair) as the TA and RA of the “Virtual Link Create Request” action frame, and then sends to the AP. The frame contains the following parameters:
· Virtual Link context information: specifies the specific context information bound for this virtual link, e.g. SSPN identifier.

· EPAP: containis MAC address assigning policy and the end point address pair for this virtual link.

· Security parameters: specifies the security information requested for this virtual link, e.g. RSN IE, which is needed to negotiate the security methods.

· QoS parameters: contains the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc. TBD) which is required for this virtual link to meet the QoS requirements of the upper layer session.
3) Upon receipt of the “Virtual Link Create Request” action frame, the AP determines the relative parameters for this virtual link, and then responses one “Virtual Link Create Response” action frame to the STA. If successful, the response contains the status of “SUCCESS”, else contains “FAILURE” and Reason Code. Furthermore, an EPAP IE is also included in this action frame. 

11.11.3 Virtual Link Deletion
A new action frame “Virtual Link Delete” is defined for virtual link deletion. Such frames can be sent only over the related virtual link and protected by 11w according to the related virtual link security mechanism.
Both the AP and the non-AP STA can initiate the virtual link deletion, and the flow of the Virtual Link Deletion is shown as follows:
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Figure 209–Virtual Link Deletion

When the STA or AP wants to delete a specific virtual link, it sends “Virtual Link Delete” message to the peer over this virtual link and then releases its related resources about this virtual link. The peer receiving “Virtual Link Delete” message will free its related resources about this virtual link too.
11.11.4 Virtual Link Counter
A Virtual Link Counter is introduced to calculate the amount of virtual links, obeying the following rules:
· When the STA establishes an association with an AP, the Virtual Link Counter is set to 0. 

· When a virtual link is created successfully, the Virtual Link Counter will be increased by 1.

· When a virtual link is deleted successfully, the Virtual Link Counter will be decreased by 1.
11.11.5 Virtual Link Number
A Virtual Link Number within a local peer is defined for the communication between the higher layer entity and MAC sublayer entity, or the SME and the MLME.
The MAC sublayer entity assigns a Virtual Link Number for a specific virtual ink and keeps the mapping relationship between the Virtual Link Number and the EPAP of the virtual link. The higher layer entity only needs to know the Virtual Link Number mapping with a speicfic upper layer session.
11.11.6 Disassociation and Deauthentication frame process
For the sake of security, only when there is no any virtual link existing for the association, can the “Disassociation” or “Deauthentication” message from the peer be accepted, otherwise, the STA or AP will discard these messages silently.
11.11.7 Data transfer

After the creation of a virtual link, MSDUs related to a specific SSPN are transmitted over a virtual link as follows (see figure 210). 
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Figure 210—MSDU transfer over a virtual link

1) The higher layer entity sends a MA-UNITDATA.request to the MAC sublayer entity. The request contains the Virtual Link Number.

2) The MAC sublayer entity encrypts the MSDU by the key binding with this virtual link and then determines the TA and RA of the MSDU according to the Virtual Link Number.
3) The MSDU is transmitted to the peer over the air by the IEEE 802.11 specification.

4) When an MSDU arrives at the peer, the peer MAC sublayer entity determines the Virtual Link Number according to the TA and RA of this received MSDU and then decrypts the MSDU by the key binding with this virtual link.

5) The peer MAC sublayer entity sends a MA-UNITDATA.indication to the local higher layer entity. The indication contains the Virtual Link Number of the Virtual Link.
Annex A

A.4 PICS proforma–IEEE Std. 802.11, 2006 Edition

A.4.3 IUT configuration 

Append the following entry to the table in A.4.3:

	
	
	
	
	

	Item
	IUT configuration
	References
	Status
	Support

	*CF16
	Interworking supported
	11.11
	O
	Yes, No, N/A

	
	
	
	
	


Insert this new clause after clause A.4.16:

A.4.17 Interworking extensions
	Item
	IUT configuration
	References
	Status
	Support

	IWu
	Virtual link support
	11.11.1
	CF16:M
	Yes, No, N/A


Add the following MIB attributes to Annex D:

Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

...
dot11VirtualLinkServicesEnabled TruthValue }
Insert the following elements at the end of the dot11StationConfigTable element definitions:
dot11VirtualLinkServicesEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting virtual link service.

The capability is disabled, otherwise. The default value of this 
attribute is FALSE."

::= { dot11StationConfigEntry TBD } 

Notes: Container IE includes the information that related with SSPN.
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