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Replace Page 10, Section 7.3.2.25.3 with the following:

7.3.2.25.3 RSN capabilities

Replace figure 79 as follows:

[image: image1]
Figure 79 RSN Capabilities Field Format
Change the last paragraph of Clause 7.3.2.25.3 as follows:
- Bit 6: Robust management frame protection. An AP and STA with robust management frame protection sets this bit to 1 to enable protection of management frames.  If an AP has set the dot11RSNAProtectedManagementFramesLegacySupported then that AP allows robust RSNA connections from non-AP STAs which do not provide robust management frames protection.  
- Bits 7–15: Reserved. The remaining subfields of the RSN Capabilities field are reserved and shall be set to 0 on transmission and ignored on reception.

Insert on Page 23, Section Annex D the following:

dot11RSNAProtectedManagementFramesLegacySupported 
OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This variable indicates whether or not this STA supports robust RSNA non-AP STAs which do not provide robust management frames protection.”

DEFAULT { FALSE }

::= { dot11StationConfigEntry 29 }

Insert a new reason code on Page 7, Section 7.3.1.7, Table 18:

Reason Code


Meaning

TBD



Robust Management Frame policy violation
Replace the first paragraph on Page 19, Section 8.4.3, with the following:

An RSNA-capable AP may choose to accept, as set in the policy variable dot11RSNAProtectedManagementFramesLegacySupported, RSNA STAs with or without for the capability for management frame Protection set in the RSNIE. A STA may choose not to associate with an AP that does not advertise protection of Robust management frames enabled in the RSN capabilities.  In case where an RSNA STA tries to associate without RSNA management frame protection, the AP may reject the (re)association if the dot11RSNAProtectedMangementFramesLegacySupported is disabled; in this instance, the AP shall return a (re)association response with a status code of TBD. 
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