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Delete the following sentence in clause 8.5.4:

"In this Clause, the description for GTK also applies to the IGTK and DHV."

Insert the following in clause 8.5.4:

"Change the text in clause 8.5.4 as follows:
Message 1: Authenticator → Supplicant: EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC, GTK[NGTK], IGTK[NIGTK], DHV)])

Message 2: Supplicant → Authenticator: EAPOL-Key(1,1,0,0,G,0,0,MIC,0,0,0)

Here, the following assumptions apply:

— Key RSC denotes the last frame sequence number sent using the GTK.

— GTK[NGTK] denotes the GTK encapsulated with its key identifier as defined in 8.5.2 using the KEK defined in 8.5.1.2 and associated IV.

— IGTK[NIGTK] denotes the IGTK encapsulated with its key identifier as defined in 8.5.2 using the KEK defined in 8.5.1.2 and associated IV.

— DHV denotes the DHV encapsulated as defined in 8.5.2 using the KEK defined in 8.5.1.2 and associated IV."
Add clause 8.5.4.1 as follows:

"Change the following text in clause 8.5.4.1 from:
Key Data = encrypted, encapsulated GTK and the GTK’s key identifier (see 8.5.2)

To:
Key Data = encrypted, encapsulated

· GTK and the GTK’s key identifier (see 8.5.2)

· IGTK, IGTK's key identifier, and sequence number (see 8.5.2)

· DHV (see 8.5.2)

Change bullet c) in clause 8.5.4.1 as follows:
c) Uses the MLME-SETKEYS.request primitive to configure the temporal GTK, IGTK, and DHV into its IEEE 802.11 MAC."

Add clause 8.5.4.4 as follows:

"Change the second sentence in clause 8.5.4.4 as follows:
The state machines in 8.5.6 and 8.5.7 change the GTK, IGTK, and DHV in use by the network.

Change the content of the first message in Figure 154 as follows:
EAPOL-Key(1,1,1,0,G,0,Key RSC,0, MIC,GTK[KeyIDGTK], IGTK[KeyIDIGTK], DHV)

Change the action performed by the station upon reception of the first message in Figure 154 as follows:

Decrypt GTK and set in Key IDGTK

Decrypt IGTK and set in Key IDIGTK

Decrypt and set DHV
Change the content of the second message in Figure 154 as follows:

EAPOL-Key(1,1,0,0,G,0,0,0,MIC,0,0,0)

Change the action performed by the access point upon reception of the second message in Figure 154 as follows:


Set GTK in Key IDGTK

Set GTK in Key IDIGTK
Change the last paragraph of clause 8.5.4.4 as follows:

The following steps occur:

a) The Authenticator generates a new GTK, IGTK, and DGTK. It derives a DHV from that DGTK. It encapsulates the GTK, IGTK, and DHV and sends an EAPOL-Key frame containing the GTK, IGTK, and DHV (Message 1), along with the last sequence number used with the GTK (RSC) and the last sequence number used with the IGTK (PN).
b) On receiving the EAPOL-Key frame, the Supplicant validates the MIC, decapsulates the GTK, IGTK, and DHV , and uses the MLME-SETKEYS.request primitive to configure the GTK, IGTK, DHV, RSC, and PN in its STA.

c) The Supplicant then constructs and sends an EAPOL-Key frame in acknowledgment to the Authenticator.

d) On receiving the EAPOL-Key frame, the Authenticator validates the MIC. If the GTK, IGTK, and DHV are not already configured into IEEE 802.11 MAC, after the Authenticator has delivered the GTK, IGTK, and DHV to all associated STAs, it uses the MLME-SETKEYS.request primitive to configure the GTK, IGTK, and DHV into the IEEE 802.11 STA.
"
Update the state machine diagrams in sections 8.5.6 and 8.5.7 to add the IGTK and DHV alongside GTK
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Abstract


Adds the IGTK and the DHV to the Group Key Update example in clause 8.5.4.


The changes are based on draft .11ma D7.0.
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